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SECTION 102. VOORHIS ACT 
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102-1 STATUTE 

Title 18, use. Section 1386. 









EFFECTIVE: 01/31/78 



..■#r 



102-1.1 Registration of Certain Organizations 

This act provides that the following organizations shall be 
required to register with the Attorney General: 

"Every organization subject to foreign control which engages in 
political activity; 

"Every organization which engages both in civilian and military 
activity and in political activity; 

"Every organization subject to foreign control which engages in 
civilian military activity; and 

"Every organization, the purpose or aim of which, or one of the 
purposes or aims of which, is the establishment, control, conduct, 
seizure, or overthrow of a government or subdivision thereof by the use of 
force, violence, military measures, or threats of any one or more of the 
foregoing." 



m 






EFFECTIVE: 01/31/78 



102-2 



statute. 



DEPARTMENTAL POLICY 

Very rarely has the Department authorized prosecution under this 
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EFFECTIVE: 01/31/78 



102-3 



VENUE 



Where the violation is failure to register, venue will lie only 
in the District of Columbia. 



EFFECTIVE: 01/31/78 



102-4 CHARACTER - VOORHIS ACT 



^-^, EFFECTIVE: 01/31/78 
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SECTION 103. INTERSTATE TRANSPORTATION OF STOLEN | LIVESTOCK j 



103-1 



2317 



STATUTES 

Title 18, use, Sections (667, | 2311 (in part), 2316, and 



EFFECTIVE: 07/ll/85_ 



u 



103-1.1 



1 Section 667 - Theft of Livestock 



"Whoever obtains or uses the property of another which has 
a value of $10,000 or more in connection with the marketing of 
livestock in interstate or foreign commerce with intent to deprive the 
other of a right to the property or a benefit of the property or to 
appropriate the property to his own use or the use of another, shall 
be fined not more than $10,000 or imprisoned not more than five 
years or both."] 



EFFECTIVE: 07/11/85 



1103-1.2 



Section|2316 - Transportation of StolenJLivestockj 



"Whoever transports in interstate or foreign commerce any 
1 livestock. I knowing the same to have been stolen, shall be fined not 
more than $5,000 or imprisoned not more than five years, or both. 




EFFECTIVE: 07/11/85 

1 103-1.3 Section|2317 - Sale or Receipt of Stolen|Livestock| 

"Whoever receives, conceals, stores, barters, buys, sells 
or disposes of any] livestock, | moving in or constituting a part of 
interstate or foreign commerce, knowing the same to have been stolen, 
shall be fined not more than $5,000 or imprisoned not more than five 
years, or both. 
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EFFECTIVE: 07/11/85 



103-1.4 



Section 2311 - Definitions 



"... 'Livestock' jmeans any domestic animals raised for 
home use, consumption or profit, such as horses, pigs, llamas, goats, 
fowl, sheep, buffalo, and cattle, or the carcasses thereof."! 



"EFFECTIVE: 10724/94 



103-1.5 Elements (Title 18, U.S. Code, Sections 2316 and 2317) 

(1) That livestock were stolen. 

(2) That the livestock were transported in interstate or 
foreign commerce. 

(3) The person transporting the livestock knew them to 
have been stolen; or, the person receiving, concealing, storing, 
bartering, selling, or disposing of the livestock knew them to have 
been stolen. {Pursuant to Title 18, USC, Section 21, the element of 
guilty knowledge may also be established by proof that the defendant 
believed that the livestock were stolen, after or as a result of an 
official representation as to the nature of the property (see HIOG, 
Part II, 1-1.12). I 



EFFECTIVE; 10/23/95 



||103-1.6 Elements (Title 18, U.S. Code, Section 667) 

(1) Unlawfully obtaining the property of another having a 
value of $10,000 or more. 




i 



(2) Marketing livestock in interstate or foreign 



commerce. 



(3) Intent to deprive or defraud another through larceny, 
embezzlement, misapplication, fraud, deception or conduct of a similar 
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EFFECTIVE: 07/11/85 



103-1.7 



Gist of the Offense 



Under Section 667 the gist of the offenJse is unlawfully 
obtaining the property of another having a value of $10,000 or more, 
or its use, in connection with the marketing of livestock in 

interstate or foreig n comme rce. The pro pert y could be the livestock 

itself, or any money, checks, or other property paid to acquire the 
livestock. The deprivation need not be permanent. Thus, Section 
667 can reach the situation involving a defrauded purchaser who does 
not receive the livestock he/she has paid for, as well as the 
situation involving a defrauded seller who does not receive payment 
for the livestock he/she has sold and delivered. i 



Q 



EFFECTIVE: 07/11/85 




103-2 INVESTIGATIVE PROCEDURE 

(1) Definitely establish actual theft has occurred. 

(a) Hany reported thefts are results of straying. 

(b) If information obtained from other than owner, 
interview owner or owner's representative. 




(2) If facts indicate a violation, obtain information 
regarding owner's brand, evidence of ownership, tattoos, ear tags, 
description of the| livestock, [peculiar markings, full particulars 
surrounding the theft, and the names and descriptions of suspects and 
of any vehicles they may utilize or that were seen in the area of the 
theft. Some states have laws requiring owners to designate a brand 
and register same. Others have laws providing that a certified copy 
of a recorded brand is prima~facie evidence of ownership. 
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(3) If violation indicated 
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(a) Immediately notify state brand inspector in 
state where|livestock| taken, and request that inspector's 
organization be alert for | livestock [bearing ovmer's brand, for 
activities of suspects, and for vehicles that may have been seen in 
area of the theft. 

(b) State brand inspectors, and/or local law 
enforcement officers, frequently have authority to stop and 
inspect I livestock] in transit. 



". '. " (c) Some states require that 1 livestock|being 

transported from or into these states have permits requiring such 
transportation. 




(e) Brand inspectors often have book listing all 
registered brands for comparison purposes. 

(A) If facts indicate stolen| livestock|may be disposed of 
through large stockyard, set out leads for offices covering stockyards 
or other large concentration-points of. | livestock, | and request that.^B^- 
stops be placed. Same holds true for regional | livestock|auctionsv; 

(5) If possibility exists stolen | livestock] slaughtered 
and sold to butchers:^,:., .ar 

(a) Determine through sources and local law.^,^^ ^' 
enforcement agencies which butchers may deal in stolen meat, and 

(b) Determine from, meat-packing house and their ^^^ 
salespeople whether any customer has had sudden, unexplained decrease 
in purchases. 



EFFECTIVE: 07/11/85 
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103-3 



PRESENTATIONS TO U.S. ATTORNEY'S OFFICE 



- (1) If I livestock I obtained through the giving of 
fraudulent check or security, present facts to USA for prosecutive 
opinion prior to extensive investigation. 

(2) If facts indicate transportation of portions of 
slaughtered! livestock, l^obtain opinion of USA to determine if such 
portions fall within statutory term "carcass." 

(3) Present facts to USA in single animal theft cases to 

determine if USAj^ill pros^ecute such a case. If not, close case 

administratively and notify brand inspectors and/or local law 
enforcement agency. 




t 



EFFECTIVE: 07/11/85 



103-A 



REPORT WRITING RULES 



(1) Forward to FBIHQ copy of any prosecutive summary 
report prepared in this classification of investigation for the USA's 
Office, utilizing current Bureau guidelines for the preparation of 
such reports. 

(2) No report need be forwarded under any other 
circumstances unless it is determined to be the most logical means to 
disseminate the results of investigation accumulated, or when it is 
decided that a report is the best means to disseminate such results to 
other Federal agencies through FBIHQ rather than via an LHM. 



EFFECTIVE: 07/11/85 



103-5 



VENUE 



In an district from, through, or into which 
such I livestock I have been transported (Title 18, USC, Section 3237) 



EFFECTIVE: 07/11/85 
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PAGE 103 - 6 
CHARACTER - INTERSTATE TRANSPORTATION OF STOLEN | LIVESTOCK | 



EFFECTIVE: 07/11/85 
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SECTION 105. FOREIGN COUNTERINTELLIGENCE! INVESTIGATIONS] 



105-1 



FOREIGN COUNTERINTELLIGENCE INVESTIGATIONS 



Information concerning the | 105 [ classification is set forth 
in a separate FBI manual, the [NATIONAL FOREIGN INTELLIGENCE PROGRAM 
MANUAL (NFIPM) . I 



EFFECTIVE: 02/1A/97 
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109-1 



SECTION 109. FOREIGN POLITICAL MATTERS 



FOREIGN POLITICAL MATTERS 



This is a control file utilized by FBIHQ and field offices 
as a repository for intelligence information of value on the above 
subject. 

Information in this file is broken downby Countryj^ 



EFFECTIVE: 01/31/78 
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PAGE 110 - 1 



110-1 



FOREIGN ECONOMIC MATTERS 



This is a control file utilized by FBIHQ and field offices 
as a repository for intelligence information of value on the above 
subject. 



Information in this file is broken down^ by^ Count^ry^ 



EFFECTIVE: 01/31/78 
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SECTION 111. FOREIGN SOCIAL CONDITIONS 



111-1 



FOREIGN SOCIAL CONDITIONS 



This is a control file utilized by FBIHQ and field offices 
as a repository for intelligence information of value on the above 
subject. 

Information in this file is broke n down by Country,. 



EFFECTIVE: 01/31/78 
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SECTION 112. FOREIGN FUNDS 



112-1 



FOREIGN FUNDS 



This is a control file utilized by FBIHQ and field offices 
as a repository for intelligence information of value on the above 
subject. 



Information in this file is broken down by Country. 



EFFECTIVE: 01/31/78 
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PAGE 113 - 1 



113-1 FOREIGN MILITARY AND NAVAL MATTERS 

This is a control file utilized by FBIHQ and field offices 
as a repository for intelligence information of value on the above 
subject. 

Information in this , f Ueis Jj^oken doym_by_j:ountry_.. 



EFFECTIVE: 01/31/78 
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SECTION 115. BOND DEFAULT 



115-1 



BACKGROUND 




JThe Bail Reform Act of 1984, enacted October 12, 1984, as 
part of the Comprehensive Crime Control Act of 1984, replaced Sections 
3141-3151 of Title 18, United States Code. Sections 3141-3149 were 
later amended in the Criminal Law and Procedure Technical Amendments 

Act of 1986, enacted November 10, 1986^^ Sections 3142 and 3143^were 

~am¥nded,~"and"315r~added7^rn Piibiic Law 100-690, enacted November 18, 
1988. The new provisions are designed to assure a forthright means of 
detaining a dangerous offender, and an offender who is likely to flee 
while pending trial and/or during appeal. Specifically, the new 
provisions: (1), allow judges and magistrates to consider danger to 
the community or individuals in setting pretrial release conditions 
other than financial conditions; (2) permit the imposition of 
additional types of release conditions, including probationary-type 
supervision, and permit the rejection of bail money if its source is 
illegal income; (3) allow pretrial detention of a defendant if no 
condition of release will assure his/her appearance or ensure the 
safety of specific individuals or the community in general; (4) 
provide procedures for revoking the release; (5) bar post-sentence 
release unless a defendant proves that such release would not pose 
flight or safety risks and that the case is likely to be reversed on 
appeal; and (6) raise penalties for bail jumping and provide mandatory 
penalties for crime committed while on pretrial release. (See 115-3, 
"Policy," and MIOG, Part II, Section 21-28, regarding the Attorney 
General guidelines for instructions on the FBI's conduct of these 
investigations.) | 




EFFECTIVE: 01/22/90 



Sensitive 
PRINTED: 02/18/98 




Sensitive 



Manual of Investigative Operations and Guidelines 
Part I 



PAGE 115 - 



115-2 



PRINCIPAL STATUTES AND PENALTIES 



]The following is a list of statutes pertaining to this 
section: 

Section 3141. Release and detention authority generally 
Section 31A2. Release or detention of a defendant pending 

trial 
Section 31A3. Release^or detention of a defendant pending 

sentence or appeal 
Section 3144. Release or detention of a material witness 
Sect ion^_3 1 45 . _ Revi ew and_appea_l_of a _r e I e_ase__pr _de tent i on 

order 
Section 3146. Penalty for failure to appear 
Section 3147. Penalty for an offense committed while on 

release 
Section 3148. Sanctions for violation of a release 

condition 
Section 3149. Surrender of an offender by a surety 
Section 3150. Applicability to a case removed from a 

state court 
Section 3151. Refund of forfeited bail 
Section 3152. Establishment of pretrial services 
Section 3153. Organization and administration of pretrial 

services 
Section 3154. Functions and powers relating to pretrial 

services 
Section 3155. Annual reports 
Section 3156. Definitions] 



EFFECTIVE: 01/22/90 



115-2.1 



|Deleted| 



EFFECTIVE: 01/22/90 



I 115-2.2 



Deleted 



EFFECTIVE: 01/22/90 
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115-2.3 



Deleted 



EFFECTIVE: 01/22/90 



115-3 



POLICY 




(1) By Department of Justice directive dated|8/ll/88, | the 
FBI was relieved of the responsibility for handling bond default 
investigations, in favor of such cases being handled by the U.S. 
Marshals Service (USMS ) . _- . '- ^- 



(2) In cases where the FBI is the originating agency and 
the defendant fails to appear while released on bond, the FBI shall 
retain jurisdictional responsibility. 

(3) If and after the defendant is adjudicated guilty and 
he/she remains on bond and fails to appear for further court 
proceedings or fails to surrender to begin serving his/her sentence, 
the USMS shall assume investigative responsibility. 

(A) If, after|8/ll/88, ja new bond default subject within 
the primary jurisdiction of the USMS also becomes an FBI substantive 
fugitive, of course, we will seek his/her apprehension under the 
substantive case, but "00" must advise the USM in the district holding 
the warrant of its fugitive involvement and notify USM's office 
promptly upon apprehension. This notification will, of course, not 
change the existing procedure of advising the USM in the district 
where the subject is located. 

(5) Should, after|8/ll/88, |a bond default violator within 
the responsibility of the USMS become a suspect in an FBI substantive 
case and "00" desired to actively seek the subject's apprehension 
under the ongoing substantive matter, this may be done provided the 
USMS is notified and the fugitive aspects of the case are an FBI-USMS 
coordinated effort. Of course, when the fugitive is apprehended or 
eliminated as a suspect in the substantive case which no longer 
demands FBI fugitive involvement, the appropriate USM must be 
notified. 

(6) If any subject of an existing USMS responsibility 
bond default matter is wanted as a fugitive in an FBI substantive 
case, the existing "115" case should be consolidated and handled as a 
dual character substantive case. 
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(7) If for some reason it should be imperative for an 
"00" to initiate a new "115" fugitive investigation involving a non- 
FBI case, advise FBIHQ on a UACB basis of the facts demanding FBI 
involvement. 

(8) When a bond default case has been referred to and 
accepted by an office for investigation, promptly ensure that the 
proper process has been issued and is currently outstanding. 

(9) The process issued will be a bench warrant charging 
the subject with either bond default violation of Title 18, 

JJSC,lSej^t_ion_lL^6, jor_faiJjir^e^ A_,failure _to__appear_warrant 

doeV not have a USC citation and is not capable of Federal 
prosecution. It is merely a means by which the subject is ordered 
arrested and brought before the court to face the original underlying 
charge for which subject made bond. 

(10) Even if the bench warrant issued charged the subject 
with failure to appear, the proper Bureau character is bond default 
and failure to appear should not be utilized. 

(11) Since a failure to appear warrant is not capable of 
Federal prosecution, the USA should be promptly contacted for a 
prosecutive opinion while the subject is in fugitive status for the 
purpose of indictment for bond default. Title 18, USC,|Section 
31A6,|or to attempt to secure future prosecution for bond default upon 
subject's ultimate apprehension. 

(12) In the above instance, the USA may decline 
prosecution of the subject for bond default while in fugitive status 
or indicate USA will not attempt to prosecute him/her for bond default 
when apprehended. As long as the failure to appear warrant remains 
outstanding, the Bureau's fugitive investigation must continue in 
order that the subject may be ultimately prosecuted on the underlying 
Federal charge. 

(13) Although a bond default violation is primarily a 
fugitive-type investigation, it is also a Bureau substantive offense 
capable of Federal prosecution. During the fugitive investigation, 
evidence should be obtained to establish his/her willful failure to 
appear. In addition, upon the subject's apprehension he/she should be 
interviewed regarding the bond default offense to ensure successful 
prosecution. 
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EFFECTIVE: 01/22/90 



115-A 



OFFICE OF ORIGIN 



(1) Deleted 

(2) Where the subject, charged with a Bureau substantive 
violation, is arrested by the office of origin or an auxiliary office, 
and is released on bond and fails to appear within the office of 

origin's territory as required, that__off ice will continue to act. as 

the office of origin since the bond default violation occurred within 
their territory. 

(3) Where the subject, charged with a Bureau substantive 
violation, is apprehended by an auxiliary office, and is released on 
bond and fails to appear within their territory as required, the 
following developments may occur which shall determine who shall act 
as the office of origin. 

(a) Since the substantive warrant issued for the 
subject has been executed upon subject's apprehension by the auxiliary 
office, it is no longer outstanding. If the office of origin's USA 
causes the executed warrant to be reissued or a new warrant to be 
issued for the subject charging him/her with the original substantive 
offense, that office shall continue to act as the office of origin 
regardless if the auxiliary office's USA causes a bond default or 
failure to appear warrant to be issued for the subject. 

(b) If the office of origin's USA does not cause the 
original executed warrant to be reissued or a new warrant to be issued 
for the subject charging subject with the original substantive 
offense, the apprehending auxiliary office will assume office of 
origin based on the bond default or failure to appear warrant issued 
in their territory. 

(A) In those rare situations, where for whatever reasons 
the original warrant is not reissued or a new warrant issued within 
the office of origin's territory and a bond default or failure to 
appear warrant is not issued within the apprehending auxiliary 
office's territory, the full details should be promptly furnished 
FBIHQ via routine teletype by the office of origin for presentation to 
the Department of Justice for a final determination. 



% 
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EFFECTIVE: 01/22/90 



U5-5 



VENUE 



Prosecution shall be in the district in which the bond 
default offense was committed. 



EFFECTIVE: 09/10/79 



115-6 



CLASSIFICATION 



(1) When the investigation of the underlying offense was 
not originally conducted by the Bureau the classification is 115. 

I These should be very infrequent. Approval for same required from 
FBIHQ. I 

(2) If the bond default offense arose from a Bureau 
investigation, it should be handled under the substantive 
classification. 



EFFECTIVE: 09/10/79 




I 



115-7 REPORTING PROCEDURES (See MIOG, Part I, 25~10, 76-1.8, 
76-2.9, 76-3.13, 88-12, 115-7 & Part II, 21-2.9.) 

(1) Upon the initiation of a bond default investigation 
and the placing of its subject in a fugitive status, two copies of an 
FD-65 should be promptly forwarded to | FBIHQ, and one copy submitted 
directly to the Savannah Information Technology Center (SITC) , jby the 
office of origin. Upon the fugitive's apprehension or location, the 
locating office must promptly notify FBIHQ by teletype (at least 
ROUTINE in precedence), followed by Form FD-515 entry into the 
Integrated Statistical Reporting and Analysis Application (ISRAA) . 
The office of origin must ensure that all auxiliary offices are 
notified by teletype to discontinue. 

(2) One copy of a Prosecutive Report should be submitted 
to FBIHQ upon the authorization of prosecution by the USA, or when a 
specific request for such report is made by the USA or FBIHQ. 
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(3) In reporting the results o£ prosecutive action 
following the submission of a Prosecutive Report, while Form R-84 (if 
applicable) is to be forwarded to FBIHQ, a separate letter (airtel 
with LHM if dissemination desired) should also be submitted detailing 
the final disposition of each subject. The required letter should 
note that Form FD-515 has been entered into the ISRAA. 



EFFECTIVE: 10/11/9A 



Q 



115-8 



CHARACTER 



(1) BOND DEFAULT, when the investigation of the original 
underlying offense was not conducted by the Bureau, j These should be 
very infrequent. Approval for same required from FBIHQ. | 

(2) Substantive offense - BOND DEFAULT, if the bond 
default offense arose from a Bureau substantive investigation such as 
bank robbery, it is a dual character. BANK ROBBERY - BOND DEFAULT. 



EFFECTIVE: 09/10/79 
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116-1 



SECTION 116. SPECIAL INQUIRY - DEPARTMENT OF ENERGY; 

SPECIAL INQUIRY - NUCLEAR REGULATORY COMMISSION 



GENERAL INSTRUCTIONS 



These instructions supplement those contained in Part II, 
Section 17 of this manual, and deal with cases other than those 
referred to FBIHQ by 0PM, 



EFFECTIVE: 03/23/89 



116-1.1 Deleted 







EFFECTIVE: 03/23/89 
116-1.2 Deleted 




EFFECTIVE: 03/23/89 



116-2 



AUTHORITY 



See Part II, Section 17-1, of this manual for the 
authority to conduct these investigations. 

EFFECTIVE: 03/23/89 
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116-3 



PRIVACY ACT - REQUIREMENTS 



(1) When interviewing individuals under this 
classification for information concerning themselves or their 
activities, the interviewing Agent must follow the procedures 
described in Part I, 190-5 (2) and (3) of this manual. 

(2) When interviewing an individual to solicit 
information concerning someone other than the interviewee (thereby 
classifying that individual as a source of information), the 
interviewing Agent must follow the procedure relating to promises of 
c onfident ^^1jjJ;;^y_a^j|esc£ibed_in_P.art I. 190-7 of _t hi.s_jnanua_l , _ 



EFFECTIVE: 03/23/89 



116-4 



NATURE OF CASES 



All Department of Energy (DOE) and Nuclear Regulatory 
Commission (NRC) cases are personnel background investigations 
conducted pursuant to specific written request of the DOE or NRC for 
persons who are being considered for employment with DOE or NRC or 
with a DOE or NRC contractor, or are being reinvestigated for their 
current position. 



EFFECTIVE: 03/23/89 



116-5 



TYPE OF CASES 







(1) Full Field Investigation (FFI) - Conducted when no 
previous background investigation (Bl) has been done concerning the 
individual and covers the|past fifteen years|as set forth in Part II, 
Section 17 of this manual. 

(2) Update Investigation (Ul) - Conducted when there has 
been a previous BI concerning the individual completed by the FBI or 
another Government agency which uses the same investigative standards. 
FBIHQ will determine whether or not an update investigation is 
appropriate and will advise the field as to the period of time which 
the BI should cover. Any areas not covered during the previous BI 
will be set out by FBIHQ in the opening communication for 
investigation so as to render total coverage commensurate with present 
standards. 
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EFFECTIVE: 03/23/89 



116-5.1 Sensitive Compartmented Information (SCI) Cases 

Individuals that the DOE has designated as being 
considered for SCI access are subject to investigation similar in 
scope to an FFI. However, the scope of these background 
investigations covers only the last 15 years. SCI cases require that 
J]LeJ|oALpwing_^hecKs_shpuM_ais — — - — 

(1) Verify the applicant's date and place of birth at the 
Bureau of Vital Statistics. Verify naturalization (if applicable); 

(2) Check the records of the Immigration and 
Naturalization Service on any immediate family members j (described as 
spouse, parents, siblings, and children) or current cohabitant (s) 
(residents of same household, living in spousal-type, or roommate 
type, relationships, but not domestic/other employees) |whq are United 
States citizens other than by birth, or who are resident aliens. 1 Un 
view of time constraints, naturalization verification through review 
of court records may prove to be more time efficient.)] 

(3) Review military records, regardless of military 
service falling within the 15-year scope. 



EFFECTIVE: 07/23/90 




116-6 



DEADLINES 



(1) Budeds in these cases generally will be set from the 
date of the opening communication as follows: Buded in FFIs will be 
30 calendar days; Buded in UIs will be 60 calendar days. 
Occasionally, the client agency will request expedite cases in which 
the Buded will be 21 calendar days. 

(2) Refer to Part II, 17-3.5 of this manual for specific 
instructions regarding those situations in which circumstances 
preclude reporting the complete investigation of a case on or before 
the deadline. 
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116-7 



ORGANIZATION OF REPORT 



Reports should be organized to follow the general sequence 
presented in Part II, Section 17-6, which outlines the scope of FFIs. 
Reports are directly disseminated to DOE and NRC and, therefore, 
should be free of typographical errors and administrative information. 



EFFECTIVE: 07/23/90 



116-7.1 



Interviews 



o 



(1) While FBIHQ will. not specifically state the number of 
interviews to be conducted, a sufficient number of interviews of 
persons knowledgeable about applicant/employee must be conducted to 
cover the individual's entire adult life in an FFI or during the 
period since the last investigation in UI cases. 

(2) Field offices are also expected to conduct whatever 
number of interviews are required to thoroughly and completely address 
any unfavorable information or issues developed during an 
investigation. 




EFFECTIVE: 07/23/90 
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SECTION 117. ATOMIC ENERGY ACT OF 1954 

I (SEE MIOG, PART I, SECTION 279.) | 



117-1 



STATUTES 



amended) . 



Title 42, use, Sections 201 1-2284 | (AEA of 1954, as 



Title 18, use, Section 831 (Prohibited Transactions 



Involving Nuclear Materials). (See MIOG, Part I, 46-1.11(2) and 
249-1.) I 



EFFECTIVE: 05/25/93 



117-2 



JURISDICTION 



I The I FBI 
criminal violations 
and of Title 18, USC, Section 831, 



shall investigate I all alleged or suspected 

of the AEA of 1954, as amended (Section 2271), 



EFFECTIVE: 05/25/93 



117-3 



DEFINITIONS 




(1) "Atomic Weapon" - any device utilizing atomic energy, 
exclusive of the means for transporting or propelling the device 
(where such means is a separable and divisible part of the device), 
the principal purpose of which is for the use as, or for the 
development of, a weapon, a weapon prototype, or a weapon test device. 
(Section 2014(d)) 

(2) "By-product Material" - (1) any radioactive material 
(except special nuclear material) yielded in or made radioactive by 
exposure to the radiation incident to the process of producing or 
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utilizing special nuclear material, and (2) the tailings or wastes 
produced by the extraction or concentration of uranium or thorium from 
any ore processed primarily for its source. (Section 2014(e)) 

(3) "Production Facility" - any equipment or device 
determined by rule of the Department of Energy (DOE) or Nuclear 
Regulatory Commission (NRC) to be capable of the production of special 
nuclear material in such quantity as to be of significance to the 
common defense and security, or in such manner as to affect the health 
and safety of the public, or any important component part especially 
designed for such equipment or device as determined by the DOE or 
NRC_. ._(Sei:_ti_on_201A(y).) 



(4) "Restricted Data" - all data concerning the design, 
manufacture, or utilization of atomic weapons; the production of 
special nuclear material; or the use of special nuclear material in 
production of energy, but does not include data declassified or 
removed from the Restricted Data category pursuant to Section 2162 of 
the Act. (Section 2014 (y)) 

(5) "Source Material" - uranium, thorium, or any other 
material which is determined by the DOE or NRC pursuant to the 
provisions of the Act to be source material; or ores containing one or 
more, of the foregoing materials, in such concentration as 

the DOE or NRC may by regulation determine. (Section 2014 (z)) 

(6) "Special Nuclear Material" - plutonium, uranium 
enriched in isotope 233 or in isotope 235, and any other material 
which the DOE or NRC, pursuant to the provisions of the Act, 
determines to be special nuclear material; or any material 
artificially enriched by any of the foregoing, but does not include 
source material. (Section 2014(aa)) 

(7) "Utilization Facility" - any equipment or device, 
except an atomic weapon, determined by rule of the DOE or NRC to be 
capable of making use of special nuclear material in such quantity as 
to be of significance to the common defense and security, or in such 
manner as to affect public health and safety, or peculiarly adapted 
for making use of atomic energy in such quantity as to be of 
significance to the common defense and security, or in such manner as 
to affect the health and safety of the public; or any important 
component part especially designed for such equipment or device as 
determined by the DOE or NRC. (Section 2014(cc)) 
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EFFECTIVE: 05/25/93 








:f 



117-4 I VIOLATIONS - Title 42, USC, Sections 2011-2284 
(Atomic Energy Act of 1954, As Amended) 

(1) Section 2077 (Unauthorized Dealings in Special 
Nuclear Materials): 

It shall be unlawful for ainy person to possess or transfer 
any spec i¥i nuclear material; transfer or receive any special nuclear 
material in interstate commerce; export from or import into the United 
States any special nuclear material; or directly or indirectly engage 
in the production of any special nuclear material outside of the 
United States except as authorized by DOE or NRC. (See entire text 
for exceptions.) 

(2) Section 2092 (Unauthorized Dealings in Source 
Material) : 

Unless authorized by a general or specific license issued 
by DOE or NRC, no persons may transfer or receive in 
interstate commerce, transfer, deliver, receive possession of or 
title to, or import into or export from the United States any 
source material, except that licenses shall not be required for 
quantities of source material which, in the opinion of DOE or NRC, are 
unimportant. 

(3) Section 2111 . (Unauthorized Dealings in By-Product 
Material): , 

No person may transfer or receive in interstate commerce, 
manufacture, produce, transfer, acquire, own, possess, import, or 
export any by-product material, except to the extent authorized by 
specific or general licenses issued by DOE or NRC. (See entire text 
for exceptions.) 

(4) Section 2098 (Public Lands - Conflict of Interest): 

No individual, corporation, partnership, or association 
which had any part, directly or indirectly, in the development of the 
atomic energy program may benefit by any location, entry, or 
settlement upon the public domain made after such individual, 
corporation, partnership, or association took part in such project, if 
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0^ 



such individual, corporation, partnership, or association, by reason 
of having had such part in the development of the atomic energy 
program, acquired confidential official information as to the 
existence of deposits of such uranium, thorium, or other materials in 
the specific lands upon which such location, entry, or settlement is 
made and subsequent to the date of the enactment of this act made such 
location, entry, or settlement or caused the same to be made for his, 
or its, or their benefit. 

(5) Section 2122 (Prohibitions Governing Atomic Weapons): 

JLt__shal J^_be_.un.l_awf ulf pr_any_ p_e r o __t r ans f e r _o r„ r e c e i ve 



in interstate or foreign commerce, manufacture, produce, transfer, 
acquire, possess, import, or export any atomic weapon, except as may 
be authorized by DOE or NRC pursuant to the provisions of the act. 

(6) Section 2131 (Equipment Prohibitions): 

It shall be unlawful for any person within the United 
States to transfer or receive in interstate commerce, manufacture, 
produce, transfer, acquire, possess, use, import, or export any 
utilization or production facility except under and in accordance with 
a license issued by the DOE or NRC. 

(7) Section 227A (Communication of Restricted Data): 
Whoever, lawfully or unlawfully, having possession of, 

access to, control over, or being entrusted with any document, 
writing, sketch, photograph, plan, model, instrument, appliance, note, 
or information involving or incorporating Restricted Data, 
communicates, transmits, or discloses the same to any individual or 
persons, or attempts or conspires to do any of the foregoing, with 
intent to injure the United States or with intent to secure an 
advantage to any foreign nation, upon conviction thereof, shall be 
punished (by imprisonment for life or by imprisonment for any term of 
years or a fine of not more than $20,000 or both); or communicates, 
transmits, or discloses the same to any individual or person, or 
attempts or conspires to do any of the foregoing, with reason to 
believe such data will be utilized to injure the United States or to 
secure an advantage to any foreign nation, shall, upon conviction, be 
punished by a fine of not more than $10,000 or imprisonment for not 
more than ten years, or both. 

(8) Section 2275 (Receipt of Restricted Data): 

Whoever, with intent to injure the United States or with 
intent to secure an advantage to any foreign nation, acquires or 
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attempts or conspires to acquire any document, writing, sketch, 
photograph, plan, model, instrument, appliance, note, or information 
involving or incorporating restricted data shall, upon conviction 
thereof, be punished by imprisonment for life or any term of years or 
a fine of not more, than $20,000 or both. 

(9) Section 2276 (Tampering With Restricted Data): 

Whoever, with intent to injure the United States or with 
intent to secure an advantage to any foreign nation, removes, 
conceals, tampers with, alters, mutilates, or destroys any document, 

j<TjJ^ij\g,jsk^ch,_ phonograph, 1 p.l_a.n,_m.odel,__instrument,„appliance,„or^ 

note involving or incorporating restricted data and used by any 
individual or person in connection with the production of special 
nuclear material, or research or development relating to atomic 
energy, conducted by the United States, or financed in whole or in 
part by Federal funds, or conducted with the aid of special nuclear 
material, shall be punished by imprisonment for life, or by 
imprisonment for any terms of years or a fine of not more than $20,000 
or both. 

(lO)Section 2277 (Disclosure of Restricted Data): 

Whoever, being or having been an employee of the DOE, NRC, 
a member of the armed forces, an employee of any agency of the United 
States, or being or having been an employee of a contractor of DOE, 
NRC, or of an agency of the United States, or being or having been a 
licensee of DOE or NRC, knowingly communicates, or whoever conspires 
to communicate or to receive, any restricted data, knowing or having 
reason to believe that such data is restricted data pursuant to the 
provisions of the act or under rule or. regulation of DOE or NRC issued 
pursuant thereto, knowing or having reason to believe such person is 
not so authorized to receive restricted data shall, upon conviction 
thereof, be punishable by a fine of not more than $2,500. 

(11) Section 2278a (Trespass Upon DOE or NRC 
Installations) : 

Whoever willfully violates DOE or NRC regulations relating 
to the entry upon or carrying, transporting, or otherwise introducing 
or causing to be introduced any dangerous weapon, explosive, or other 
dangerous instrument or material likely to produce substantial injury 
or damage to persons or property, into or upon any facility, 
installation, or real property subject to the jurisdiction, 
administration or in the custody of DOE or NRC shall be punished by a 
fine of not more than $1,000. 
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Whoever willfully violates DOE or NRC regulations relating 
to the above subsection with respect to any installation or other 
property which is enclosed by fence, wall, floor, roof, or other 
structural barrier shall be guilty of a misdemeanor and upon 
conviction thereof shall be punished by a fine of not to exceed $5,000 
or to imprisonment for not more than one year, or both. 



(12) Section 2i278b (Photographing, etc, 
Installations): 



of DOE or NRC 



Whoever shall: 



Q 



(a) make any photograph, sketch, picture, drawing, 
map, or graphical representation, while present on property subject to 
the jurisdiction, administration, or in the custody of the DOE or NRC, 
of any installation or equipment designated by the President as 
requiring protection against the general dissemination of information 
relative thereto, in the interest of the common defense and security, 
without first obtaining the permission of the DOE or NRC, and promptly 
submitting the product obtained to the DOE or NRC for inspection or 
such other action as may be deemed necessary; or 

(b) uses or permits the use of an aircraft or any 
contrivance used, or designed for navigation or flight in air, for the 
purpose of making a photograph, sketch, picture, drawing, map, or 
graphical representation of any installation or equipment designated 
by the President as provided in paragraph (1) above (not in this 
manual), unless authorized by the DOE or NRC, is punishable by a fine 
of not more than $1,000 or imprisonment for not more than one year, or 
both. 

(13) Section 2283 (Protection of Nuclear Inspectors): 

(a) Whoever kills any person who performs any 
inspections which: 

1. are related to the activity or facility 
licensed by the DOE or NRC and 

2. are carried<out to satisfy requirements 
under this chapter or under any other Federal law governing the safety 
of utilization facilities required to be licensed under Section 2133 
or 2134(b) of this title, or the safety of radioactive materials, 
shall be punished as provided under Sections 1111 and 1112 of Title 
18. The preceding sentence shall be applicable only if such person is 
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killed while engaged in the performance of such inspection duties or 
on account of the performance of such duties. 

(b) Whoever forcibly assaults, resists, opposes, 
impedes, intimidates, or interferes with any person who performs 
inspections as described under subsection (a) of this .section, while 
such person is engaged in such inspection duties, or on account of the 
performance of such duties, shall be punished as provided under 
Section 111 of Title 18. (See MIOG, Part I, 89-2.18.) 

(14) Section 2284 (Sabotage or Interruption of Nuclear 
Facilities or Fuel): \ - — 



(a) Any person who intentionally and willfully 
destroys or causes physical damage to, or who intentionally and 
willfully attempts to destroy or cause physical damage to: 

1. any production facility or utilization 
facility licensed under this chapter. 



2. any nuclear waste storage facility licensed 



under this chapter, 



3. any nuclear fuel for such a utilization 
facility, or any spent nuclear fuel from such a facility, shall be 
fined not more than $10,000 or imprisoned for not more than ten years, 
or both. 



4. any uranium enrichment facility licensed by 



the NEC. 



(b) Any person who intentionally and willfully 
causes or attempts to cause an interruption of normal operation of any 
such facility through the unauthorized use of or tampering with the 
machinery, components, or controls of any such facility, shall be 
fined not more than $10,000 or imprisoned not more than ten years, or 
both. 




EFFECTIVE: 05/25/93 \ 
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117-4.1 Additional AEA Penalties 

(1) Section 2272 (Violation of Specific Sections): 

Whoever willfully violates, attempts to violate, or 
conspires to violate, any provision of Sections 2077, 2122, or 2131 of 
this Title, or whoever unlawfully interferes, attempts to interfere, 
or conspires to interfere with any recapture or entry under Section 
2138 of this Title shall upon conviction thereof, be punished by a 
fine of not more than $10,000 or by imprisonment for not more than ten 

years, oi^ both, except that whoever commits such an offense with the 

intent to^ injure the United States or with intent to secure an 
advantage to any foreign nation shall, upon conviction thereof, be 
punished by imprisonment for life, or by imprisonment for any term of 
years or a fine of not more than $20,000, or both. 

(2) Section 2273 (Conspiracy): 

Whoever willfully violates, attempts to violate, or 
conspires to violate, any provision of this chapter for which no 
criminal penalty is specifically provided or of any regulation or 
order prescribed or issued under Section 2095 or 2201 (b) , (i) , or (o) 
of this Title shall, upon conviction thereof, be punished by a fine of 
not more than $5,000 or by imprisonment for not more than two years, 
or both, except that whoever commits such an offense with intent to 
injure the United States or with intent to secure an advantage to any 
foreign nation, shall upon conviction thereof, be punished by a fine 
of not more than $20,000 or by imprisonment for not more than 20 
years, or both. 

(3) Section 2278 (Statute of Limitations): 

Except for a capital offense, no individual or person 
shall be prosecuted, tried, or punished for any offense prescribed or 
defined in Section 2274 to 2276 of this Title unless the indictment is 
found or the information is instituted within ten years next after 
such offense shall have been committed. 




EFFECTIVE: 05/25/93 
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117-4.2 Violations - Title 18, USC, Section 831 (Prohibited 
Transactions Involving Nuclear Materials) 

(I) Whoever, if one of the circumstances described in 
paragraph (3) of this section occurs - 

(a) without lawful authority, intentionally 
receives, possesses, uses, transfers, alters, disposes of, or 
disperses any nuclear material and 

1. thereby knowingly causes the death of or 
serious bodily injury to any person or substantial damage jtoproperty;^_ 
or 

2. knows that circumstances exist which are 
likely to cause the death of or serious bodily injury to any person or 
substantial damage to property; 

(b) with intent to deprive another of nuclear 
material, knowingly, 

1. takes and carries away nuclear material of 
another without authority; 

2. makes an unauthorized use, disposition, or 
transfer of nuclear material belonging to another; 

3. uses fraud and thereby obtains nuclear 
material belonging to another; 

(c) knowingly - 

1. uses force; or 

2. threatens or places another in fear that any 
person other than the actor will imminently be subject to bodily 
injury; and thereby takes nuclear material belonging to another from 
the person or presence of any other'; 

(d) intentionally intimidates any person and thereby 
obtains nuclear material belonging to another; 

(e) with intent to compel any person, international 
organization, or governmental entity to do or refrain from doing any 
act, knowingly threatens to engage in conduct described in paragraph 
(b)l. or (c) of this section; 
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(f) knowingly threatens to use nuclear material to 
cause death or serious bodily injury to any person or substantial 
damage to property under circumstances in which the threat may 
reasonably be understood as an expression o£ serious purposes; 

(g) attempts to commit an offense under paragraph 
(a), (b) , (c) , or (d) of this section; or 

(h) is a party to a conspiracy of two or more 
persons to commit an offense under paragraph (a), (b) , (c) , or (d) of 
Jt h i^_s_ej; t i on ,_JJ_any_jo f__t he._ pa r t i e s „in t en t i ^ 



conduct in furtherance of such offense; shall be punished as provided 
in paragraph (2) of this section. 

(2) The punishment for offense under - 

(a) paragraphs (a) through (g) of paragraph (1) of 
this section is - 

1. a fine of not more than $250,000; and, 

2. imprisonment ~ 

a. for any term of years or for life; (I) 
if, while committing the offense, the offender knowingly causes the 
death of any person; or (II) if, while committing the offense under 
paragraph (a) or (c) of paragraph (1) of this section, the offender, 
under circumstances manifesting extreme indifference to the life of an 
individual, knowingly engages in any conduct and thereby recklessly 
causes the death of or serious bodily injury to any person; and 



case; and 



IS 



b. for not more than 20 years in any other 
(b) paragraph (h) of paragraph (1) of this section 

1. a fine of not more than $250,000; and 

2. imprisonment - 



a. for not more than 20 years if the 
offense which is the object of the conspiracy is punishable under 
paragraph (a) 2. a. of this section; and 



Sensitive 
PRINTED: 02/18/98 




Sensitive 




Manual of Investigative Operations and Guidelines 
Part I 



PAGE 117 - 11 



b. for not more than 10 years in any other 



case. 



(3) The circumstances referred to in paragraph (1) of 
this section are that - 

(a) the offense is committed in the United States or 
the special maritime and territorial jurisdiction of the United 
States, or the special aircraft jurisdiction of the United States, as 
defined in|section 46501 of title 49; | 

(b) the defendant is a national of t he United ^ 



M 



states, as defined in Section 101 of the Immigration and Nationality 
Act (Title 8, USC, Section 1101); 

(c) at the time of the offense the nuclear material 
is in use, storage, or transport, for peaceful purposes, and after the 
conduct required for the offense occurs, the defendant is found in the 
United States, even if the conduct required for the offense occurs 
outside the United States; or 

(d) the conduct required for the offense occurs with 
respect to the carriage of a consignment of nuclear material for 
peaceful purposes by any means of transportation intended to go beyond 
the territory of the state where the shipment originates beginning 
with the departure from a facility of the shipper in that state and 
ending with the arrival at a facility of the receiver within the state 
of ultimate destination and either of such states is in the United 
States. 

(4) The Attorney General may request assistance from the 
Secretary of Defense under Chapter 18 of Title 10 in the enforcement 
of this, section and the Secretary of Defense may provide such 
assistance in accordance with Chapter 18 of Title 10, except that the 
Secretary of Defense may provide such assistance through any 
Department of Defense (DOD) personnel. 

(5) The Attorney General may also request assistance from 
the Secretary of Defense under this subsection in the enforcement of 
this section. Notwithstanding Section 1385 of this Title, the 
Secretary of Defense may, in accordance with other applicable law, 
provide such assistance to the Attorney General if - 

(a) an emergency situation exists (as jointly 
determined by the Attorney General and the Secretary of Defense in 
their discretion) and 
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(b) the provisions of such assistance will not 
adversely affect the military preparedness of the United States (as 
determined. by the Secretary of Defense in such Secretary's 
discretion) . 

(6) As used in this section, the term "emergency 
situation" means a circumstance - 

(a) that poses a serious threat to the interests of 
the United States; and in which - 




1. enforcement of the law would be seriously 
impaired if the assistance were not provided and 

2. civilian law enforcement personnel are not 
capable of enforcing the law. 

(7) Assistance under this section may include - 

(a) use of personnel of the DOD to arrest persons 
and conduct searches and seizures with respect to violations of this 
section and 

(b) such other activity as is incidental to the 
enforcement of this section or to the protection of persons or 
property from conduct that violates this section. 

(8) The Secretary of Defense may require reimbursement as 
a condition of assistance under this section. 

(9) The Attorney General may delegate the Attorney 
General's function under this subsection only to a Deputy, Associate, 
or Assistant Attorney General. 

(10) As used in this section - 

(a) the term "nuclear material" means material 
containing any - 

t. plutonium with an isotopic concentration not 
in excess of 80-percent plutonium 238; 

2. uranium not in the form of ore or ore 
residue that contains the mixture of isotopes as occurring in nature; 
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3. uranium that contains the isotope 233 or 235 
or both in such amount that the abundance ratio of the sum of those 
isotopes to the isotope 238 is greater than. the ratio of the isotope 
235 to the isotope 238 occurring in nature; or 

4. uranium '233; 

(b) the term "international organization" means a 
public international organization designated as such pursuant to 
Section 1 of the International Organizations Immunities Act (Title 22, 
use, Section 288) or a public organization created pursuant to treaty • 
or other agr eement un der intejjiatj,onal_law^ as an instrume nt thr ough or 



by which two or more foreign governments engage in some aspect of 
their conduct of international affairs; 

(c) the term "serious bodily injury" means bodily 
injury which involves - 

1. a substantial risk of death; 

2. extreme physical pain; 

3. pratracted and obvious disfigurement; or 

• 4. protracted loss or impairment of the 

function of a bodily member, organ, or mental faculty; and 

(d) the term "bodily injury" means - 

1. a cut, abrasion, bruise, burn, or 
disfigurement; 

2. physical pain; 

3. illness; 

4. impairment of a function of a bodily member, 
orgaui, or mental faculty; or 



5. any other injury to the body, no matter how 



temporary. 
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EFFECTIVE: 12/23/96 



117-5 



PROSECUTIVE POLICY 



(1) No action shall be brought against any individual or 
person for any violation under the AEA unless and until the Attorney 
General of the United States has advised the DOE or the NRC with 
respect to such action and no such action shall be commenced except by 
the Attoniey_Gjmeral^qf theUnit Prpyided,_hpwever, _that.„no_ 

"action shall be brought under Section 2272, 2273, i2274, 2275, or 2276 
of this Title except by the express direction of the Attorney General: 
and provided further, that nothing in this section shall be 
construed as applying to administrative action taken by the DOE or 
NRC. (Section 2271c) 

(2) Do not discuss AEA cases with the United States 
Attorney (USA) until advised to so by FBIHQ. When investigation 
reaches a point where prosecutive opinion is desirable, FBIHQ will 
present the case directly to the DOJ. When a case arises in which 
facts indicate possible violation of the AEA, as well as violations of 
other criminal statutes (e.g.. Fraud Against the Government or Theft 
of Government Property) , refer case to FBIHQ indicating you wish to 
present facts to the USA. The Department has no objection to a field 
division working an investigative matter which also involves other 
Federal violations in conjunction with the AEA allegations as long as 
the case is coordinated with FBIHQ and DOJ as required by the AEA of 
1954.1 



EFFECTIVE: 05/25/93 




1 117-6 I INVESTIGATIVE PROCEDURES 

I (1) General Procedures 

(a) Conduct preliminary investigation to determine 
what, if any, violation of the AEA of 1954, or Title 18, Section 831, 
has occurred.. This includes conducting appropriate interviews, as 
necessary. 
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(b) Telephonically contact the Doneitic Terrorism 
Unit (DTU), Violent Crime and Major Offenders Section (VCMOS) , 
Criminal Investigative Division (CID) , FBIHQ. to resolve any 
investigative, legal, or operational questions pertaining to this 
section. 

(c) All requests Cor technical assistance, either 
from the DOE, NRC, or internal FBI components, should be coordinated 
directly with the DTU, VCMOS. CID. 



(d) Do not contact DOE or NRC Headquarters 
components directly without the express authorization of FBIHQ. 
VCMOS has established effective procedures to facilitate all re 



VCMOS has e 

for such assistance. 



The 
equests 



(e) The requisite intent necessary to prove 
violations for sections other than Section 2277 (Disclosure of 
Restricted Data) is a matter to be evaluated by the jury, but evidence 
of subject's affiliation with subversive groups, association with 
officials of foreign nations, or evidence of clandestine 
conspiratorial incidents should be fully developed as indicative of 
such intent. | 



EFFECTIVE: 05/25/93 



117-6.1 [violation of Section 2077 (Unauthorized Dealings in 
Special Nuclear Material) (See 117-6.2(4).) 

(1) Initiate preliminary investigation to determine if 
material in question is special nuclear material, or some other type 
of controlled nuclear material; 
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■^ (2) Provide the above information by teletype, or in:;;^,; 
emergency, by telephone, to the DTU, VCMOS. CID, FBIHQ for an 
assessment of the credibility of the case. 
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(3) Should the subject (s) offer to provide a sample of 
the material for testing or if material is recovered as evidence, 
immediately notify FBIHQ, The DTU, VCMOS, CID, will contact the 
appropriate agency and arrange for experienced and qualified 
individuals to take custody of the material. 

(4) FBIHQ will disseminate information regarding foreign 
transactions to the appropriate agencies. j 



EFFECTIVE: 05/25/93 



V, 



117-6.2 jViolations of Section 2092 (License Requirements for 
Transfers), Section 2111 (Domestic Distribution, 
License), and Section 2131 (License Required) 

(1) Ascertain whether a license is required and, if so, 
determine if subject has been issued such. If information is not 
available locally, request assistance from FBIHQ to obtain license 
information. 

(2) Initiate-'appropriate interview(s) to determine if 
amount of. source'^'by-product,' or Special Nuclear Material in , 
possession or subject (s)ns within the quantitative or qualitative 

'limilis requiring a license. 

.,>•■ ■ 

(3) Obtain cooperation of local DOE or NRC office to 
obtain analysis of uranium, thorium, plutonium, or other material, as 
required. 

(A) Consider use of investigative questions outlined in 
Section 117-6.1(1) (a), to assist DOE in assessing the credibility of. 
the case. I 



EFFECTIVE: 05/25/93 
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117-6.3 



I Violation of Section 2098 (Public Land - Conflict of 
Interest) 



(i) Determine if individual, corporation, partnership, or 
association is involved directly or indirectly, in the atomic energy 
program. If so, ascertain nature and scope of involvement. 

(2) Ascertain if confidential official information was 
acquired as to the existence of deposits of uranium, thorium, or other 
materials on public domain, pursuant to involvement in the atomic 
energy program. . — _ 

(3) Determine if the deposits were located for the 
benefit of the individual, corporation, partnership, or association, 
and the extent of benefit. 

(4) Signed statements should be obtained from all 
subjects and potential witnesses. If subject is an employee or agent 
of the United States, signed statements under oath should be obtained 
from the subject and potential witnesses, as provided in Title i, Ubt, 
Section 303. If subject declines to furnish a signed statement or 
refuses to be placed under oath, an unsigned statement should be taken 
in accordance with existing instructions and such facts should be 
recorded in your report.] 



EFFECTIVE: 05/25/93 




■ W 



117-6.4 [violation of Section 2122 (Prohibitions Governing 
Atomic Weapons) 

(1) Initiate preliminary investigation to determine if 
the principal purpose of the device is for the use as, or for the 
development of, a weapon, a weapon prototype, or a weapon test device. 

(2) Determine if the device or any part of the device is 
classified as restricted data. 

(3) Immediately provide the results of the preliminary 
investigation to the DTU, VCMOS, CID, for coordination with the DOE, 
DOJ, and other appropriate agencies.] 
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117-6.5 Iviolations of Section 2274 (Communication of 
Restricted Data). Section 2275 (Receipt of 
Restricted Data).- and Section 2276 (Tampering with 
Restricted Data) 

(1) Initiate prelimina_ry_lnj^UgaU.on t9..^«t_e^^^^^ 

U:rerd"wUhr;L ria:"if!ratLn Of the in--f/-; -d 'Whether It 
Lybe declassified for prosecutive purposes. ^^ "!"""y;i^n;tion 
the DTU, VCMOS. CID, for assistance in determining the classification 

of the information. 

(2) Initiate investigation immediately where there is an 
.negation^Lt documents were -1 en concealed, or^^.sappropriated^^ 

iS'r ^^oXer ; u e^:!uin FBI jurisdiction. Where there is an 
i!ii;a?Ion of loss through gross negligence, consideration should be 
;iven to investigation under provisions of the espionage statutes. 

(3) Promptly notify FBIHQ of any investigations involving 
employees of the DOE or NRC. FBIHQ will coordinate investigative 
results with the DOJ. 

(A) Where classified documents are reported "i^i^S. a 

:: rring ag ncy"he r^eipt of the complaint, include a statement as 
to whe her or not an investigation is be ng -"^-ted^nd, ^f not 
under what conditions an investigation wi 1 be conducted. Advise 
FBIHQ promptly of facts and action being taken.] 



EFFECTIVE: 05/25/93 
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11117-6.5.11 Administrative Misfiling 1 (See FCI Manual, Part I. 
I 65-8 through 65-8.3.) | 

iThe DOE and the NRC have the primary responsibility for 
I ine uuc *»u irfffli'nistrative misplacement or 

the security of their documents.] Administrative p .^„^ 

.isfiling of documents. - "-P^^"'-^ "'/^t her Government agency 
"^ r'^r^anrnolinres !ga L^ hhouli be conducted. If missing 
ZliZtsTr" rf'^i^iflfant importance, maintain close Uai son with 



EFFECTIVE: 05/25/93 



^.. 11117-6.5.21 Lax Security 1 (See MAOP. Part II. Section 9-3.3.3.) 1 

(j AH facts regarding lax security and -f if-^^/*^^'^^^ '^ 

referred to FBIHQ in letterhead memorandum form suitable for 
dissemination to the interested agency. 



EFFECTIVE: 05/25/93 




I . , ... ^f <!^<.t-ion 2277 (Disclosure of Restricted 
117-6.6 (violation of Section ^^/' \ui.a^ 

Data) 

(1) Obtain a signed statement regarding the exact 
disclosures made, if possible. 

(2) Obtain the classification and security =^8"^^^"'?" 

disclosure. 

(3^ Obtain background data concerning persons involved. 
. 1 H- . Evidence that individuals making disclosures were aware of 
;rci;it;'regi?:tions Concerning the information disclosed. 
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(4) An early interview of the subject is generally 
advisable. If admissions are obtained, corroborate through 
investigation. . 

(5) Proof of intent is not necessary under this s«tj°"' 
provided it can be shown the person has knowledge restricted data has 
Te n^dlsclosed to a person not authorized ^o "ce.ve . . and the 
person disclosing satne meets the requisites of the statute. 



EFFECTIVE: 05/25/93 



117-6.6.1 Information Required In Communications 

T«^i„H» in final communication a statement regarding 
administra"e"a:ti;n""aKen by DOE or NKC or if military personnel 
are involved, action to be taken by armed forces. 



EFFECTIVE: 05/25/93 




117-6.6.2 Leaks of Classified Data to the Press 

(1) If requests for investigations of cases ?« t^^* ^^P^. 

decision as toj^^^tigation wiii pending FBIHQ authority. 

to FBIHQ promptly and take no Eurtner acLiu f 

(2) If investigation is authorized, the following 
information must be obtained: 

(a) Date and identity of the article; exact 

ll%"l.\Tlrls,cuti.r., and. if -o. nam. .£ the p.r.on cmpet.nt to 
testify concerning classification. 

(b) Extent of official dissemination of classified 
..ta; -h.th.r dit'a hL b.o .u.i=ct to prior o«ioi.l r.Ua.e.; or .£ 
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1 declassification had been decided upon prior to publication. 
, (c) Whether the classified information came from a 

I specific document; if so. origin of the document. 

(A) Name of the individual in DOE, NRC. DOD, or 
(.d; Name or Lnx, eecuritv of the classified 

other Government agency responsible for security 

information published, 

(e) Whether the material, background data, or 

possible. 

(f) Whether clearance for publication was sought 
from proper authorities prior to publication. I 
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117-6.7 IViolations of Section 228^ (Sabotage of Nuclear 
Facilities or Fuel) 
(1) Allegations indicating possible «^^°t age directed at 

Sabotage." 

^o^ T„ th^ case of a possible violation of Section 2284, 
the field ^fvisUn^m^sfirediat^ly notify FBIHQ by telephone. 



I 



(3) 



Prosecution must be authorized by DOJ, 




ii:'T."r:.iiTiv:xiiiTy"ir.i..j^. »^ tui. «. use. s,ct..„ 

2284. 

a^ other possible violations of Federal law may also be 
(5) Other possioic .^u^fraon incident at a nuclear 
applicable during investigation of ^ «^Jf^*«^;;^,^^^ ,,d destruction 

facility, such as ^°"^8":;;^P;,"\^'e m is not interested in 
cf Government property. ^1 though the FBI is ^ ^^^^^^^ 

legitimate labor-management disputes, it mu 
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adequate informant coverage, for the possibility of planned incidents 
affecting national security. 

(6) In the case of a labor dispute, include full "J«« °^ 
international or local union involved; summary of the ^"^^Jj"^ effect 
on security of the facility; facts -indicating violation w.thxn the 
Bureau's jurisdiction; and other information of value. 

(7) The legislative history states that this section is 
intended to cover a situation when a person willfully and 
intenJonaUy interrupts, or attempts to interrupt a P^-^ plant s 

Jpej^n.byXamerin8-0^i5P-'^-?P-«^y-^^^^ 
or controls of any nuclear facility. 

(8) The phrase "unauthorized use" is ^escribed as use 
without the permission of the licensee. The word "tampering is 
Scribed Loitering for improper purposes -. " -^^P^J" l^^'^' 
Tt,« nhrase "interruption of normal operation' is described as a 

le satlon of ac ual'production, utilization, or storage operations 
which. 1f accomplished, would result in substantial economic harm or 
cost to the licensee. 

(9) This section applies only to specified actions which 
could cause substantial damage, economic harm, or costs to the 
Hcensee. and to willful acts performed with a criminal intent. 

(lO)This section applies to nuclear power fj^iljties and 
nuclear waste storage facilities, licensed under the AEA of 1954 as 
Zlnlll and any nuclear fuel for ^"tjH--tlon facility or pent 
«.,^i«ar fuel from a utilization facility. It is the policy or tne 
Jedtrallovtrnment to include Federal buildings, not 1 censed under 
thtUl ?hat contain Special Nuclear Material, in that damage to 

eLfat'buitdin^s. and/or theft of special -clear materials still 
fall within the provisions of the U.S. criminal code. | 




EFFECTIVE: 05/25/93 
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117-7 




I INVESTIGATIVE PROCEDURES FOR OTHER RELATED 
VIOLATIONS 



(1) 



Threat/Extortion under the AEA: (See MIOG, Part I, 



9-9(1).) 

(a) All threats and extortions which are 
investigated as a result of a possible violation of the AEA, or Title 
18, use. Section 831. should be handled in the same manner as 
prescribed under Part I. Section 9, of this manual. Ho^^^^'^' ?^J 
prosecutive^, opimojis^ will stUJ„be_ne_cess.ary, prior to, discuss ion _with 

"the USA.' 

(b) Immediately contact the DTU. VCMOS, CID, as soon 
as possible and provide an exact copy of the wording of the threat for 
dissemination to the DOE for a threat assessment. 

(c) Upon receipt of the results of the assessment, 
FBIHQ will notify the appropriate field divisions as to the 
credibility of the threat. 

(d) In the event the extortion or threat is 
determined to be a hoax, or is not a violation under the AEA of 195A. 
the field divisions may proceed to investigate this matter as a 
conventional extortion or threat utilizing guidelines ""Jj^ ^^f ^; 
Section 9, of this manual, without the requirement of obtaining DOJ 
opinions. 

(e) After coordinating with FBIHQ, the appropriate 
United States Attorney (USA) may be contacted to proceed with the 
conventional threat or extortion investigation which is not a 
violation of the AEA. 

(2) Missing Source Material. Special Nuclear Material, or 
By-Product Material: 

(a) Notify FBIHQ and initiate preliminary 
investieation to determine if materials have been stolen, 

i?Iapp opriated, or diverted. If so. conduct investigation promptly. 
In cases of uncertainty, submit facts to FBIHQ for evaluation. 

(b) Where preliminary investigation indicates loss 
involving items of little security significance; is the result of 
inadequate accountability records; or is process loss, submit closing 
communi cat i on . 
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(c) Where complicated accountability records are 
involved. Special Agents with specific training in the accountability 
of radioactive materials should be utilized wherever possible, 
warranted, a request should be made of FBIHQ for a laboratory 
technician familiar with this type of investigation.) 



If 



EFFECTIVE: 05/25/93 . 



117-8 




I REPORTING PROCEDURES 



(1) Immediately advise the DTU, VCMOS, CID, in the 
following instances of major violations by teletype, or telephone, as 
facts warrant: 



or sabotage. 



(a) Violations involving foreign-directed espionage 

(b) Serious damage to plants or facilities. 



(c) Loss of critical Restricted Data or Special 
Nuclear Material under circumstances indicating a violation of the 
AEA. 

(d) Cases which may receive wide publicity. 

(e) Other major and important violations - 

(2) Submit a summary communication within two weeks of 
initiating a preliminary investigation under the AEA. or Title 18, 
use, Section 831, to FBIHQ, Attention: DTU, VCMOS, CID. 

(3) Submit a Letterhead Memorandum (LHM) (original and 
four copies) to the DTU, VCMOS, CID, within 30 days of the initiation 
of an Atomic Energy Act, or Title 18, USC, Section 831 investigation. 
The LHM should be suitable for dissemination to the DOJ, DOE, and the 
NRC. The LHM should, at a minimum, detail the predication for 
initiating the investigation, the names of the other agencies 
notified, a summary of the investigation, and, 'if possible, a 
prosecutive opinion. 

(A) A closing LHM (original and four copies) must be 
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prepared at the conclusion of each investigation and ^"J"'^"*^ ^% 
FBIHQ. Attention: DTU. VCMOS. CID. The closing LHM must restate the 
predication for initiating the investigation, summarize investigation 
findings, and detail the disposition of the investigation, ^ncluding 
prosecutive opinions or administrative action initiated by the DOE or 
NRC. Ensure that a complete description of all significant events are 
dated in the closing LHM. 

(5) Prosecutive reports should be submitted to FBIHQ, 
when applicable. 



EFFECTIVE: 05/25/93 



117-8.1 Dissemination of Reports 

(1) Do not disseminate FBI communications to the USA, 
DOE or NRC locally without FBIHQ approval. Bureau communications 
will be disseminated by FBIHQ, through DOE and NRC Headquar ers when 
possible. In the event of an emergency situation necessitating 
immediate local dissemination, FBIHQ should be advised. 

(2) Close liaison should be maintained regarding 
investigations of individuals of interest to the local DOE and NRC 

offices.! 



EFFECTIVE: 05/25/93 




117-9 



I CONTINGENCY PLANS 



(1) Every field office shall develop and maintain a 
contingency plan for responding to potential nuclear terrorism 
"^Idents ?hat may occur within their division. The plan J^ould 
include a complete security survey of every major DOE and NRC nuclear 
facility located within their territory. The plans must be updated on 
an annual basis and changes submitted to the Counterterrorism Planning 
SninSu). Counterterrorism Section (CIS), Intelligence Division 
(INTD), by June 1st of each year. 
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(2) For the purpose of this section, a major nuclear 
facility is any NRC-licensed nuclear power plant, or nuclear fuel 
facility, or a DOE research and weapons laboratory or production 
facility. 

(3) Each field office with one or more major nuclear 
facilities within its territory shall maintain a list of selected 
Special Agents for use on investigations requiring immediate access to 
highly classified information, material, or exclusion areas. The 
names of these Special Agents must be furnished by each field office 
to the security officer of the atomic energy installation m order 
that h^/she_may_effect arrangements lo_^r_Lhos^eAgent^_to__be.,gr^^ 

"Immediate appropriate access in connection with official 
investigations. Each SAC shall select and designate Special Agents 
for such squads and promptly notify the atomic energy installation 
security officer of any changes made to the squad. 



EFFECTIVE: 05/25/93 



117-10 COORDINATION OF FBI TRAINING EXERCISES CONDUCTED AT 
NRC-LICENSED NUCLEAR POWER PLANTS 

(1) FBI participation in all field training exercises 
conducted at NRC-licensed nuclear power plants must be coordinated 
directly with FBIHQ in advance of the exercise so that the necessary 
coordination between FBIHQ and NRC Headquarters may be accomplished. 

(a) Prior notification must be made to the CPU, CTS, 
INTD by appropriate communication, providing the following essential 
information: 



plant. 




involved. 



1. The name of the NRC-licensed nuclear power 

2. The dates of the planned exercise. 

3. The nature of the training. 

4. The projected number of FBI personnel 

5. A notation of special assets, such as 
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helicopters and technical equipment, which will be used in the 

6. The names of other agencies involved in the 

7. The projected number of other agency 



exercise. 



exercise. 



personnel involved. 



8. The name of the FBI point of contact on 



scene. 



o 



— 9 . The" name of the local utility point of 

contact. 

10. Whether or not regional NRC officials have 
been advised of the planned exercise, and. if so. the names of those 
officials. 

(2) Upon receipt of the information, the CPU. CTS. INTO 
will coordinate directly with NRC Headquarters and will obtain the 
necessary authorization for the exercise from the NRC. 



EFFECTIVE: 05/25/93 



117-11 REWARDS FOR INFORMATION RECEIVED REGARDING ATOMIC 
WEAPONS 

Title 50, use. Section 47a-f, provides; 

(1) Any person who furnishes original information to the 
United States- 




(a) leading to the finding or other acquisition by 
e United States of special nuclear material or an atomic weapon 
!ch ias been introduced into the United States or manufactured or 
quired therein contrary to the laws of the United States, or 

(b) with respect to the introduction or attempted 
introduction into the United States or the manufacture or acquisition 
or attempted manufacture or acquisition of. or a conspiracy to 
Introduce into the United States or to manufacture or acquire, special 



the 

wh 

acqu 
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rlar ..te.i=l or an .to„ic weapon contra,, to the I.-s of the 

United States, or 

(C-) with respect to the export or attempted export. 

^c; witn teoiJ^ov ^,^__ mat-erial or an atomic 
or a conspiracy to.exportspec.a nuclear material ^^ ^^^ ^^.^^^ 
weapon from the U^^^ed States contrary to the ^^^ ^^ ^^^^^^ 
States, shall be rewarded by the payment 
$500,000. 

r^«»ral shall determine whether a person 
(2) The Attorney General shall d ^^^.^^^^ ^^ ^ ^^^^ 

furnishing information the J^nted^Stat^^^^^^^^^^^^^^^ 

J^AJl^_amojint^toJ.^P-a-^--^^^^^^^ Treasury (Chairman) . 

Board, consisting o£ the Secrecary nij-e^tor of Central 
Secretary of Defense, Attorney ^J^f f 'j^^"// "^ nRC Commissioner. A 
intelligence, and the Aj»--^^f,°^etarw thout the approval of the 
reward of $50,000 or more may not oe mao 

President. 

,3) Xf the information -ding ^^an ^^l^^i^ 

47b o£ this Title IS ^^^^^^^f ^^^^^^.^ of Central Intelligence, acting 
the Attorney General, ^"J^he Director o ^^.^^ .^^^ ^^^ ^ 

jointly, may ff^^^^^^tc interest and! in that event, such al en and 
States is in the public interest a . ^^^^.^^ immigrant visas 

Z -TluSi: t^l^utel^at^s /or per.a„ent re.idenoe. 

<«..*:'. i:"t ittfrnVrar^at^ai" rotejLfiur^'provai 
shall be certified by the ""^°" J ^ approval is required, 
of the President in those ""= "^'"/^^^teUisenoe for pay»ent out of 
'frdrtpp'/ris't^irer'ratl^n^arretir'itv .t'of 19.7. .. tended. 

»> -r-hiiu::iiii"nSf::;si'"o? t^rT^ 

their components or the >;|^«8a detail to FBIHQ. 
should be reported promptly and in detail 



EFFECTIVE: 05/25/93 
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117-12 HANDLING OF RADIOACTIVE MATERIALS (See MIOG, Part I, 
2A9-1.) 

(1) Millions of packages of radioactive materials are 
transported in the United States annually. Most shipments consist of 
medical and industrial products. Other shipments include nuclear 
power plant fuel, nuclear weapons and weapons material, and 
radioactive waste generated by hospitals, laboratories, nuclear 
reactors, and military facilities. 

(2) RadiQactive_materials are, packaged, marked,. labeled, ____. 
"and placarded with public safety as the foremost goal. The degree 

of packaging used is commensurate with the hazardousness of the 
contents. Extremely hazardous radioactive materials are shipped m 
packaging which does not break under accident conditions. Low-level 
radioactive materials are shipped in less resistant packages which may 
break, and the radioactive material could be dispersed. However, if 
dispersed, these materials would present only a minimal health risk. 



EFFECTIVE: 05/25/93 
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117-12.1 Radiation Protection 

The following factors should be considered when evaluating 
available protection: 

(1) If all containers of radioactive material are sealed 
or closed and are intact, it is unlikely that radioactive hazards are 
associated with the incident. Efforts should be made to protect the 
integrity of the containers during handling or transportation. 

(2) There are three important factors in protecting 
individuals from radiation: Time, Distance, and Shielding. 

(a) Time. The less time an individual remains in a 
radiation field, the less exposure that individual will receive. 

(b) Distance. The further an individual remains 
from a radiation source, the less exposure that individual will 
receive. The intensity of a radiation field decreases as the distance 
from the source increases. 
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(c) Shielding. The more material pl^"«i^between an 
pt«t". Alpha U shielded by vittuelly any mater.al. 



EFFECTIVE: J5/25/.93.. 



1 117-12.2 Emergency Procedures 



t:it»inItion spread ..uld be of j"!'f " ^^ /Jf: I a concern to 
consequence, any <lat"'f '' J^J^lc^nE'^TERIAL IhOULD BE HANDLED M 

BEEN EXAMINED BY QUALIFIED PERSONNEL. 

(7-) It is important to treat everything that has been 
U; it IS ^""P" radioactive and contaminated until it 
near the incident as J^^ent ^i^^/jf ^^'^^otection personnel to be 
has been verified by ^"f ^^^^^^."'''^individuaU who have contacted 
free of radioactive -^"taminat on I^^J^^;^^^.^ ^„ ^^^^ ^„til they 

r'^^^'^n'Lrcferiy quaUf ed P rson^el Only qualified personnel 
shl^ld^ttempf ^o c^rip a sp!ll of any hazardous materials- 
radioactive or not. 

(3) Emergency advisory support, or other assistance, may 
be obtained from the DOE or NRC via FBIHQ. | 




EFFECTIVE: 05/25/93 
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1 117-131 CHARACTER - ATOMIC ENERGY ACT 



EFFECTIVE: 05/25/93 



J 
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PAGE 119 - 



119-1 



STATUTES 



EFFECTIVE: 01/31/78 

1 19-1 .1 _Ti.tJji._2,_MC v_Sect i gn.J26L-_270^ 

(1) The Act provides for the registration of lobbyists 
active in ^attirs pending'before Congress and the filing by the« of 
quarterly reports of receipts and expenditures. 

(2) Elements 

That the accused: 

(a) Prior to registering with the Secretary of the 
Senate and the Clerk of the House of Representatives for pay or for 
'other consideration attempted to influence P-sage or defeat of any 
legislation pending before the Congress of the U. S.. or 

(b) After registration failed to file under oath 

in carrying on his work; or 

(c) After having been convicted on the above 

before the Congress of the U.S. 



EFFECTIVE: 01/31/78 



^ 
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119-1.2 Section 261 (Definitions) 

(1) The tern "contribution" includes a Ri"' 

enforceable, to make a contribution. 

(2) The term "expenditure" includes a payment, 

legally enforceable, to make an expenditure. 




-(3) fh^term ''person" includes an individual, 

partnership, committee, association, corporation, and any other 
organization or group of persons. 

(A) The term "Clerk" means the Clerk of the House of 
Representatives of the United States. 

(5) The term "legislation" means bills, resolutions, 
amendments, nominations, and other -"ers. pending or proposed xn ^^ 
either House of Congress, and includes any other matter 
the subject of action by either House. 

EFFECTIVE: 01/31/78 

110-1 3 Section 262 (Detailed Accounts of Contributions; Retention 
of Receipted Bills of Expenditures) 

(1) It shall be the duty of every person who shall in any 
,„licit or receive a contribution to any organization or fund 
"rthe ;ir;:serhere!nafter designated to keep a detailed and exact 
account of "" 

(a) All contributions of any amount or of any value 
whatsoever: 

(b) The name and address of every person making any 
such contribution of $500 or more and the date thereof; 

(c) All expenditures made by or on behalf of such 
organization or fund; and 

(d) The name and address of every person to whom any 
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such expenditure is made and the date thereof. 

(2^ It shall be the duty of such person to. obtain and 
Keep a recei Ud MlU%tating the P-ticu^- for every expen^^t^u^^^ 
of such funds exceeding $10 n amount -<^^J / " H, for a period of 
bills and accounts required ^o b«^«Pt J^y this ^^^tement 
at least two years from the date of the tiiing 
containing such items. 







EFFECTIVE: 01/31/78 



Section 263 (Receipts for Contributions) 



119-1. A 

Every individual who receives a ""^J^^^^^i^" ^^^h^n Tive 
..e for any o^^he purposes hereinafter --.nated^shall^w^t-n^f ^ 

days after receipt thereof render to t J account thereof, 

which -<^\""^"^"^^;,°\;rres of Se perl:; :aking such contribution 
including the name and address oi lub y 
and the date on which received. 



EFFECTIVE: 01/31/78 




119-1.5 



Section 26A (Statements of Accounts Filed with Clerk of 
House) 



m Every p.t.on t.ceivins any contribution, or «;P«"^i"8 

--"i.r%'?Mrnr.r.S"i'"tr/;;tK'ra!rrSet^il.n'ta^!Lt 

<^^ The name and address of each person who has made 

(b) The total sum of the contributions made to or 
for such person during the calendar year and not stated under 
paragraph (a) of this subsection; 



(c) 



The total sum of all contributions made to or 
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for such person during the calendar year; 
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(d) The name and address of each person to whom an 
expenditure in one or more items of the aggregate amount of value, 
within the calendar year, of $10 or more has been made by or on behalf 
of such person, and the amount, date, and purpose of such expenditure; 

(e) The total sum of all expenditures made by or on 
behalf of such person during the calendar year and not stated under 
paragraph (d) of this subsection; 



_(f) The-total-sum-of_expenditures-made~by-or.-on 



behalf of such person during the calendar year. 

(2) The statements required to be filed by subsection (1) 
of this section shall be cumulative during the calendar year to which 
they relate, but where there has been no change in an item reported in 
a previous statement only the amount need be carried forward. 



EFFECTIVE: 01/31/78 

119-1.6 Section 265 (Preservation of Statements) 

A statement required by this chapter to be filed with the 
Clerk-- 

(1) Shall be deemed properly filed when deposited in an 
established post office within the prescribed time, duly stamped, 
registered, and directed to the Clerk of the House of Representatives 
of the United States, Washington, District of Columbia, but in the 
event it is not received, a duplicate of such statement shall be 
promptly filed upon notice by the Clerk of its non-receipt; 

(2) Shall be preserved by the Clerk for a period of two 
years from the date of filing, shall constitute part of the public 
records of his office, and shall be open to public inspection. 

EFFECTIVE: 01/31/78 
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119-1.7 Section 266 (Persons to Whom Applicable) 
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The provisions of this statute shall apply to any person 
(except a political committee as defined in chapter 8 of this title, 
and duly organized State or local committees of a political party), 
who by himself, or through any agent or employee or other persons in 
any manner whatsoever, directly or indirectly, solicitsi collects, or 
receives money or any other thing of value to be used principally to 
aid, or the principal purpose of which person is to aid, in the 
accomplishment of any of the following purposes: 

(1) Jhe^pa£sage_o^r_djLCeAt„M_a?>y-Ji?8-islay^«y?^^ 



Congress of the United States. 

(2) To influence, directly or indirectly, the passage or 
defeat of any legislation by the Congress of the United States. 




EFFECTIVE: 01/31/78 



119-1.8 Section 267 (Registration of Lobbyists with Secretary of 

the Senate and Clerk of House; Compilation of Information) 

(1) Any person who shall engage himself for pay or for 
any consideration for the purpose of attempting to influence the 
passage or defeat of any legislation by the Congress of the United 
States shall, before doing anything in furtherance of such object, 
register with the Clerk of the House of Representatives and the 
Secretary of the Senate and shall give to those officers in writing 
and under oath, his name and business address, the name and address of 
the person by whom he is employed, and in whose interest he appears or 
works, the duration of such employment, how much he is paid and is to 
receive, by whom he is paid or is to be paid, how much he is to be 
paid for expenses, and what expenses are to be included. Each such 
person so registering shall between the first and tenth day of each 
calendar quarter, so long as his activity continues, file with the 
Clerk and Secretary a detailed report under oath of all money received 
and expended by him during the preceding calendar quarter in carrying 
on his work; to whom paid; for what purposes; and the names of any 
papers, periodicals, magazines, or other publications in which he has 
caused to be published any articles or editorials; and the proposed 
legislation he is employed to support or oppose. The provisions of 
this section shall not apply to any person who merely appears before a 
committee of the Congress of the United States in support of or 
opposition to legislation; nor to any public official acting in his 
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official capacity; nor in the case of any newspaper or other regularly 
published periodical (including any i^di^^^ual who owns, publishes or 
is employed by any such newspaper or periodical) which xn the ordinary 
course of business publishes news items, editorials, or other 
comments, or paid advertisements, which directly or indirectly urge 
the passage or defeat of legislation, if such newspaper, periodical, 
or iSd!vtdual, engages in no further or other activities - "section 
with the passage or defeat of such legislation, other than to appear 
before a ?om«i?tee of the Congress of the United States m support of 
or in opposition to such legislation. 

(2) All information required to>e filed under, the 

-provisions'of-thirsection with the Clerk of the House of 
Representatives and the Secretary of the Senate shall be "^P^ f J^ 
said Clerk and Secretary, acting jointly, as soon as practicable after 
the close of the calendar quarter with respect to which such 
information is filed and shall be printed in the Congressional Record. 

EFFECTIVE: 01/31/78 

119-1.9 Section 268 (Reports and Statements Under Oath) 

All reports and statements required shall be made under 
oath, before an officer authorized by law to administer oaths. 

EFFECTIVE: 01/31/78 

119-1.10 Section 269 (Penalties and Prohibitions) 

(1) Any person who violates any of these provisions 
shall, upon conviction, be guilty of a misdemeanor, and shall be 
JunisAedV a fine of not more than $5,000 or imprisonment for not 
Lre than twelve months, or by both such fine and imprisonment. 

(2) In addition to the penalties provided for in 
subsection (1) of this section, any person convicted of the 
misdemeanor specified therein is prohibited, for a Pf^^^J °f J^^^^^^ 
vears from the date of such conviction, from attempting to influence, 
directly or indirectly, the passage or defeat of any proposed 
teglslaUon or from appearing before a committee of the Congress in 

., uppor? of or opposition to proposed legislation; and any person who 
-I violates any provision of this subsection shall, upon conviction 
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thereof, be guilty of a felony, and shall be punished by a ^i- of not 
,„ore than $10,000. or imprisonment, for not more than five years, or 
by both such fine and imprisonment. 



EFFECTIVE; 01/31/78 



119-1.11 Section 270 (Exemptions) 

These provisions shall not apply to practices or 
activities regulated_by_chaptei,A^fJl5is^tm.e._no^be^^str^^^ 
Ti^auVg an"y portion of said chapter 8 of thrs title. 



repe 

EFFECTIVE: 01/31/78 

119-2 POLICY 

(1) The Attorney General has advised that copies of 
reports in Federal Regulation of Lobbying Act cases be furnished xn 
all instances only to the Criminal Division. 

(2) Upon receipt of a complaint, full details should be 
obtained from the complainant and incorporated into a closing 
prosecutive report which should be transmitted immediate y to FBIHQ. 
Tf deemed neceLary FBIHQ should be advised of the details of the 
complaint by more expeditious means. 

(3) USA should not be consulted and no i^^^es ligation 
should be initiated pending receipt of instructions from FBIHQ. 

EFFECTIVE: 01/31/78 
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119-3 INVESTIGATIVE PROCEDURES 

Investigative effort should be directed to ascertain: 

(1) Whether or not the "person" involved "li<=ited, 
.collected, or received contributions of money or things of value. 

(2) If so. whether one of the main purposes of the 
..person" so soliciting collecting, or receiving the contribution or 
wheth« one of the main purposes of the contribution itself, was to 
Influence the passage or defeat of legislation by Congress, and 

---(3)--I^"'^e"fTrlt"t;^^c^dUi'o"^'s"T^ whether the 

intended method of accomplishing the P-P°- ^^^^^^."^^rssu es^maj be 

--iu^treit^ir-rth: t^bS;ifr:r-th^:u^h^i":5i^gro.v «eLs 

of an artificially stimulated letter campaign. 



EFFECTIVE: 01/31/78 

119-4 CHARACTER - FEDERAL REGULATION OF LOBBYING ACT 



EFFECTIVE: 01/31/78 



^h 
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SECTION 120. FEDERAL TORT CLAIMS ACT 



PAGE 120 - 1 



120-1 



STATUTE 



Title 28, use. Sections 2671 to 2680. permits the U.S. to be 
sued in tort. 



EFFECTIVE: 01/31/78 



o 



Section 2674, Liability of United States 



120-1.1 

"Th. united Stat., .hall b. liable, respecting th- P^»-'»'^°"' »' 

"•[' i"^:^^ -.i-L:;":::;/ur.%-":.ra"nre.!rt%r,! "ot be 

!um1 "r'inte"=t T^L to Judgment or for punitive da.age.. 

..T. h™.v.r in any case therein death ua. caused, the law of 
the puce „hei^r.:rt';/«is.o»^c™pUi„ede.occu.ed__p.ov^ 

^J^^^Z^'Tl^l^^^ :":orfas%,ousht. in lieu thereof." 



EFFECTIVE: 01/31/78 



120-1.2 Section 2672 

Provides for the administrative adjustment of claims under 
act of ($25.00S) or less by the head of each Federal agency. 



this 



EFFECTIVE: 01/31/78 
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120-1.3 Venue 

(1) Title 28, use, Sections 1346(b) and lA02(b) 

(a) Section 1346(b) provides that the U. S. district 
courts, together with the U.S. District Court for the District of the 
Canal Zone and the District Court of the Virgin Islands, shall have 
exclusive jurisdiction of civil actions on claims arising under this act. 

(b) Section 1402(b) provides any civil action on claims 
under the act may be prosecuted only in the judicial district where the 
plaintiff resi des or wherein the act or omission compjjj^inedofocc^ur^ ; 



EFFECTIVE: 01/31/78 

120-2 INVESTIGATIVE JURISDICTION 

(1) Bureau at specific request of Department or USA accepts for 
investigation cases involving claims or potential claims in excess" of 
$1,000 except: 

(a) Suits brought against Government employees in state 
or local courts unless they arise out of the operation of a motor vehicle and 
the provisions of Title 28, USC, Section 2679(b), et seq., are applicable. 
(Government will assume defense of employee if acting within scope of his 
employment) . 

(b) Special investigations for congressional committees 
which are considering legislation for the relief of the plaintiff. 

(2) Investigations should be instituted upon specific request 
of USA without FBIHQ authorization. 

(3) Bureau also has agreed to conduct investigations for 
agencies and bureaus of Department of Justice in cases of serious personal 
injury or death. These investigations may be instituted without FBIHQ 
authorization at the request of agency or bureau of Department. If they 
desire to conduct their investigations of accidents, Bureau has no 
objection, although Bureau will receive and conduct investigations which 
are referred under FTCA. Promptly advise FBIHQ of institution of such 
investigations. 
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EFFECTIVE: 01/31/78 



120-2.1 Investigative Suggestions 



(1) Examine files of USA and interested governmental agency for 
background material and investigative leads. 

(2) Obtain from USA at the time he specifically requests an 
investigation: 



(a) Facts surrounding accident 

(b) Type of vehicle involved, auto, truck, airplane, etc. 

(c) Name of governmental agency involved 

(d) Amount of civil suit filed by plaintiff 

(e) Name of law firm representing plaintiff 

(f) Specific scope of inquiry desired to enable USA to 
prepare his defense of civil suit against Government. 

(g) Definitely determine if USA desires any contact with 
plaintiff. If so, necessary arrangements should be made by USA with 
plaintiff's attorney. 

(3) When practicable, obtain signed statements from all parties 
involved and from all potential witnesses. During such interviews 
ascertain, in addition to regular address, where or through whom 
individual may be reached on short notice, 

(4) Obtain description of scene with accompanying photographs 
and charts when such material will be of evidentiary or informative value. 

(5) Obtain complete information on property damages or personal 
injuries sustained by all parties, including estimates on amount of 
property damage and medical reports on personal injuries. Where hospital 
records are examined, in addition to results of interviews conducted, 
obtain and report name and address of hospital official who has custody of 
and can introduce records in court. 

(6) Obtain copy of report submitted by local police where they 
conducted investigation. 
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m With respect to automobile accidents, additional 
suggestions aid instructions are set forth in the Manual of Admxn.strat.ve 
Operations and Procedures. 

(8) Be alert for contributory negligence on part of Pla^^tiff 

investigation specifically requested. 

(9) If request for foreign investigation received from USA, 
advise him Bureau has no facilities. with which to conduct ;"jh 

- 'nvestigation7Tn FTCA cases. Suggest he make such request through 
Department. 

EFFECTIVE: 01/31/78 

120-3 STATUTE OF LIMITATIONS 

See Title 28, USC. Section 2401(b). A tort claim is barred 
unless action is begun within two years after such claxm accrues. 

EFFECTIVE: 01/31/78 

120-4 EXCEPTIONS TO FEDERAL TORT CLAIMS ACT 

(1) Title 28, USC. Section 2680, lists a number of exceptions 
Wherein the provisions of FTCA do not apply. Those most directly related 
to Bureau's work are as follows: 

(a) Any claim based upon an action or omission of an 

be abused. 

(b) Any claim arising out of an action or omission of an 
employee of the Government in administering the provisions of the Trading 
with the Enemy Act, as amended. 
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(c) Any claim arising out of libel, slander, 
misrepresentation, deceit or interference with contract rights. 



EFFECTIVE: 01/31/78 



120-5 



POLICY 



o 



(1) open case file on each individual plaintiff or group of 
plaintiffs who file a single civil suit against Government in connection 
with a particular accident. . 



(2) Major disasters 

(a) Conduct immediate preliminary investigation to 
determine if Government has or may have an interest. 

(b) If so, USA should be immediately apprised of 
information developed and advised that, in order to preserve evidence and 
obtain necessary facts, an investigation will be conducted by Bureau in 
event he so desires. 

(c) Advise FBIHQ by telephone or teletype of facts 
ascertained, whether Government is or may be involved, and whether USA 
desires an FTCA investigation. 



(3) 



Status 



Tort cases should be kept in a pending status until final 
action has been concluded in U.S. district court. (Case should not be 
held open to follow results of appeals.) Thereafter closing report should be 
submitted. | Accomplishment Report | should also be submitted showing: 

(a) Amount of suit 



(b) 



Settlement or award 




EFFECTIVE: 02/12/92 
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120-7 PRIVACY ACT - REQUIREMENTS 

I (1) i When interviewing anyone in the above classification, 
in order to solicit information about ) himself /herself | or |his/her| own 
activities! the interviewing Agent must follow the procedures described m 
MIpG, Part I, 190-5, subparagraphs (2) and (3). 

1(2)1 When interviewing an individual to solicit information 

concerning someine other than the interviewee (thereby ^^"^^fy^"* ^^^^J, ^„ 
!XIdua? as a source of information), the intery ewxng ^gent must follow 
iSe procedure relating to promises of confidentiality as described xn 
MIOG, Part i,_J90:i7. . . ■ 



EFFECTIVE: 02/12/92 



120-8 



CHARACTER - FEDERAL TORT CLAIMS ACT 



U 



EFFECTIVE: 02/12/92 




I 
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SECTION 122. LABOR MANAGEMENT RELATIONS ACT, 1947 



122-1 STATUTE 

Title 29, use. Sections 161(2), (6), 162, 176-178, and 
I 186|(a), (b), and (c).l 



EJFFJimyE^Jl/ 12/80 

122-1.1 Section 161(2) 

(1) Contempt of court - failure to answer subpoena 

"(2) In case of contumacy or refusal to obey a 
subpoena issued to any person, any district court of the "-^ed States 
o^ the United States courts of any Territory or possession wxthm the 
jurisdiction of which the inquiry is carried on or within the 

ur sd ction of which said person guilty of contumacy or refu al to 
obey is found or resides or transacts business, upon application by 
?h! Board shall have jurisdiction to issue to such person an order 

e u!r!ng :u:i person\o appear before the Board its member, at 
or a^encv there to produce evidence if so ordered, or there to give 
testimony' touching the matter under investigation or in question; and 
any failure to obey such order of the court may be punished by said 
court as a contempt thereof." 

EFFECTIVE: 11/12/80 

122-1.1.1 Procedure 

Bureau will assist in locating any individual to testify 
in proceedings within U.S. District Court after bench warran has been 
issued by district court and returned non est by U.S. Marshal. 

EFFECTIVE: 11/12/80 




I 
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122-1.2 



Section 161(6) 



PAGE 122 - 



EFFECTIVE: 11/12/80 



122-1.2.1 Elements 

(1) Requests for information from National Labor 
Relations Board (NLRB) 



"(6) The sev^ral_^epart^menj:s_and_agenci_es^ 

"Govi^rii^TrtT when directeTby the President, shall furnish the Board, 
upon its request, all records, papers, and information in their 
possession relating to any matter before the Board." 



EFFECTIVE: 11/12/80 



122-1.2.2 Procedure 

1 Information may be furnished to the NLRB provided 
adequate consideration has been given to the provisions of the 
Privacy Act as it pertains to the type material being requested. 
Any questions should be resolved by contact with FBIHQ, | 



EFFECTIVE: 11/12/80 



j 122-1.3 Section 162 



EFFECTIVE: 11/12/80 




% 



Sensitive 
PRINTED: 02/18/98 



Sensitive 



Manual o£ Investigative Operations and Guidelines 
Part I 



PAGE 122 - 



122-1.3.1 Elements 



(1) 



I Interference with an NLRB Member or Agent- 



"Any person who shall willfully resist, prevent, 
• A o. interfere with any member o£ the Board or any of its agents 
impede, or ^^^erfere with any m pursuant to this subchapter 
or agencies in the performance °%<*"^'^* J" g. QgO or by imprisonment 
shall be punished by a fine of not more than 53,uuu or oy p 
for not more than one year, or both. 

1 (2) Related Statute - Obstruction of Justice (OOJ) 



— — Titre"l87u'sc: Section ISOST^OOJ; covers obstruction 

of the proceedings before any Federal departments or agencies, which 
include thrmn' (See Part I. Section 72, of this manual.)! 



EFFECTIVE: 11/12/80 



122-1.3.2 Procedure 



interference with an 



(Complaints or information concerning J"'^«"^'^f"" "^'■" 

member ir agent should be ^--"^^^-^ td 'ciuon of a v olati 
rtain whether or not there is sufficient indication of a vioiat 



NLRB 
asce 
to justify investigation 



on 



EFFECTIVE: 11/12/80 



122-1.4 Section 176 



EFFECTIVE: 11/12/80 




3* 
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122-1.4.1 Elements 

(1) Conciliation of labor disputes, national emergencies 
- contempt oE court 

"Whenever in the opinion of the President of the 
United States, a threatened or actual strike or lock-out affecting an 
entire industry or a substantial part thereof engaged in trade, 
commerce, transportation, transmission, or communication among the 
several States or with foreign nations, or engaged in the production 
of goods for commerce, will, if permitted to occur or to continue, 
imperil the national health oxsafety,_he_may appoint a board of_ 



o 




iVui"ry'to""iirquireTnto the issues involved in the dispute and to make 
a written report to him within such time as he shall prescribe. Such 
report shall include a statement of the facts with respect to the 
dispute, including each party's statement of its position but shall 
not contain any recommendations. The President shall file a copy of 
such report with the Service and shall make its contents available to 
the public." 



EFFECTIVE: 11/12/80 



122-1. A. iZ Procedure 



Attorney General will request Bureau investigations. 
Should an investigation be authorized under this section, specific 
instructions will be given field as to nature and extent of 
"investigation desired. Investigations have been requested by 
Department to establish violations of injunctions under this section 
as contempt of court. 



EFFECTIVE: 11/12/80 
122-1.5 Section 177 
EFFECTIVE: 11/12/80 
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122-1.5.1 Elements 

(1) Conciliation of labor disputes, national emergencies 
- contempt of court 

"(a) A board of inquiry shall be composed of a 
chairman and such other members as the President shall determine, and 
shall have power to sit and act in any place within the United States 
and to conduct such hearings either in public or in private, as it may 
deem necessary or proper, to ascertain the facts with respect to the 
causes and circumstances of the dispute." 



EFFECTIVE: 11/12/80 



o 



122-1.5.2 Procedure 

Attorney General will request Bureau investigations. 
Should an investigation be authorized under this section, specific 
instructions will be given field as to nature and extent of 
investigation desired. Investigations have been requested by 
Department to establish violations of injunctions under this section 
as contempt of court. 



EFFECTIVE: 11/12/80 



I 122-1.6 Section 178 



EFFECTIVE: 11/12/80 




122-1.6.1 Elements 

(1) Conciliation of labor disputes, national emergencies 
- contempt of court 

"(a) Upon receiving a report from a board of inquiry 
the President may direct the Attorney General to petition any district 
court of the United States having jurisdiction of the parties to 
enjoin such strike or lock-out or the continuing thereof, and if the 
court finds that such threatened or actual strike or lock-out — 
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"(i) affects an entire industry or a substantial 
oart thereof engaged in trade, commerce, transportation, transmission, 
or communication Long the several States or with foreign nations, or 
engaged in the production of goods for commerce; and 

"(ii) if permitted to occur or to continue, will 
imperil the national health or safety, it shall have i"^^«^^^f ^°;;/°^ 
enjoin any such strike or lock-out, or the continuing thereof, and to 
make such other orders as may be appropriate. 

"(b) In any case, the provisions" of Sections 
101-115 _^>f__thUJ:itle,._^sha_lL.not„ be applicable. 

"(c) The order or orders of the court shall be 
subject to review by the appropriate United States ^^^^J of appeals 
and by the Supreme Court upon writ of certiorari or certification as 
provided in section 1254 of Title 28." 



Q 



EFFECTIVE: 11/12/80 



122-1.6.2 Procedure 

Attorney General will request Bureau investigations. 
Should an investigation be authorized under this section, specific 
instructions will be given field as to nature and exten of 
investigation desired. Investigations have been requested by 
Department to establish violations of injunctions under this section 
as contempt of court. 



EFFECTIVE: 11/12/80 



122-1.7 



Section 186(a), (b) , and (c) 




EFFECTIVE: 11/12/80 
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122-1.7.1 Elements 

(1) Section 186(a) Prohibits Unlawful Payments or Loans 
by Employers or Persons Acting in the Interest of Employers 

"(a) It shall be unlawful for any employer or 
association of employers or any person who acts as a labor relations 
expert, adviser, or consultant to an employer or who acts in the 
interest of an employer to pay, lend, or deUver or agree to pay. 
lend, or deliver, any money or other thing of value 

"(1) to any represent^Jiye of any._of his^employees 

"who^TF^'^r^y^ in' an industry affecting commerce; or 

"(2) to any labor organization, or any officer or 
employee thereof, which represents, seeks to represent, or would admt 
n membership, a;^ of the employees of such employer who are employed 
in an industry affecting commerce; or 

"(3) to any employee or group or committee of 
employees of such employer employed in an industry affecting co^'^erce 
!n exce" of their normal compensation for the purpose of causing such 
employee or group or committee directly or indirectly_to influence any 
othtr employees in the exercise of the right to organize and bargain 
collectively through representatives of their own choosing, or 

"(4) to any officer or employee of a labor 
organization engaged in an industry affecting "»»«"« "^^'^^i"^^^^,^" 
influence him in respect to any of his actions, decisions, or duties 
as a representative of employees or as such officer or employee of 
such labor organization. 

(2) Section 186(b) Prohibits Acceptance or Demands for 
Unlawful Payments 

"(b) (1) It shall be unlawful for any person to 
request, demand, receive, or accept, or agree to«ceive or accept 
any payment, loan, or delivery of any money or other thing of .value 
prohibited by subsection (a) of this section. 

"(2) It shall be unlawful for any labor 
organization, or for any person acting as an officer, ^i""^' 
reoresentative, or employee of such labor organization to demand or 
accept "ro„ th; operaLr^f any motor vehicle" (as def ned in Sec ions 
301-327 of Title 49) "employed in the transportation of property in 
commerce, or the employer of any such operator, any money or other 
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thing of value payable to such organization or to an officer, agent, 
representative or employee thereof as a fee or charge for the 
unloading, or in connection with the unloading, of the cargo of such 
vehicle: Provided, That nothing in this paragraph shall be construed 
to make unlawful any payment by an employer to any of his employees as 
compensation for their services as employees. 

(3) Section 186(c) Enumerates Nine Exceptions to the 
Prohibited Activities of (a) and (b) 

"(c) (1) in respect to any money or other thing of 

value payable_Jby an_empioyer_to_any_of Jiis_e«ployee8_whose._established 

"dutl« ^ncYude acting openly for such employer in matters of labor 
relations or personnel administration or to any representative of his 
employees, or to any officer or employee of a labor organization, who 
is also an employee or former employee of such employer, as 
compensation for, or by reason of. his service as an employee of such 
employer; (2) with respect to the payment or delivery of any money or 
other thing of value in satisfaction of a judgment of any court or a 
decision or award of an arbitrator or impartial chairman or in 
compromise, adjustment, settlement, or release of any claim, 
complaint, grievance, or dispute in the absence of fraud or duress, 
(3) with Respect to the sale or purchase of an article or commodity at 
the prevailing market price in the regular course of business, W 
with respect to money deducted from the wages of employees in payment 
of membership dues in a labor organization: Provided, That the 
employer has received from each employee, on whose account such 
deductions are made, a written assignment which shall not be 
irrevocable for a period of more than one year, or beyond the 
termination date of the applicable collective agreement, f ^^^«^" 
occurs sooner; (5) with respect to money or other thing of value paid 
to a trust fund established by such representative, for the sole and 
exclusive benefit of the employees of such employer, and their 
families and dependents (or of such employees, families, and 
dependents jointly with the employees of other employers making 
similar payments, and their families and dependents): Provided. That 
(A) such payments are held in trust for the purpose^of paying, either 
from principal or income or both, for the benefit of employees, their 
families and dependents, for medical or hospital care, pensions on ^ 
retirement or death of employees, compensation for injuries or illness 
resulting from occupational activity or insurance to provide any of 
the foregoing, or unemployment benefits or life insurance, disability 
and sickness insurance, or accident insurance; (B) the detailed basis 
on which such payments are to be made is specified in a written 
agreement with the employer, and employees and employers are equally 
represented in the administration of such fund, together with such 
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neutral persons as the representatives of the employers and the 
representatives of employees may agree upon and m the event the 
employer and employee groups deadlock on the administration of such 
fund and there are no neutral persons empowered to break such 
deadlock, such agreement provides that the two groups shall agree on 
an impartial umpire to decide such dispute, or in event of their 
failure to agree within a reasonable length of time, an impartial 
umpire to decide such dispute shall, on petition of either group, be 
appointed by the district court of the United States for the district 
where the trust fund has its principal office, and shall also contain 
provisions for an annual audit of the trust fund, a statement of the 

results of whicjL shaUAe_availaMe_for_inspe:cJipn3y-i^^^^ 

Ter^^raliThe principal office of the trust fund and at s"=h °ther 
places as may be designated in such written agreement; and (C) such 
payments as are intended to be used for the purpose of providing 
pensions or annuities for employees are made to a separate trust which 
provides that the funds held therein cannot be used for any purpose 
other than paying such pensions or annuities; (6) with respect to 
money or other thing of value paid by an employer to a trust £""<* 
established by such representative for the purpose of pooled vacation, 
holiday, severance or similar benefits, or defraying costs of 
apprenticeship or other training programs: Provided, That the 
requirements of clause (B) of the proviso to clause (5) of this 
suSsection shall apply to such trust funds; (7) with f"P«^t° """^^ 
or other thing of value paid by any employer to a pooled or individual 
trust fund established by such representative for the purpose of W 
scholarships for the benefit of employees, their families, and 
dependents for study at educational institutions, or (B) child care 
centers for preschool and school age dependents of employees: 
Provided, That no labor organization or employer shall be required to 
bargain on the establishment of any such trust fund, and refusal to do 
so shall not constitute an unfair labor practice: Provided further. 
That the requirements of clause (B) of the proviso to clause (.5) of 
th!s subsecJion shall apply to such trust funds; or (8) wi h respect 
to money or any other thing of value paid by any employer to a trust 
fund established by such representative for the purpose of defraying 
the costs of legal services for employees, their families, and 
dependents for counsel or plan of their choice; Provided, That the 
requirements of clause (B) of the proviso to clause (5) of this 
subsection shall apply to such trust funds: Provided further. That no 
such legal service shall be furnished: (A) to initiate any proceeding 
directed (i) against any such employer or its officers or agents 
except in workman's compensation cases, or (ii) against such labor 
organization, or its parent or subordinate bodies, or their officers 
or agents, or (iii) against any other employer or labor °'^8;"^"J^°"' 
or their officers or agents, in any matter arising under subchapter II 
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of this chapter or this chapter; and (B) in any P^^^J^^^ "here a 
labor organization would be prohibited from defraying the costs of 

egal services by the provisions of the Labor-Management JjPO'^t.ng and 
Disclosure Act of 1959; or (9) with respect to money or other things 
of value paid by an employer to a plant, area or -<i;»t':ywide labor 
management committee established for one or more of the purposes set 
forth in section 5(b) of the Labor Management Cooperation Act of 1978. 

I "(d) (1) Any person who participates in a 

transaction involving a payment, loan, or ^^^^i-^^ f "^J^J^^^/^ljrs 
thinR of value to a labor organization m payment of membership dues 
or to a Joint labor- management trust, fund as defined by clause (B)...of .. 
-£^eproviso't^^^r^e--(5)'of subsection (c) of ^his section or o a 
Dlant. area, or industry-wide labor-management committee that is 
received ani used by such labor organization, trust fund, or 
committee which transaction does not satisfy all the applicable 
requr-reAtf^f subsections (c) (4) through (c) (9) of this section 
andtuTfully and with intent to benefit himself or to benefit other 
p:rs:ish; Knows are not permitted to receive ^ P^^oulh (:" ' (T '' 
or other thing of value under subsections (->(;> through (=> ^9) 
violates this subsection, shall, upon <=°"^^=t^°" f ^"^Joo^^f '^ 
a felony and be subject to a f ne of not more "^f^^J^tf J^/^^.^^ of 
imorisoned for not more than five years, or both; but if the value ot 
the amount of money or thing of value involved in any violation of^the 
provHton of this^ection does not exceed $1,000. such P--" ^^^^^ 
duilty of a misdemeanor and be subject to a fme of not more than 
$107000 or imprisoned for not more than one year, or both. 

"(2) Except for violations involving transactions 
covered by subsection (d) (1) of this section, any person who 
wlufully V oiates this section shall, upon conviction thereof be 
gui ty of a felony and be subject to a fme of "f^J^^.'^^f.^t'^^JJ; 
Ir imorisoned for not more than five years, or both, but if the value 
: 'ZlZZt of money or thing of value involved jj^-y^-^^f^-;; °^ 
the orovisions of this section does not exceed ^^'OOO;. ^"^^ P^'^'"" ^^ 
shall be giilty of a misdemeanor and be subject to a fine o^ Jjf ««" 
than $10,000, or imprisoned for not more than one year, or both. 1 

"(e) The district courts of the United States and 
the United States courts of the Territories and possessions shall have 
urisd ction. for cause shown, and subject to the P"-=-- f ^^ 
.Action 381 of Title 28 (relating to notice to opposite party) to 
restrain V oUtions of this section, without regard to the provisions 
of secUon 17 of Title 15 and section 52 of this title, and the 
provisions" of Sections 101-115 "of this title. 
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"(f) This section shall not apply to any contract in 
force on June 23. 19A7. until the expiration of such contract, or 
until July 1, 19A8, whichever first occurs. 

"(g) Compliance with the restrictions contained in 
subsection (c) (5) (B) of this section upon contributions to trust 
funds, otherwise lawful, shall not be applicable to contributions to 
such trust funds established by collective agreement prior to January 
1, 1946, nor shall subsection (c) (5) (A) of this section be construed 
as prohibiting contributions to such trust funds if prior to January 
1, 1947, such funds contained provisions for pooled vacation 
benef its. " . . ■ — — ~ ~~~ 



EFFECTIVE: 05/28/85 

122-1.7.2 Significant Exclusions In Coverage 

(1) The coverage of this Act is set forth in the 
definitions under Title 29, USC, Section 142, which in turn refers to 
?he Satl^nal Labor Relations Act, Title 29. USC, ^-tion 152 Sec ion 
152 (2) (3), and (5) exclude from coverage under the Act, inter ana, 
unions comprised only of the following types of employees: 

(a) Agricultural laborers; 

(b) Individuals having the status of an independent 
contractor 

(c) Persons subject to the Railway Labor Act 
(generally railroads subject to the Interstate Commerce Act and 
interstate airlines). 

(d) Employees of Federal, state, or local 
governments, and wholly owned government corporations, including 
Federal Reserve Banks. 

(2) The Department of Justice has advised that if a 
public employee union also represents or would admit to membership 
employees in the private sector, the union may be covered by the Act. 
In such instances, the U.S. Attorney should be consulted prior to 
conducting investigation. 
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EFFECTIVE: 07/28/87 








i 1122-1.7. A I Procedure 

(1) CoinpUints or inEormation concerning restrictions on 
payments or loans (Title 29. USC. Sect^n; 186) should be ^^""""^ ^ 
i^diately witlLUSA to obtain,IJSA> ,c,^n,6n.as «^f jf "^ f^^^"*'^"" • 
received contains sufficient^^dicatipn of violation to justify 

investigation. ■. •-';■,■;■'■'■',■>■•■■ 

(2) Matter^; may t>« considered possible violations even if 
„««npnt or aereeaent to' pay is no t" made, since this section prohibits 
Te^:; r dema^Heing made: Such matters may be considered possible 
"JlaJion, should they involve various parties «""""»ted under this 
lectton in addition to only employer and representative ol^-Pl^y"'' 
I!so matters may be possible violations if they invo ve loan, made 
tttwUn parUes enumerated in this section. Such parties would include 
middlemen used to relay payments or loans.,. 

(3) A matter which involves fee or charge for unloading 
an interstate truck, demanded or accepted by parties enumerated in _ 
JiblecJion (b)(2) of this section may alsa ir.yolveviolati.)n of Hobb. 

Act. • '■■ 

(4) Welfare funds - Bureau has investigative jurisdiction 
under Title 29. USC. Section 186(c)(5). to determine whether wy 
^^Hcl « wel are fund to which employer contributions are made comes 
wtthn purview of this subsection of statute and. f so whether it 
h« beeriegally established in accordance therewith. Violation of 
lSJa would ?endicated if such fund would not conform to provision, 
tf this ?atute since contribution, to the fund could be considered 
«strcted payments by an employer. In order that USA can make 
d"erlinatiL as to whether investigation is justified, copies of the 
J^Uo^lng -hould be obtained and utilized in initial discussion with 
USA: 

(a) Collective bargaining agreement in which 
provision Lb made for establishment of welfare fund 

(b) Trust agreement establishing fund 
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(c) Most recent audit report of fund 

(d) Data concerning interstate nature of businesses 
contributing to fund 

This material may be obtainable from employers or employer trustees. 

(5) Open separate cases regarding each individual, each 
employer, or each group of employers who may be involved in payments, 
loans, or demands for same. 



EFFECTIVE: 07/28/87 



122-1.7.5 Definitions 




(1) "Industry affecting commerce" referred to in above 
section is defined (Title 29, USC, Section 142) as "any industry or 
activity in commerce or in which a labor dispute would burden or 
obstruct commerce or tend to burden or obstruct commerce or the free 
flow of commerce." 

(2) "Commerce" is defined (Title 29, USC, Section 152) as 
"trade, traffic, commerce, transportation, or communication among the 
several States, or between the District of Columbia or any Territory 
of the United States and any State or other Territory, or between any 
foreign country and any State, Territory, or the District of Columbia, 
or within the District of Columbia or any Territory, or between points 
in the same State but through any other State or any Territory or the 
District of Columbia or any foreign country." 



EFFECTIVE: 07/28/87 

122-2 GENERAL INSTRUCTIONS 

Interviews with union officials may be conducted on the 
authority of the SAC, provided all of the following circumstances 
exist: 

'.*■■"-- Q) Files of field office where interview to be conducted 
contain no information to indicate such interview would be 
inadvisable. 
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(2) Interview is not premature and other available 
sources of information desired from union official have been 
exhausted. 

(3) Interview is absolutely necessary in interest of 
conducting complete and thorough investigation. 

(4) Interview of a union official who is a subject of the 
investigation is discussed with and concurred in by the U.S. Attorney. 

(5) Interview will not interfere with any other 

i nvest^g ation of the of f ici^aj,_qrLunion. _ ^— — — 

(6) If interview to be conducted by an auxiliary office, 
that office must ensure their files contain no information to indicate 
the interview would be inadvisable. 

(7) FBIHQ is notified in advance in the event the 
interviewee is prominent, extremely controversial, or of such stature 
to focus national attention on the investigation. 



EFFECTIVE: 10/18/88 




122-3 REPORTING REQUIREMENTS 

(1) lAn initial airtel with accompanying LHM (original 
and three copies) ' should be submitted to FBIHQ -^hin 60 days if the 
investigation involves LCN members or associates. The LHM should 
contain the preliminary opinion of the USA and sufficient 
identification data on the subject(s) for indexing purposes.] 

(2) Ia progress letter should be submitted to FBIHQ every 
ISO days containing a summary of investigation conducted to date and a 
statement regarding investigation contemplated during the next 180 
days . I 

(3) |a closing airtel should be submitted to FBIHQ with 
LHM restating the predication for opening the investigation, 
summarizing the investigative findings and detailing the disposition 
of the investigation. The LHM should include the final opinion of 
the USA. I 

(4) llf the investigation involves non-LCN groups (i.e., 
Asian organized crime, Sicilian Mafia, etc.), advise FBIHQ by airtel 
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with accompanying LHM as described above within 60 days. The results 
and/or summary should be reported by LHM (original and three copies). 



EFFECTIVE: 10/18/88 



122-4 



PRIVACY ACT - REQUIREMENTS 



(1) When interviewing anyone in the above classification 
in order to solicit information about himself /herself or his/her own 
activities, the interviewing Agents must.Jpllpw the procedures -^-^— 
described in Part I, Section 190-5 subparagraphs (2) and W of this 
manual. 

(2) When interviewing an individual to solicit 
information concerning someone other than the interviewee (thereby 
classifying that individual as a source of information) the 
interviewing Agent must follow the procedure relating to promises of 
confidentiality as described in Part I, Section 190-7 of this manual. 



EFFECTIVE: 10/18/88 



122-5 



CHARACTER - LABOR MANAGEMENT RELATIONS ACT, 19A7 



EFFECTIVE: 10/18/88 




I 
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SECTION 125. RAILWAY LABOR ACT 



125-1 STATUTES 

Title 45, use. Sections |60, | 151-163, and 181-188 

EFFECTIVE: 07/27/81 



PAGE 125 



125-1.1 Elements 

Carrier, its officers or agents, have violated Act if they 
willfully: 

(1) Interfere, influence, or coerce representative of 
employee or interfere with choice of representative (Section 152 - 
third paragraph) 

(2) Interfere with organization or collective bargaining 
of employee (Section 152 - fourth paragraph) 

(3) Require any person seeking employment to agree or 
promise to join or not to join a labor union (Section 152 - fifth 
paragraph) 

(4) Change rates of pay, rules, or working conditions of 
its employees contrary to agreement or to Section 156 of this Act 
(Section 152 - seventh paragraph) 

(5) Fail to notify its employees by printed notices as 
specified by Mediation Board that all disputes between carrier and its 
employees will be handled in accordance with requirements as outlined 
by statute. (Section 152 - eighth paragraph) 

EFFECTIVE: 07/27/81 
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(1) Carrier: 

Express company; 

Sleeping car company; 

Carrier by railroad; ' 

Company controlled by a carrier by railroad and 
engaged in activities directly related to transportation by carrier 
(other than trucking service); 

Airline company; 

Term "carrier" does not include street, interurban, 

or subur>_an^ele_cUic^-r_aji'?ay^^^ 
system. 

(2) Employees - . 

Individuals employed by carrier except coal miners 




(3) Representative - 

Person, labor union, organization, or corporation 
f carriers, or by its or their 



designated by carrier or group o 
employees to act for it or them 



EFFECTIVE: 07/27/81 




125-2 



POLICY 



(1) The U.S. Department of Justice requires prior 
Criminal Division approval of all prosecutions involving Title 45. 
use. Section 152, tenth paragraph, and has instructed all "SAs to 
summarily decline investigation and/or prosecution of all ""P^^^"^^ 
unless they contain allegations of egregious carrier interference with 
employee rights tantamount to actual or threatened violence, or 
involving the payment of bribes to employee representatives. 

(2) Upon receipt of complaint or information indicating 
possible violation, present to USA to ascertain whether or not an 
investigation is warranted. 

(3) If USA declines prosecution at the inception, close 
case and submit anjairtel | following guidelines as set forth under 
Reporting Procedures. 
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EFFECTIVE: 10/18/88 



125-3 



REPORTING PROCEDURES 



(1) lAdvise FBIHQ by airtel within 60 days setting forth 
the facts of the complaint and a succinct summary of the preliminary 
investigation conducted. j 



(2) JA closing airtel should be submitted to FBIHQ 
restating _the_predication. for. opening. the_investigation, summar" 
"the investigative findings and detailing the disposition of the 



r 

the investigat 
investigation. 



izing 



EFFECTIVE: 10/18/88 



125-4 PENALTY (Section 152 - tenth paragraph) 

(1) Misdemeanor 

Fine - minimum - $1,000; maximum - $20,000 
Imprisonment - maximum - six months or both, for each 
offense 

(2) Each day during which carrier, officer, or agent 
willfully fails or refuses to comply with paragraphs of Section 152 
shall constitute separate offense. 



EFFECTIVE: 07/27/81 




125-5 



RELATED STATUTE - EMPLOYERS' LIABILITY ACT - TITLE 45, 
use, SECTION 60 



This Act is contained in Title 45, USC, Sections 51-60. 
Sections 51-59 provides a civil right of action in Federal court by 
employees of any railroad that is a common carrier against the 
employer for damages for injury to or death of such employees 
resulting from negligence of the employer or its agents. Section 60 
does not provide jurisdiction for civil relief, however, is a criminal 
statute within Bureau investigative jurisdiction. 
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125-5.1 



Elements 

Anyone violates Act: 
(1) VJho attempts 

(a) by threats, intimidation, order, rule, contract, 



regulation, or device whatsoever 

(b) to prevent any person from furnishing 
voluntarily information to a person in interest 

(c) concerning facts incident to injury or death of 
any employee of any common carrier, or 

(2) Who discharges or otherwise disciplines or attempts 
to discipline any employee for furnishing voluntarily to a person in 
interest information described in (1) Cc) above. 



EFFECTIVE: 07/27/81 



125-5.2 Penalty 

Upon conviction shall be punished by fine of not more than 
$1,000 or imprisoned for not more than one year, or both. 



EFFECTIVE: 07/27/81 



125-5.3 



Exception to Act 



No contract, rule, or regulation with respect to 
information contained in files of carrier or other prtvileged or 
confidential reports shall be voided by this Act. 
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EFFECTIVE: 07/27/81 

125-5. A Policy 

Handle in accordance with policy in 125-2. 



EFFECTIVE: 07/27/81 



125-6 



CHARACTER - RAILWAY LABOR ACT; RAILWAY LABOR ACT 
EMPLOYERS' LIABILITY ACT (if investigation deals with 
125-5) I 



EFFECTIVE: 07/27/81 




Sensitive 
PRINTED: 02/18/98 




Sensitive 



Manual of Investigative Operations and Guidelines 
Part I 



PAGE 131 - 1 



SECTION 131. ADMIRALTY MATTER 



131-1 



STATUTES 



Title 46. use, Sections 741 to 752 and 781 to 799 permits suits 
in admiralty to be brought by or against the United States or against any 
corporation ovmed by it. 



EFFECTIVE: 01/31/78 



131-2 



BACKGROUND 




I 



(1) During World War II, Government's vessels were directly 
operated by War Shipping Administration. In conducting these oP«"tions 
of its vessels, the United States, like other ship operators, used three 
coordinated classes of agents usual in conducting shipping business, 
namely; 

(a) The shipmaster 

(b) The ship's husband or general agent 

(c) The consignee of the ship or the berth agent 

(2) Each agent is responsible directly to United States as 
"operating owner" for matters with which he is entrusted. 

(3) United States employs experienced shipmasters as agents for 
ohvsical operation and management of vessels afloat, and experienced 
steaiship operators both as general agents to "husband" ship or manage 
accounting and other shoreside business operations and as berth agents to 
manage operation of obtaining and discharging cargo and other port 
services. 

(4) United States sometimes insures vessels it operates in this 
type of operation. When suit is brought against Government, general agent 

is sometimes codefendant. The underwriters normally permit general agent 
to select attorneys to assist USA in defending suit. These attorneys are 
paid by underwriters who sustain expense of investigation, attorney s fees 
and judgments. Premiums paid to such underwriters by Government are paid 
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under agreement which contains a recapture clause. "^^J^^^^^^^J""* ^^^^ 
do not exceed premiums paid by Government a refund will be made to 
Government . 

(5) In addition to these operations by War Shipping 
Administration and its successor, the Maritime Commission and Maritime 
Ato stration, and also operation of regular Navy and Army vessels, there 
t« cargo- and passenger-type vessels operated by the Army Transport 
Service and the Military Sea Transportation Service. These vessels are 
crewed by civilian Government employees and are not insured. 



EFFECTIVE: 01/31/78 



131-3 



POLICY 




(1) Requests for investigation are referred directly to 
divisional offices by field office of Admiralty Section of Civil Division 
Jr the SsA. Cases should not be accepted for investigation in which 
previous investigation was conducted by another agency. 

(2) Differentiate between full investigation for trial purposes 
and administrative investigation or accident report for disciplinary 
purposes or accident prevention purposes. Many times ^avy. Army or Coast 

^ A ^r- ™rtr^ than one of them, will conduct hearings or investigations 
f:re;press Jurpo" of fixing r;sponsibility for accident the^^V^-^J -^ 
hem to t^Ke'necessary administrative action. This ^VPe o -ves igat on 
or hearing cannot be construed as an investigation within the "^"^e that 
Bureau ii!l not investigate matters previously investigated by another 
agency. 

(3) There are occasions when case has been entirely 
^nvestieated by either Admiralty attorneys themselves or employees of 
a'Se 'Go:trnme:t agency. Subsequently request, are ""ived to conduct 
?nvestization to bring entire matter to logical conclusion. Bureau s 
experience has shown that this is not conducive to maximum efficiency in 
tnvesi!gaUons. Consequently, no investigation should be conducted. 

(4) Where underwriters permit general agent to select his 
attorneys to handle dispute, such attorneys are reimbursed to lj"te and 
interview their own witnesses. Under no circumstances are you to locate 
iitnelses or conduct investigations to locate witnesses for these 
Ittor^e^s even though request emanated from USA's office, without special 
authorization from FBIHQ. 
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(5) While close cooperation with attorney charged with defense 
of admiralty suit is important and his suggestions as to lines of inquiry 
should be followed, Agents should not work under supervision of attorney 
from Admiralty Section of USA's office or a special assistant to the 
Attorney General handling admiralty matters. 

(6) Investigations ordinarily should be confined to cases in 
which risk is uninsured and Government has to defend case and sustain 
whatever losi involved. Any requests for investigation in insured cases 
should be referred to FBIHQ for authority to investigate, with your 
recommendations. 



EFFECTIVE: 01/31/78 



^. 



131-A 



HANDLING OF CASES 



(1) Examine and secure, if possible, a copy of report of 
investigation previously conducted or minutes of hearing. 

(2) Refer to steamship companies as the "general agent," not 
the "operator." 

(3) Files should be opened on each individual plaintiff or 
group of plaintiffs who filed a single suit against U.S. in connection 
with a particular accident. 

(4) After investigation completed, case should be placed in 
pending-inactive status until matter is settled in court. A closing 
report should then be submitted. A statistics letter should then be 
submitted to FBIHQ showing: 

(a) Amount of suit 

(b) Settlement or award 




EFFECTIVE: 01/31/78 
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131-5 PRIVACY ACT - REQUIREMENTS 

When interviewing anyone in the above classification, in order 
to solicit information about himself or his own ^^^W^^'"' ^.qJ. p„t I 
interviewing Agent must follow the procedures described in MIOG, Pare i, 
190-5, subparagraphs (2) and (3). 

When interviewing an individual to solicit information 
concerning someone other than the interviewee (thereby classifying that 
ZllZTl as a source of information) the interv ewing Agent must oUow 
the procedure relating to promises of confidentiality as described in 
MIOG: Partly 190^:2^ . . __— 



EFFECTIVE: 01/31/78 



131-6 



CHARACTER - ADMIRALTY MATTER 



EFFECTIVE: 01/31/78 
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SECTION 134. FOREIGN COUNTERINTELLIGENCE ASSETS (OPERATIONAL 
AND INFORMATIVE ASSETS) 



134-1 FOREIGN COUNTERINTELLIGENCE ASSETS (OPERATIONAL AND 
INFORMATIVE ASSETS) 

Information concerning the 1 134 1 classification fs set forth 
in a separate FBI tnanual. the [NATIONAL FOREIGN INTELLIGENCE PROGRAM 
MANUAL (NFIPM)_i.l___ _— — — ' " 



EFFECTIVE: 02/14/97 
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SECTION 137. I CRIMINAL I INFORMANTS I (SEE MIOG, FART II, 
10-3; LEGAL ATTACHE MANUAL, 6-12; 
LEGAL HANDBOOK FOR SPECIAL AGENTS. SECTION 8.) 



,.^"-* 

L 



1137-1 1 



RESPONSIBILITY FOR THE DEVELOPMENT AND OPERATION OF 
INFORMANTS 

(l)__The„SAC.of each field.office.is personally. 




concerning] 
territory. 



Ve'^^oi^ble fof the establishment of informant coverage 
criminal activity of interest to the FBI within|his/her ^ , 
Pa ? cu a^emphasis is to be placed on the priority -vesUgaUve 
matters of the office. |lnformants are an integral P^^J of the 
office's overall criminal informant and cooperative witness 
!nUltigence base. The SAC must ensure that his/her Agents make every 
effort to develop quality informants, and that Agents receive the 
training and guidance necessary to enable them to perform their duties 

rrelf^ctive and efficient manner.] f ^^-1°^-"^,. !?J ^S^HclnM 
of informants must be closely supervised, because of ^^^l''^*"^^*""^' 
contribution^ which! they make toJFBI investigations and because of the 
difficulti^hhereit in their operation. ] Accordingly, the SAC should 
insure that informant files are reviewed every 60 days by a 

Supervisory Special Agent.) "^ , 

(2) I Each I SUPERVISORY SPECIALIaGENT is personally 
resDonsible for the establishment of informant coverage concerning 
criminal matters under his/her supervision. Each Supervisor must 
crimina .„„.. ^-rf-r his/her supervision make every effort to 
d^^^ropqlUrnf^o^mlnts! and thai their Agents "cei- the training 
n!L=nL necessary to enable them to perform their duties in an 
Effect vrandeffctent manner. Supervisors will review the informant 
f-?!!^of those individuals being developed or operated by Agents under 
i up 'ritiof at least ever? 60 days. The fact that -h -^^-- 
was conducted must be documented in the informant's file on an FD-675 
and indexed on the FD-237. The purpose of this "^lew is to ensure 
?hat the informant is being operated in accordance with FBI '^f 
morney General Guidelines, and that.adequate coverage is established 
for the investigative matters under his/her supervision. In 
fulfilling this responsibility, it is strongly suggested that the 
Supervisor periodically meet with the informants being oPf^ted by 
Agents "der his/her supervision. When a Supervisor is either the 
ctse Agent or alternate Agent for an informant, the responsibility for 
:^!nt!trative oversight, including the 60-day informant file reviews, 
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authorization for the informant to participate in "i»;"*J. f ^^^j'Y 
and the initial review of informant payments, belongs to the ASAC. 1 

(3) Each! special! AGENT involved in| criminal | investigative 
Inrfivities at least 50 percent of his/her time, and not otherwise 
':! gated Ts per onally responsible for the development and operation 
of productive informants to address criminal matters within h^s/her 
Investigative responsibilities. The SAC of each field o"^"^" ^he 
prerogative to task Agents not working criminal matters *t least 50 
nircent of their time with the development and operation of their 
SroductiJe informants or liaison contacts. Agents are responsible for 

ensuing that their informants, are operated in a .anner .which_is_ ^ 

their consistent with" FBI and Attorney General Guidelines. 

(4) The CRIMINAL INFORMANT PROGRAM MANAGER is personally 
responsible for ensuring that the program is operated in an effective 
and efficient manner, consistent with FBI and Attorney General 
Guidelines. 

(5) The CRIMINAL INFORMANT PROGRAM COORDINATOR is 

n.r^onallv responsible for ensuring that the SAC and Criminal 
personally respojiBj-w*.** = c _ti ..*__,* p; /•ant- issues and 

informant Program Manager are made aware of all ^^f ^^^""^ """ *"*" 
developments which impact on the Criminal Informant Program. I 



EFFECTIVE: 12/20/93 



j 137-1.1 [Moved to 137-2. l| 



EFFECTIVE: 12/20/93 



137-1.2 JDeletedl 
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EFFECTIVE: 12/20/93 



I 1137-2 I DEFINITION 

An informant is any person or entity who furnishes 

information to the FBI on a confidential basis. JThe FBI will not 

disclose the identity of an informant, except as provided in 137-4.2. 



EFFECTIVE: 12/20/93 






I [137-2.1 Categories of Informants 

Informants must be classified according to one of the 
following categories: 

(1) Organized Crime (OC) - Those providing information 
concerning investigations falling within the organized crime program. 
(Classification 137A) . 





(3) Criminal (C) - Those providing information concerning 
investigations into matters of a general criminal nature. 
(Classification 137B) . 

(4) Domestic Terrorism (DT) - Those providing information 
concerning investigations into persons or groups involved in terrorist 
activities within the United States, such as bombings and other 
criminal terrorist activities, on which the FBI has an open and 
approved case. (Classification 137C). 

(5) White Collar Crime (WC) - Those providing information 
concerning violations falling within the white collar crime program. 
(Classification 137D) . 

(6) Drugs (D) - Those providing information concerning 
I' investigations falling within the drug program. (Classification 137F) . 



'%~'\ 
\i^-. 



■.■j.|i.i 
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(7) Confidential Sources (CS) - Those providing 
information to the FBI on a confidential and regular basis " » "^^^^ 
of legitimate employment or routine access to records, and «ot " a 
resuU of associati^ with persons of an invest gat ive interest to the 
FBI The information provided by a Confidential Source must be 
relevant to authorized FBI investigations. The operation of a ^ - - 
Confidential Source must be consistent with FBI and Attorney General 
GuideHnei! I Confidential Source may be paid reasonable amounts for 
services and expenses. (Classification 137E; . | 



EFFECTIVE: 12/20/93 







Q 



137-3 



DEVELOPHENT OF INFORMANTS | (See MIOG, Part I, 
137-3.1.2(1).) 



The following factors must be taken into consideration in 
determining an individual's suitability to be an informant: 

(1) Whether the person appears to be in a position to 
provide information concerning violations of law which are within the 
scope of authorized FBI investigative activity. 

(2) Whether the individual is, willing to voluntarily 
furnish information to the FBI. 

(3) Whether the individual appears to be directed by 
others to obtain information from the FBI.; 

(4) Whether there is anything in the individual's 
background which would make him/her unfit for use as an informant. 

(5) Whether the nature of the matter under investigation 
and the importance of the information being furnished to the FBI 
JuJweighHhe seriousness of any past or contemporaneous crimina^ 
activity of which the informant may be suspected. ► >- 

(6) Whether the motives of the informant in volunteering 
to assist the FBI appear to be reasonable and proper. 

(7) Whether the information which the informant can 
provide could be obtained in a more timely and effective manner 



vf 
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through other sources or by a less intrusive means. 

(8) Whether the informant is s""i«i«"tly reliable and 
trustworthy, and whether there is an adequate means by whxch to verify 
his/her truthfulness. 

(9) Whether the individual appears to be willing to 
conform to FBI and Attorney General Guidelines regarding his/her 
operation. 

(lO)Whether the FBI will be able to adequately monitor 
_and__«n.t.roL.the_acti.vLtl^ts_of^^ _____^^_ — 

(ll)Whether his/her use as an investigative technique 
will intrude upon privileged communications or inhibit the lawful 
association of individuals or the expression of ideas. 

(12) Whether the use of the informant could compromise an 
investigation or subsequent prosecution which may require the 
Government to move for a dismissal of the case. | 



EFFECTIVE: 12/20/93 




137-3.1 Suitability and Pertinence Inquiries 

Prior to the certification of an individual for use as an 
informant or Confidential Source, a suitability and P^'^tinence inquiry 
(SI) oust be conducted. The purpose of this inquiry is to determ ne 
(Si; must ^* "";".. ^^ig for use as an informant or Confidential 

s':":'.!;:'?': ;:."»»" off,. infor.ati.„ li^.., to .. proved.... 

(1) The SI will be conducted for a period not to exceed 
120 days. An extension of the initial 120-day P^i^^^^y^^^ . 
authorized by the SAC. The notification of an extension must be 
entered into CIMS I no later than ten working days prior to the 
conclusion of the' initial 120-day period. It "-^3-5^-4^^^/"'" 

^ ^_ uVu'rh oreclude completion of the SI auring tne 

!niU:n2-d:rperrol'lf'r individual cannot be certified within 
2A0 iays from initiation of the SI. he/she should be closed. 

(2) During the SI. the Agent may accept information 
volunteered by the individual and may make reasonable payments to 
hil/her for services and expenses. In addition, he/she may be paid 



•;^t^ft 
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for the information. However, these individuals may not be used to 
participate in criminal activities or provide substantial assistance 
in an undercover operation during the SI period. 

(3) Ah informant in the SI stage of development may not 
be used in a preliminary domestic security/terrorism investigation 
without the prior approval of a Supervisory Special Agent. Such 
approval must be recorded in the file. (See 137-4(16).; 

(4) Sis should not be used to develop information 
concerning an individual for the purpose of inducing him/her to become 
an informant or a Confidential Source ..___ 

(5) Any lawful investigative technique can be utilized in 
determining an individual's suitability to be an informant. 



■■;A- i*r-"->(-'«^^ 






r' 



^ 



r 



EFFECTIVE: 06/08/94 



137-3.1.1 



Administration of the Suitability and Pertinence 
Inquiry 



(1) Upon selection of an individual for use as an 
informant, the field office will assign a 137 field "V"^*' ;"j„=" ^his 
alpha character from the Resource Management J-^ Jf-^jtion System. This 
alpha character will ensure the time devoted to that 137 matter is 
allocated to the appropriate program. At that t me. the field office 
^ill also assign a sequential field office symbo number. The symbol 
nimber will contain the field office two-letter identifier as a 
prefix, the symbol number, the letters SI. and the suffix of either an 
OC C DT. WC. CS or D to indicate the primary area in which the 
informant will be providing informational assistance. Example: BA 
12345-SI-WC. 



(2) The SI will commence on the date the 137 file 



is 



opened. 

(3) Specific authority must be obtained from theJAC^^o , 
conduct an SI for the individuals identified in (a)-(d) below. FBIHQ 
authority must be obtained prior to converting these individuals to 
?uUy operational status. This authority may NOT be obtained on a 
UACB basis. The specific restrictions concerning the d'-lopment or 
operation of these individuals is set forth in Section 137-7. (See 
MIOG, Part I, 137-3.2(2).) 



'■mi~ 



'.>\-'^: 
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c 



b1^ 



(a) Privileged informants, i.e., attorneys, 
physicians, members of the clergy, and news media personnel. 

(b) Individuals who are now or were ever in the 
Witness Security Program. 

(c) Minors (individuals under the age of 18) . 

(d) A counselor in a drug treatment program. 

(4) Immediately upon the^ opening oJ_ an ijiforman 
~thr"convVrri^nirraTol)perativ^^^^ to an informant, [enter all 
information from the opening memorandum in the CIMS database, [with the 
exception of those individuals identified in 137-7 which may require 
FBIHQ approval. All [memoranda | are to contain the following 
information: (See (5) below|and 137-10.) | 







(h) A statement, if applicable, that this is a 
privileged occupation informant or, if applicable, a statement^V ' 
regarding the individual's occupation or status as a Federal or state 
parolee or probationer, an inmate, a past or current participant in 
the Witness Security Program, a law enforcement officer, an elected 
official, a union official, a minor, an employee of a financial 
institution, active duty military personnel, a school employee or a 
counselor in a drug treatment program. The statement should set forth 
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the specific nature of the occupation, the type of information being 
received, how the information will be obtained and the justification 
for operating the source. The specific requirements for opening and 
operating such individuals are detailed in Section 137-7. 

(5) Immediately upon the conversion of a cooperative 
witness to an informant, the field office must | prepare a memorandum| 
captioned with the field office two-letter identifier, symbol number 
and file number. However, individuals identified m 137-7.1 and 
137-7.2(2) require prior FBIHQ approval. All such 

conversion I memoranda I are to contain the information set forth m 
137-3^ 1^1 (A),. ..I (See_MIOG,JPart_.I. 137rlp.)_| ^ 

(6) If any of the above information is not available at 
the time the SI, the information] shouldlbe obtained and|entered into 
CIMSlprior to the conversion of the individual to a fully operational 
informant. 



c 



EFFECTIVE: 06/08/94 



137-3.1.2 Certification of Suitability and Pertinence 

(1) At the conclusion of the SI, the supervisor must 
review the informant's file and make a written finding, based on the 
factors outlined in 137-3, stating whether the informant appears 
suitable for use and whether the information likely to be obtained 
from the individual is pertinent to and within the scope of the FBI s 
investigative responsibility. The supervisor's certification must be 
documented in the informant's file and indexed on the FD-237. (.See 
MIOG. Part I, 137-3.2(1) (j) .) 

(2) If it is determined that the individual is not 
suitable for use as an informant, the inquiry is to be immediately 
closed bylmemorandum to the source file, which should include the 
specific reason(s) for the closing of the inquiry. This data should 
then be entered in the CIMS database Additionally, ^f^he informant 
is closed because of unauthorized criminal activity, other than.for 
misdemeanor arrests, a teletype to FBIHQ. Criminal Informant Unit, is 
to be prepared detailing the date of arrest, the crimina activity, 
and the disposition of the charges. (See MIOG. Part I. 137-10.) | 






■M 
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EFFECTIVE: 06/08/94 



137-3.1.3 1 Moved to 137-3.1.21 



EFFECTIVE! 12/20/93 



137-3.2 



Conversion From a Suitability and ^^^tinence Inquiry 
to an Informant (See MIOG, Part I. 137-7.2(1) (a) .) 



(1) An individual becomes an informant once the 
• ^ ^-T-h,-f,-.»s the individual 'si suitability. A memorandum is 
IZIVZZ'\^."^T^'''^^ i' -t.ied inCIKS.I The | ...oranduM .»• t 
contain the EolUving infor»ation in Unear paragraph Eor». 
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(j) Certification statement by the field office 
supervisor described in 137-3.1.2(1). 

(k) If handled by a resident agency, identify 
resident agency. 

(1) A statement, if applicable, that the specific 

requirements for opening and operating i-'ii^t*^"*^\ J^^^j'j^.^J ^'"'^"°" 
137-7 have been complied with. The statement should set forth 
specific details on how compliance was obtained. 

(2) In the absence_of..response_from_FBIHQ,_consider the 



"^^^^^iloTTf' thVinf ormant to be approved. However, those individuals 
TenUfied in Section 137-3. 1. 1(3) (a) - (d) may not be operated 
without a specific grant of authority from FBIHQ. 

(3) Authority to operate an individual described in 
Section 137-7.1 must be requested in both the SI and ""Version 
teletypes. Such teletypes may not be sent on a UACB basis. 



EFFECTIVE: 06/08/94 



.• ■y-sm 



^V:' 



137-3.3 1 Revised and Moved~See 137-7, 137-7.1, 137-7.1.1, 
137-7.1.2. & 137-7. 2| 



EFFECTIVE: 12/20/93 



(!l37-3.4 |Revised and Moved — See 137-6| 



EFFECTIVE: 12/20/93 







m 
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\ 137-4 1 OPERATION OF INFORMANTS 1 






G 



(1) lEvery effort should be made to control the 

General Guidelines. | 

(1-) lAeents should not exercise improper influence on 
{.Z) 1^®'^" ="''; develop them as informants, including 

tl ll mad. only by th. «r,U.<l SUte. Attorney'. 0££.c..| 

(3) Vlh.n it b.com.. apparent that " '"'"f"''" '°J' "" 

-"--;™a:^:i:«r°"ntroS„c!r»n:»o«t«t::n;;.';:;;b::5ir 

:::rc=!^r : b r^f U tUipat ns jn -aar oper.t.n.t^^_ 
activities, he/she must be "nvertea to ^ p ^^^.^^^ .^ 

fe::u"tt;.i'.urtH:n:rt TX^lpl :l"^ Manu.^ .. .nva.tU.tWe 
Operations and Guidelines (MIOG).l 

(h^ IWhen it becomes apparent that an informant has 
(A) JWhen ^^ ^H'' J"^ .. ^ ^^ other indication of 
furnished false information or '^^^^J^" ^^ ^i^^ SAC and provide 
unreliability, the Agent must P""f Jj/J^^^t^^r^j/ekground'which gave 

Z ^Srcrona:^?:^n!2d Inf^tlor^^Sh was disseminated to 
another agency. | 

(5^ lAll investigative activity must be made a Pf ter of 
. • ;ii f fid office files, including negative contacts, to 
record in ^he field office tii. ^e and complete, 

ensure that Jhe informant « J^^^'^^^^ t purposes only, during 
llnirn; To^Uii: In^f^rratrof rgenerat^ed!"need not be reported as a 
negative contact on an FD-209.1 .^-i . . >, 

, (6) |An alternate Agent must be "«if «5,f ^^^* ^^ntacU 

. J T>,« alfernate Aaent must handle some contacts 
informant is opened. The alternate Agent ^ f^rmant by the 
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' • (7) [Constant care should be exercised to avoid any 
disclosure to anyone which might result in the identification of an 
informant or cast suspicion upon an informant, except as described in 
137-4.2.1 

(8) JAgents have an affirmative responsibility to check 
the reliability of their informants. | 

(9) |Operation of informants in. undercover operations 
must be in compliance with FBI policy and "Attorney General's 
Guidelines on Federal Bureau of Investigation Undercover Operations." 
The operational use of informants in long-term cases or undercover 
operations may warrant use of a personal services contract between the 
informant and the FBI. This agreement must be coordinated with the 
substantive unit at FBIHQ and approved by the Contract Review Unit, 
FBIHQ. In a situation where prosecution is pending for the informant, 
a Plea Agreement may be warranted between the informant and the United 
States Government. Close coordination with the United States 
Attorney's Office is essential in both of these situations.] 

(10) I All representations made to an informant regarding 
his/her future prosecutipn in cases in which he/she is a subject, must 
be made by the United States Attorney's Office, on behalf of the 
United States Government, and not by the case Agent or others, on 
behalf of the FBI. ] 

|(ll)|Care must be exercised in handling informants to 
ensure that they are provided with no information other than that 
I which is [necessary to carry out their assignments. |Any disclosure of 
information to an informant obtained from criminal investigative files 
must have the express approval of the SAC and be documented in the 
informant's main file. All disseminations to informants [must comply 
with the provisions of the PrivacyJAct. No|dissemination|may|be made 
of information which is classified, which identifies other informants 

Ijor cooperative witnesses, [which is Grand Jury material (see Rule 6(e), 
Federal Rules. of Criminal Procedure), or which is otherwise 
privileged. When it is decided to disseminate information regarding ., 

I third persons or entities from[FBl[file8, a teletype must be submitted 
to FBIHQ, on a UACB basis, under the informant's symbol number 

j caption, setting forth the following information; [(See (g) below.) [ 

(a) That the SAC of the field office has authorized 
dissemination of information from FBI criminal investigative files. 
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(b) The nature and seriousness of the matter being 
investigated. 

(c) Specific details outlining the need to furnish 
the information to the informant. 

(d) The specific information which is to be 
furnished to the informant. 

(e) The fact that the information to be released has 
been coordinated with the appropriate field divisions that may be 
affected by sucji^ dissemination. — _ ^___ — _ • 

(f) In emergency situations, the SAC, or in his/her 
absence, the ASAC, may authorize the dissemination of such information 
from criminal investigative files and immediately thereafter advise 
FBIHQ in the manner described herein. 

(g) If it is determined that dissemination of 
information from either civil or applicant investigative files is 
necessary in order to give the informant credibility, particularly in 
investigative matters dealing with loss of life, destruction of 
property, or which could have other serious consequences, or which may 
contribute to the solution of a serious crime, the SAC must seek ^ 
authority from FBIHQ prior to making such a disclosure. The request 
in this instance must include all information outlined above m 
[137-4 (11) 1(a) -(e). 

(h) If it is determined that the information from 
FBI files which is to be given to an informant concerns an individual 
of no investigative interest to the FBI, the individual should, except 
in the situations set forth below, be contacted in order to obtain 
consent to utilize the needed information. Such contact with a third 
party should not take place if to do so would jeopardize an, 
investigation, disclose the identity of an informant, or when such 
contact could jeopardize the safety of the individual whose consent is 
being sought. 

(i) When it is not possiblejor is otherwise 
inadvisable! to obtain the 1 third | party's consent, the SAC must obtain 
authority from FBIHQ to disseminate such information. |The request 
should also set forth the following information:! 



being investigated; 



1 1. I The nature and seriousness of the matter 



m 

j^> 
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Part I 
I l2.lAn outline of the need to furnish the 

information to the informant; 
I 13. |a list of specific information to be 

furnished to the informant; 
j |A. I Justification for not advising the 

individual to whom the information pertains; 

I [5. [What effect such disclosure might have on 

the individual's reputation in the community; and 

I |6.ThV personal recommendation of the SAC. [ 

(j) If it is determined by the SAC that 

utilize such information. 

(k) In all cases described above, wherein FBIHQ 

Informants which is taken from applicant or "^|i.^ "' JV^^^^';^ "'^ 
Attorney General or Attorney General's desLgneelwxU Ibe notified 
such(disseminations. I 

I (12)1 Informants I will] not be used to obtain information 
relating tlegi defense ilans'or strategies. When|a person has ] been 
IfbrmaUylchargld with a crime and criminal proceedings are still 
'nTit informants! will I not be used to deliberately elicit] 
n?o :tti f coIS'rnl:;; tie crime(s) for'which the P«"- «« f "^«^- 
lis individual is formally charged when he/she has been charged by 
'tildictment or information or after his/her initial appearance 
following arrest. | 

I (13)1 Information of value provided by|an informantjon 
Iviolations which are not of an investigative interest to the FBII 
'Ihoitd be dis eminated to | the appropriate law enforcement agency. I If 
fun disclosure is not made forlone of the following reasons, Jthen, 
whLver easlble, the field office |should|«ake at least limited 
I ^s^tosure to the law enforcement agency having jurisdiction. [The 
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theliisti^icationlfor the action should be documented| in the 

fn ^InJ-rfain kle. Factors to be considered .n.aK.ng such a 

disclosure are. whether the disclosure would jeopardize. 




witness; 



(a) I The identity of an informant/cooperative 

(b)_The Ufelor personal safety] of an FBI Agent, 
I inYor^at^/coope^tive witness lor other persons; or 

(c) A major ongoing FBI investigation. 

(14)JPartUula^wr^;j8^^j|^Jci|j^^^^^^ 
investigati 




Ul5Uncreased|participation in the investigation of drug 

cooperative witness, i.e., that tney may m 
trial. (See (3).)] 

S":'uf ir.;tig:ri::;,'th:?r.u t b. .„ op.n >.. approved D™.st.c 

Terrorism case. (See 137-3.1(3) .) | 

(17) [Undisclosed participation in the activities or an 



■■% 
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(18)|The lawful activities of legitimate organizations 
are not subject to investigation. However, individual members of such 
organizations may be independently involved in criminal activity. In 
order to ensure that the privacy of constitutionally protected 
activities will be respected, the SAC must approve the use of any 
individual where: 

(a) An informant or Confidential Source will make 
use of formal affiliation with an organization that has a 
predominantly, legitimate .purpose, -and_.the_informantJs__or Conf idential__. 
Source's formal affiliation will give him/her continued access to 
nonpublic information related to the legitimate purposes of the 
organization. 

(b) An informant or Confidential Source will make 
use of formal or informal affiliation with an organization that is 
predominantly engaged in political activities. 

(19) In determining whether to use an informant who is 
engaged in the lawful activities of legitimate organizations, the SAC 
should consider: 

(a) The likelihood of responsible behavior by the 
informant during the course of his/her organizational membership. 

(b) The ability of the FBI to focus the informant's 
reporting on members of the organization who are involved in criminal 
activities and to minimize adverse impact on innocent members of the 
organization. 

(c) Whether the use of the informant or Confidential 
Source might inhibit free association or expression of ideas by 
innocent members of the organization in the future, or hinder the 
ability of the organization to function effectively. 

(20) In order to avoid the appearance of impropriety. 
Agents are prohibited from engaging in business or financial 
relationships with informants. If an exemption to this general.. _ . 
prohibition is deemed necessary, the SAC must articulate sufficient 
background to demonstrate to FBIHQ that the relationship will not 
create an appearance of impropriety or otherwise reflect adversely 
upon the FBI. 

(21) Sensitive circumstances require particular caution. 
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:„ any matter, th. handling Agent and £.eUSyp=rvi.=rv.ll a 
;""^d'unf/5rarw°trafi;.'«G.Jt°;,"°Sa:"ri37'and consult 
::!tr;?xU'l^'tL"vP tKat ,ua.Uons an., regarding .a^ 

criminal activity i« provided at 137-5. IW. 

(a) Any investigative activity «hich involve, the 
no.aifcility o£ a criminal informant engaging in activity wh.ch 

?" Ives "lensitive .circumstances^^a. den^^ 

-presented to the .pprcpr.a CD scuon^prror^t^.^,^^ „ „eer it to 

? :";d.ro:v"i::!e:' ommitte. ^"^^^z^j^ ^i!:^" I 
'r^.r.:nSitni;:Uat!:r'ti:? t;,ri:v^un:t": i^ivity .m invowe- 

1. An investigation of possible criminal 
. „bJ^ nffirial or oolitical candidate, 

conduct by any elected °^ .*PP°^"^^*^^^"'tl*^;,''executive-level 
jHitiirtf trnit'tr:'?:^::;;;:?:?::':^ loralTovemmental entity or 
political subdivision thereof. 

2. An investigation of any public official at 
the Federal, state, or local level in any matter involving systemic 
corruption of any governmental function. 

3. An investigation of possible criminal 
conduct by any foreign official or government, religious organization, 
political organization, or the news media. 

NOTE. There are some circumstances involving ^^f i"*l\^V"ti"*^' 
NOTE: There are avm »xecutive-level positions which may 

]Z^Z :-:?:: e -nSn. V. in s„^ instances t.. Section 

^p^i:^U^trrli"e^r!"o!n:;%nf bioials. must .. consmted 
for a determination of sensitive circumstances. 



A. Engaging in activity having a "^^f ^<^t"^^ .„ 
effect on or constituting I fignificant -trusionnto the legitimate 
operation of a Federal, state, or local governmental entity. 




5. Establishing, acquiring, or using a 



proprietary. 



# 
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6. Providing goods or services which are 
essential to the commission of a crime, which goods and services are 
reasonably unavailable to a subject of the investigation except from 
the Government. 

7. Activity that is proscribed by Federal, 
state, or local law as a felony or that is otherwise a serious crime 
-- but not including the purchase of stolen or contraband goods; the 
delivery or sale by the Government of stolen property whose ownership 
cannot be determined; the controlled delivery of drugs which will not 
enter commerce; the payments of bribes which are not included in the 
other sensitive circumstances; or. the making of false representations... 
to third parties in concealment of personal identity or the true 
ownership of a proprietary (this exemption does not include any 
statement under oath or the penalties of perjury). 

NOTE: Some of the above activities, including the controlled delivery 
of drugs and bribe payments, are subject to specific review and 
approval procedures. These matters must be coordinated with FBIHQ. 

8. A significant risk that a person 
participating in an investigative activity will be arrested or will 
supply falsely sworn testimony or false documentation in any legal or 
administrative proceeding. 

9. Attendance at a meeting or participation in 
communications between any individual and his or her lawyer. 

lO.A significant risk that a third party will 
enter into a professional or confidential relationship with a person 
participating in an investigative activity who is acting as an 
attorney, physician, clergyman, or member of the news media. 

11. A request to an attorney, physician, member 
of the clergy, or other person for information that would ordinarily 
be privileged or to a member of the news media concerning an 
individual with whom the news person is known to have a professional 
or confidential relationship. 

12. Participation in the activities of a groupg, 
under investigation as part of a Domestic Security investigation or 
recruiting a person from within such a group as an informant. 



inj 



13. A significant risk of violence or physical 
ury to individuals or a significant risk of financial loss. 
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lA.Activities which could J«"^^,^"^;/«rr ^o" 
claitns against the United States arising in tort, contract, 
fo:;:nsaUon for the "taKing" of property. 

15. untrue representations by a P^^^^^^^j^ities 

^^^X;:::^^'^^^^^^ thriXiduai. .no^udge 

or consent. | 



. ">B.y^;f*J 



EFFECTIVE: 12/2P/93 



c 



1137-A.l 




.,♦•= hy Task Force Members (See MIOG, 
Operation of Informants by TasK rorc 

Part I. 137-A.2(5).) 



«f fhese euidelines is to ensure 
(1) The primary purpose f/^^^^^ program is not diminished 
that the integrity of the C"»^nal Informant Progra ^ ^^^^^ 

Is a result of the i^Pi^-f/^^the feed to encourage full cooperation 
guidelines attempt to ^f-f^;,^%:rsonnel. while -intaining the 

among FBI and "^"^^^^^"^ '^v afforded to FBI informants. T".*";^ 
level of security traditionally attoroe identities of 

[Z balance, Af "^^^l^.^f ?, ^f r e^t^eirro those situations where 
irirers:ntral"to"rheTffert^ve performance of their duties. 

a) The SAC of the off ice of origin -V -thorize tasK^^^ 
,orce members to act as a co-case A ent.^TasK ^^^^^ ^, 

been authorized by the SAC to ^^^ *^ to the informant s 

debrief ings. witness P^^^'f ^^rj^^flgent must be assigned to handle 
Tile. However, an alternate ^f .""^^*^ent. The FBI case Agent or 
the informant -.t^^.f ""« ^'^'.p'on^blelor the operation and 
alternate Agent is "^^imately responsib .^.^.^^ f„ the 

control of the informant. ^"^^"J^^J^^^^-arv paperwork. A co-case 
preparation and -J-"^°";Lnt without being'accompanied by an FBI 
Xgent may meet with an ^ff"^"^^"!^ fully documented. While the co- 
Agent, provided each '"^^ «°"^"I ^'i^ is recommended that the. case, 

„8e Agent may make such J^'^'acts. it vs ^.,j^ ^^e 

Agent or alternate Agent be P^^^^.^^^t^^ch meetings not only serves 

ifrorr-ra^proX-ralfo To r;re%ompliance with FBI and Attorney 

General Guidelines. 



(3) 



Task force members may not be provided with the 
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disclosure authority or the SAC has ^PP" „,embers who have 

Agent for that specific ^-"^^^i^^^J- ,^t\ea^vised of all relevant FBI 
been designated as a co-case Agent ";f^^^%Jf ^^^eUpment and 
and Attorney General G-*^; -",,^/f/,t^that thtco-case Agent has been 

C.) in addition to being ^--d «, the relevant^FBI and 

-r!Lr?:"it^:;^:^^;^^^^^^^^^ ^ 

(a) He/she is not to »aKe any further disclosure^of^ 
the identity of the informant, xnclud.ng to other m 
department or agency. 
I (b) H./She i. not t. '"^"'^/[^ir.'nUill FBI 

agency with any documents or inrorin 
1 identify an FBI informant. 



EFFECTIVE: 12/20/93 



{137-4.2 



/o urnr Part I. 137-2 & 137-A(7), 
Disclosure Authority (See MIOG, Part I, 

Part II. 3-8.4.) 



respon.ibl' for eranttns «'"'""" „„ .„ch di.clo.ure ot .the 
oE an informant and »iU »"!"." '"""'^rmanf. fiU- I" '»• 
r.la... of i»^"°f„ :;/n ! tc LSded'th. SAC oon.idar th, 
decision-making process lu 

following issues: 



^m 






(a) 



The specific nature of the information to be 



disclosed. 
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Part I 

(.) The na»e, title and agency or department of all 

(_b; ine n<iuic, information. 

i„„Widu.U who -iU h.v. ace... t. th. ^ 

CO T.. .p.ciHc nat„,. .. t- r.,ua.t. ...an- or 
„... which 6.«"t.d the di.cU.ur. r.,u..t. 

U) «h.th.r th, di.cU.ur. -iU hav. an advar.. 
,„pact on anv UdliduaU or nx inv..t.at.on.. 

W -= ^''^::."tr."r.r.'.t°°.r'ih thfr'^at't^Ipt 

.h.uld.^oU.«Uy-^",.PtV - Vrratrrd:lni.tratlv. .r U»a. 
r.curu%r. rr,:..t."d..and or ord.r. 

(« Th. r..p.n.. t» any .ubp-a ^r^^r^^^^^^ 
r.,u..t h.arl«g on the '■"" ','^t!e docLant. data, or di.clc.ur. of 
;„ducti.. .£ any i"?"""' ' J^''' individual, Bu.t have P"or SAC 
iha identity of th. informant '» =ny ^^^^^^ ^,,, tb. 

Ip'protai. >«-"0 7';,!U: '-fo . CF^"« ^"°' '"'"Jy'tr.'lnfo'r.ant. 
informant '""''/Jtt J"o°r any information providod '^ ^^'^,'^^„„i, t, 

^ou "d thrinf:r:,anf r.L.. to .i.n th. 5= --.'^^^Id^. advi.ad 

the informant, ^he sp ^^ ^^^ j^^„ ^nd the form 

should be recorded ^^ ^^^ ^^^^^, 

Witnessed by two Special Agents. ^^^^^^^^ ^^^^ 

(3) Any disclosure of i'^^^^^'^f j^^^^ informant's main file. 

_ F«^t- the disclosure, 
reason for tne o ^^^^ _^ ^^^^^ ^^ ^^ 

(4) Physical possession of the source i ^ Federal 

krsS:e'^-::.ieivUh^L.incip..gai^^ 

C5) Members of Joint PBI ^-^\^,^ with Section 
the identity of an informant on SAC 
137-A.l. 



•*#% 
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(6) FBIHQ is to be subsequently advised of the facts and 
circumstances regarding all disclosure issues. | 
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1137-4.3 



Domestic and International JTravel by Informants 1 (See MIOG, 
Part II, 23-8.) I 



— — riT~mMF^TIc"TRAVEr^"rAn"SAC|may authorize travel byjan 

CD DOMESTIC iKAVfii^ |~ i^^l., followine coordination 
informantlwithin the continental "-^^J /^ates ^f J°^^Jf^idlo£f ice|to 
with the SAC, or injhis/her absence, the ASAC of the t 1 • ^^^^ 

be visited. ISAC -^horizat.on .s only ^J^-^/J^i^^J^^rthe FBI.| 
informant is t"Vexng on behalf o or at^thebe^^ ^^ ,,pervisory 

Travel may not t'^^^PP^"^*'^^"^ ^7 |Normal travel within the 

affected divisions. | 

(2) INTERNATIONAL TRAVEL -JAll informants who travel to 
an extrateStorial. jurisdiction either on behafo.o^^^^^^ 

of the FBI. regardless of f « ""^^«,,°^ 'l^.^H Guidelines on the 
adhere to the P^^^^^J"^ °^^,*^5ji fAlTnll Informants and Cooperative. 
Development and Operation of FBI V""'"tnn8 " The approval mechanism 
Witnesses in Extraterritoria J"^^;«J^'^^^^°;'^;„ JJ^H^f jurisdictions 
necessary for informants to ravel to e^traterritor J^^.^^^ ^^^ ^^^ 

i^.r- -s--n r«:::;^-::;tv -"rLron a uacb basis, i 






EFFECTIVE: 12/20/93 
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^,«x, TM AiTTHORIZED AND UNAUTHORIZED 
INFORMAKT PARTICIPATION IN AUTHORIZtu a« 

CRIMINAL ACTIVITY 



,A„ informant «nay not ^^-^^--ita eTr TedrraHaw, if 

activity thlt would constitute ^ ";^»%^^Jr,t the a"t^°"^^^'°"." 
engaged in by a P"vate person -^-^.^^Htates Attorney's Office 
approval of an appropriate FBI an^^" . section. For the 
^ -«^a^•ive except as authorized by cms " "authorized 

representative, excepi. activity is referred to as auu 
purposes of this section, such accivi y 

criminal activity.") _„____ 



EFFECTIVE: 12/20/93 . 



Q 



1137-5.1 



(See MIOG, Part I, IJ/ 3. •*<*'' 




CO Approval, for ^^^^^^J;;ZJ^^S^ -t 
Hauthorizedlcriminal activities of an ordna^^^^ ^^^_^^ .^ 

''fitting the ffi^i'^trn the routine purchase of stolen or contraband 
11137-5.1(2)). other than the ""^^"J /^g^c level or above, 
'goods, requires authorization at the ASAU „„traband can be 
larti;ipation in the Pf f "^/'.if^ft^ptrvisor or above. For the 
I authorized at the ^f^ .f^/**^,'gt are contraband. ! The ^"thonzing 
purpose of these ^^.^deUnes, flfl].^^ ^^^^^^e of any such activity. 1 
official must make a .written ^^"<^^"8l^^ informant's main file 
' ?hi written finding must ^"^^n^ecify the 'acts and circumstances 

prior to the activity and =^ould specify t y situations. 

I felied upon in making ^hi^ determination In ^^ ^^g^^ .ay verbally 
' the ASAC^or the aPP"P"^^^^"^iately thereafter document that 

that: (See (3) below.) u. 

I- nhtain information 



-if- 



^ 
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involved. 

(2) |Participation by an informant in authorized 
extraordinary criminal activity may only be made by the SAC, or in the 
sac's absence, the ASAC, after consultation with and the approval of 
the United States Attorney. Additionally, the participation of an 
informant in any of these activities may constitute a sensitive 
circumstance, and therefore will require prior approval of the 
appropriate Section Chief, FBIHQ. The SAC's written determination and 
a record of the United States Attorney's approval shall be immediately 
forwarded to FBIHQ and to the Assistant Attorney General in charge of 
the- Criminal Division or his/her designee, in a form suitable to ^ 
protect the identity of the informant. The United States Attorney s 
opinion should be confirmed in writing in such a manner as to P"tect 
the informant's identity. Extraordinarj^ criminal activity is defined 
as that activity which may involve a significant risk of violence, 
corrupt actions by high public officials or severe financial loss to 
any victim. FBIHQ must be notified by teletype of such 
authorizations, as well as the concurrence of the United States 
Attorney. (Sensitive circumstances are discussed in detail at 
137-4(21). (See (1) above S< (3) below.)] 

I (a) I If the SAC reasonably determines that an 
emergency situation exists requiring an informant's participation in 
extraordinary] criminal activities prior to being able to obtain the 
United States Attorney' s | opinion, the SAC may approve the 
participation on his/her own authority but shall immediately 
thereafter notify thelUnited States Attorney. | FBIHQ ] and the Assistant 
Attorney General, Criminal Investigative Division or his/her 
designee. I Situations wherein the SAC could utilize such authority 
are- to protect loss|of life or | substantial property. ■ to apprehend or 
identify a fleeing offender, or to protect the imminent loss of 
essential evidence. In such emergency situations, the SAC shall 
attempt to consult by telephone with a senior member of the|United 
States Attorney's [Office before approving the informant s 
participation, 

(3) I Written findings made pursuant to 137-5.1(1) and (2) 
must be documented in the informant's main file prior to the activity 
and should specify the facts and circumstances relied upon in making 
this determination, the dates for which the criminal activity has been 
authorized, the concurrence of the United States Attorney and a 
description of the anticipated criminal activity expected to take 
place. In emergency situations, the documentation should be done as 
soon as possible following the activity.; 



"■■V »••*'' 



) i.)^ 
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(A) IWhen it is anticipated that the informant will 
participate L i--ri.ed criminal activ.y^.nc.d^^^^^^^^^^ a^Croup 

operations Review ^°- ""^^rcHa io^ n aJtSoHzed criminal activity 
approval is required ^J'^ P^^^^f'^^^Je^^e or physical injury to 

l(5)|When approval is ^;;-^jt Iwinlbej in^trte'dl that under 
participate in criminal "tivity, he/she|wiiil 1 ^j^i^nce, 
L circumstan^s arejhey. to parUc,ja|e^^ 

"initiate a plan to commit criminal acts 

obtain information for the FBI. 
j (6) iThe field office should, to the extent practicable. 

1 ensure that: 
j (a) The adverse effect of the activity on innocent 

individuals is minimized. 

(h) The informant's participation is minimized and 
W The inxo ^ source of technical expertise or 
that the informant IS not t^e P -ry sou^^ ^^^^^^ ^.^^ participate. 

I financial support for the activiLy i . 

, (c) The informant's participation in the activity is 

I closely supervised by the FBI. 

, (d) The informant does not directly prof it from . 

1 his/her participation in the activity. 1 

, (7)Any proposal by a ^-^[<^-^i:i,:nrfo'r:a:r':hi"nges 
otherwise criminal act vities ^" "J'^-'i^^^J^^rSource to informant. 
the status of that individual from Confidential aou 

t. -^^i-aot-i'nir Aeent or second witnessing 
(8) The - ^^^^f^^^^^^^riifjritnt is briefed regarding the 
Agent must be P«"f J^^/J^^^^ J j!/i^^d criminal activity unless 
nature and extent of his/her ^^^horized cri ^^^^^ ^ the SAC. 
strong written justification "^^^^g^^ven to ana pp ^^^^^^ ^^^^ 
or in the absence of the SAC, the ASAC. not to 
present. 

(9) The SAC must review all such criminal activity by 
. ! il«t everv 90 days. The SAC's review must be 
i^trSU T. \ll'lT"Z:°.Z^. m,.r tK. appropri.te control 

file.! 
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1137-5.2 



I„fo™a.t participation in Unautho.i«d Cri.inai 
Activity 




(„ whiU oarryins out an ^f "''^rth'thrFBlfthtf.frr, 

Confidontili^ource ,h,, a^.,i,u= rj >-^,J?;7 ,„ „„„ection with 

hi./her P"t'"Pf' °" '"„n ."nor character, .u.t be c.retuUy 
„ pBi assisnient, even of a »^"°^ determined that an informant or 
I- -l.i Hence, vihenever it is »«'^«'"^"?° , „tivity "hich »a» 
c:»f denlul s!„rce'h.. P"' -I?'"*'".,",'" He trdd .up.rvi.or »ill 

'„:f authorized P— »°^"/ra»'^nf rcem»t or P"""''" '"'^°U on' 
ensure that the appropriate 1" «"'° .,k, , „itten determination 

are advised of any '''''''""{^''/.'ZZ't is justified. This 

Sl.rirti:n"sru;l r.'d:cu^onted in the informanfs main fiie- 

°^l'° TmH"-? hr'n^Ufi::' Immediately I */;— fa'en^orr.L" 
, rdr:dthfr\rr.tify|thel.Ppropriate s a e^or^local^l^^ 

' or prosecutive authorities of any ^^»^» j^.i s„„„e is ustifi.d. 

1 r" iratir. ^hernofirira^LrtJ^state .r .0. .-horitie.^i.^^^ 
r.t'e'rli"orto .e ^^l^^:^ ^J^l' fore.olenforcement 
UtroJ: 'the"fn!d"offi"|mu.t advise rBIH, Of: ^ 

, The fact, and cireumstance. surrounding the 
.„eor..nt.. or ConfiUntfa! Uurce.s criminat vioution. 

. I- -toran:;:n'f-rc::iir:r;r.cuttr' 

i;:tL"'ti::"ard r iurti^rcfti.n for th. notifications 

3. The natnr. of the information sained a. a 
result of the violation; and 

« «hat use -ill he made of any information 
gathered through the violation of la«. 
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.. the FBIHQ will »ake a specific determination on whether to 
'::::^T.\^o\ TV^o^.... or confidential Source. 

(.) A field office must notify FBIHQ whenever ^.t ^^ ^^ 
learns of participation by an ^"^ °^^jf °^^,^ ^°,"i^eal law enforcement 
l:rof vioLnce. even when -^^JXT^oXT^CJ!^ -. ^ secure teletype must 
or prosecutive authorities have been n ^rcumstances 

be Lbmitted to FBIHQ ^^^ting forth the fact ^^^ification or 

concerning the i^^^^^^f %!^°'rr "cl a- en^''-^-^'^^ °^ ^""k" h 
request has been made to Btate or local ^ information gathered through 

au?horities. «^-t "se will ^-^%.^^\ J^ continue to use. the 
the activity Land_'_ -Whether the. or ri 

informant. 

factors should be considered:! 



C 



(a) 



Whether the crime was completed, imminent or 



inchoate. 




.ec nf the crime in terms of danger 
(b) The seriousness of cne crime 

to life and property. 

,t.te la., ..d whether a felony, ...demeanor or 

W Ih. desre. «' ■="'""'>' <" "" i»f"»>''«" 
resarding the criminal activity. 

identity. ^, ..,„ 

(f) The effect of notification on FBI investigative 

activity. 

•11 n,o field office take any 

action to conceal a crime oy a 

-»«i-ations or recommendations may be 
(A) No factual "P«»f ^*^'!"' ^L which may stem from 

r.t;r.ti^r.!nii'ro^ir.;%ri=t\itho„tVio^^ 

authorization. | 
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, , i3,.sl CIDBLINES «.D IHST.UCTIONS TO BE DISCUSSED -ITH 
•'^ ' INFORMANTS 

- u «»Hi> clear to the informant 
The following matters must ^« "f ^^^^ than the second 

admonishment. ". »B £olU"..| 

I «, lAssisTANCE voLUNTAKY "i j^:!^".^"^":'^.::;':" 

,t,Utly vountiry and »iU ""''"J'./, r:Lre .uch violation. ».re 

E:v:h;rtr.'r/.;o;:iftr.»%'.a^^^^^ 
::5tryror„:~ni::;tT:r. E.. 
ron-i-n'ni ;"o rn:r'trarkr"uro:..iJu not ...e^ t. 

reportlalllpositive information. ) bo 
promptly as possible. 

l„£o™.ti.nlr.lati„s to ,p.c|^f.c cr...n.l^^^ ^^^,^ i„i.diot.on .n 
o£|the|pertinent|lesal is.ao. 

, '"' ""■' 1«)1ACTS OE VXOLEKCE - -^--f/H'ti'rct ^V^^^ " 

' a.t. of viol nil. vn,en "^'lZ:Tc^il"'^'\'' •'""'f "" 
I ihen an informant learn. »' f^;°*i',°..„„„i toldiecourag. the 

,iforere!'"nd':e^:rt It i"rdent to «./.« HandUn. A..nt at 

earliest opportunity.) 




r" cm 
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I (7) lUNLAWFUL TECHNIQUES - ^^^.^f^^ jl:itli^'U"entering. 

information for the FBI. 
I 1 (8) |PU» CEIHINAL ACTS - l„£or.»t. |«iU l-t initiate . 

plan to commit criminal acts. 

the_FBl-l -■ ^ A 

^r. TurAvep - Tf the informant ts to be paid, 

income tax purposes. 

,dvi.,d thlt th. FBI ""1."°' ;"„='r:„^ uenti.l b..i. which tend, to 
information provided by h../h.r on a 'on. ^^^. ^^^^^^,^^,^_ 

litn^nvr:fpr;.:tt"i""c'.n:ireratiL..| 

I 1 "" \rTTJT^ el:!::.:-^!;' thelr-and^hlt under 

' he/she is not acting as "•«'",, °„„i„Eii technique, to obtain 
no ""r""",L'r.: %":( a'con?ideiti,l Source ha. been so advised 
iu'srhrrcumelt'ednf the'main file and indexed on the PD-237. 



EFFECTIVE: 12/20/93 



1137-7! 



K.STPXCTXO.S »OA.OX«C THH OB,..0P-^ O-KAXi™ _ 



ISAC authorityli. '•r'"Vi°rei°t"conl«t"th°.t "dividual 
individual Ind rBXHQ author tyr. re u red^to con ^^^ . of thi. 

to' a fully operational P'^^Y .®f,^?^ „« to be considered privileged 
section, the following -J^^J^f^^o practice law in state court, any 
informants: any person ^^^t^^*V°/,„ter of the clergy, and any 
licensed physician. ^^Y PT*J^i"i"* ^d informants that have been 
member of the news media. | Priviiegea 
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.'fied as to suitability «ust be *"^^^^^^(JiJ)%e£orf t^er^n^^ 



effective: 12/20/93 



1137-7.1 



c 




H^IVaaS. Ur^nS, 137-7.1.2 . P>rt 11, 3-8.6.) 

CI) Acceptance »f.i.£o-at'»£^o»^^^P//;:i'trnot 
,„.Wldual^n V«n.-ti.. .-.. -^",«;ra,uest ,. t.e FBI, .ay ->. 

*"" C« T.e »Pe""»-/,,Lri:"r .i-rr //ui.. tne 
constitute a "-/',tra;;ropriare Section Chief. FBIHQ. 
p.i.r approval of the app Uva.tigativ. 

(,)| The privilesed i'^'^^W ^^ riblelFifth and|Sixth 
i . .hould be evaluated in terms ot P° individuals xiU 
1 interest. »>'»'''"".,, „£ interest issues. /"•="'" „ticulated that 

rrreVp^tv^ r 

''.-i-- ^^^^^ iVrronUrobULd in 

of concern, and cne a 

another manner. ^l^^view the results 

. •„»! Lezal Advisor must 1 review '^"^ , ,, 
U6") The Principal Legai »« -„,_lnts to ensure that aii 
f T^ £i Ittf Uliit«te-r-^Per. addressed.l^ ^ 

, C5) lAn i^^^f^i:;^:^\::^^^^^' " 

°P-^-?." T. tfsrh:n onlirentuiitv were not protected, 
information if his/he 1 ^ . . ^ ,^,i,ed that: 

l(6)Privile6ed informants must be advis 

. - f rmation from him/her, the FBI is 
(a) In seeking information rro 



■rm 
>-»?. 
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not requesting him/her to violate any legal obligation of 

confidentiality. 

(b) He/she should not furnish any information to the 
FBI which would violate such a privilege. 

f^^ The FBI will not knowingly give him/her any 
„,Un..»t. .hi^h'vm'cuse . Violation of Ki./Ko. l...i o. etH.cai 
obligations. 
The fact that the., aavis..ent. «e.. given «„^.t^.^doc„^nUdJ» th^ 

infc)£m^nt's_file.rl— — ' 

I (7)1 If it is determined that the informant has furnished 

of: 

|(a)|Establishing that the information was received 
and that the issue was recognized. 



I 




II 



I (b) Documenting I that no use was made of the 
information. 

„iev.„t to a.,l:iu:«;w^^^^^^^^ 

independent of such information. 

i.oMt, „f nrivileaed or other client-related information 
'^ftld"ft'I furnished regarding a situation wherein 
«ill be permitted if '/. f./^^^i^^js physical injury. , . 
there could be loss of l^^/'""";*^? value, result in other |seriou8 
destruction oflproperty of ^"^/^"J^^J/Jhe ;olution of a serious 
consequences or which may "f ^t^'^^J^J" '""depending upon the exigency 

e.ime. If ^^^^^^IJ^^'^llrVnuZ S a ritu'rLy's^f'fice and FBIHQ 
of the circumstances, the uniteo p _ orivileged information. If, 
Lst be consulted prior to^any ""^^^^^^^ Jj^^ „t|h thejUnited States 
I because of exigent ^^""-J-rnUross bt prior to Ithll use of the 
Attorney'slOffice ^;|<^,f,^^"^/'"tes Attorney' s lOff ice and FBIHQ must 
information, both thejUnited States Attorney i ^^^^ ^^gerit' of 

' be advised i'^-Ji^^/y^^^^i^tLlSn ted State. Attorney's Office 
I circumstances «^°"1*^/J^^^. Gained Use of privileged information is 
' prior concurrence not ^%°"""";:,i " allowed only in serious 
lo be thoroughly J---f//,jf ^^ '^rmation could be^onstrued as 
situations where to/gno*^® ^he inr information may 



■^A- 



'■■vmf 
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I 137-7.1.1(1).)! ^ 

, 1 (9) (privileged i-^^^^"^' ^^^,tWe Tatt^rslwithin any six- 

. -P-.^nt contributions to FBI ^'?^«''^'? „' -mde the continued 

\ considerations.! ^^^^ status in the 

UlO)! Any change in a P^-iy^i^^tJ '"mention o£ FBIHQ. 

I or! e'ctensive!taedia attention. 



'^s;f? 



G 



EFFECTIVE: 12/20/93 

• .-•„„« Regarding the Operation of 

informants must be in scr 

instructions; ^^^vrc ac sET FORTH IN 

, ., ■, ,rBl NO INFOEMATIOH »AY|BE ACCEPTED ™ REGWDLESS OF 
specifically aavisB" »,;-/her clients, THlb *^»='»\':^ _„p ATTORNEY" 

RELATIONSHIP . 

attorney with a crimina 
I approval.! 



^M: 
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1 



effective: 12/20/93 
".emter. o£ the "»"%*", „divUuals ar. not to be "t the.. 



effective: 12/20/93 



137-7.2 



I 




Kestrictions ^^--/.^.Ir^ts'^Lsrd'fn'thelt Irplo'yltnt 

^"^^r'"l(SerHIOG Taft I. 137-10.)! 
or Status l^See nxu". 



,US I V- — , j^^ 

.n The following i"^<>^TH%!SaUd'brhiXr. i^ the 
^11 ^AC or an individual ^esignated y ^ ^^.^^ 
operation by the f^. or * ^^^ ^^^ "^^°^J.^ opening teletype. 
Requirements set forth belo^^ ^^^^ ^^/teUtype X^e'sub.itted on 
teletype. ^^^^ *"i\as been granted, the teletyp > individuals 
vmere ^uch approval has ^b^,^^^^^^^ """fot on a'^ACB basis, 
a UACB basis. ^^\''^«quest-only basis, not on 
nay be opened on a r q „„n«.TION OR PAROLE. 

(a) FEDERAL OR STATE PROB AT lON^OR ^^^ ^^^ ^^ 

probation or Pa'^"^*' .,^L,itv and pertinence ^"<1"'!'" .Retype as 
Tterained during s-tabiUty^^^^/^ .^ 5^%"r!ndlvUual would be in 
of this d^termnation be ^^^^^ ^n ^"divi ^^ ^^ 
described in l^^:^;^' , or parole restrictions, if oP«^* probation or 
violation 0^ j;°f,^irof f ice should o^^-n tj.e nee ssary p^^.^ 
':roiro HcUl's%er.ission to operate f^^^J^^^^,, , ,ae. In those 
Tuthorization tnust be documented m 






iM 
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„.„„.! of lnv..tl».ti.. Op.r.tio„. ,»- Guidelln.. 

^^'^^ 1 o. /^ffice^ cannot be 

:„.t.nc.. »h.r. an individual • ' P"''^i™.r.„r»hi thl. =.»tact e.nnot 

request for FBIHQ ^o grant authorUyfo ,^ ^^^^^ xnappropriate 

a request must sei. 
_.XK...U»i.tad_Sta.ta.^Pa«l. Co...»..»^-«^^^^^^^^^ .J, „ ^ ,e„a„t. o. .» 

°„uirem.nt do., not P"«l"J'.^"i^5iiiSu.la •« "• """""'t Xir.d 

r.v:i^;-"rsSnH^fatd-o^.it^.i^^^^^^^^^^^^^ 

„- in those cases wherem ine documented in the c^"''^'-' 

Tarol. otticial's pa"i.-«" -"^Jf '^'^Uon „£ any fad.ral parol.. 
Ll.typ. """''!" '" iftk iJ; USPC ruU. and r.BuUt.ons. 

authorized «i"^"?^"^'r„rder must have prior approval of ^"^^ .^^ 
inmate wearing a ^^^^ "(^"jJt C'^i^inal Division D^P-^^^^^J/fbiSq 
fn^^r^ThLTprrc-rshoufd'he "^-^^f^.^^/if/ ^^t Uzatifn o1 the 
^^ I* Jv/u^it subsequent to opening *'?^P"''the informant should be 
substantive un^tsuq^^ becomes °P«"^t°"f,;^r!s defined as wearing 

reti-tr™.d°d«iiicn Un t. .ad,= 




1. Location of prisoner; 



Sensitive 
printed: 02/18/98 









Sensitive 



Part I 



PAGE 137 - 35 



tlumber, »nd physical M5 !• , U incarcerated; 

5. Chars., for f-cH P--r„t^ncL. iuds.'. 
including data, -ntenca. iud.c..: ^^ ^^^^^^^ 

4. Copy of prisoner s arrest 
„E the arrest record .ust be s„h.itted; ,_^ 

'• -^"rrt^el^"hnf,"eo"."o^lw'=*-^-■ 

tne investi^t^o^jB.'**'--^ =""f^'*^^- 

-„Ky- they have failed. uv.stigation and his/her 

tUnUatirunder-tntesti^ation; 
„1. in the cri.e or or^ani^at „i,,i,„ship or 

7 Describe the P"""".' !° 
. th the ta;setCs) »ider investigation, 
association v,.th the prisoner's 

, \, tr rt't^t". rrr-rer. cf r story to 
incarceration status If •o;^'^ „ t,. investigation! 
avoid ieopardizins his/he „p.„tio»al r.le 

9. Detailed explanation of the P 

-- Jo to oerforto; 
the prisoner is P ^^^^^^^^ ^ taken 

^?; XlV^lnelilVrrisl to the pubUc and 
to ensure the prisoner s sa£e V, 
prevent the prisoner s escape, 



„. „„gth of ti.e the prisoner -iU he needed 




in the activity; ^ witness and 

.;^u^ti\hr«rtnrsrserurrt;pr.»- 

„U1 he/she be considered for ^^^^^^ 

13. Mill a prison redes.gnation 
e frVi^ ooerational role, 
upon completion of the P custody of 

U. Will the P"»-«^,/:rsUlar facilities at 
the investigative ^-V. - --1^ i^^I^ded except for their own 
certain tunes, 
protection? 



u.r «f law enforcement agents 
15. The total number of law e 
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.s.Un.d to the .aoirity datail; 

1«. Ha. t.. r,,u..t be.n - ;^'//,Vta!le. 
appropriate -^'"'"p'r^rnreraonrn^^^"' an. Uc.ti»n o. the 

: :irt:rt°s;u:rst:trr.r„., e„.ora.. t.e re,..^ 

.„..Ute. i. . "«"rv";nra°fett!re/"rtr.»'r^ep.it .houU .0 

:xirttr;t"t.rro""i:ion oe actwuv; 



Q 



- -—'/.N-nBt be obtained after 

^ '»•■ ^"^">!t tr'prrare^'l. -e'"»"^ « »» 

th.re,u..t ha. been approved i£ the p 

in those >°'""?*' ""„„„tion »ithin his/her e.ploy.n8 s f^„,tio„ 
Tonrirotided and the reason -hy^the;»^«^^, ^^^„^„^ ,.,,,„.. 

'"^ "'", °°ve:"or ndw!ra'r»ithin t^;/',,irrodr"i"' '^°°'"°"' 

rrW:r.^r'ron.identia^ d.lih.^= --%'i^t^!t ^.;o-in..y i^^^^^^^^^^ 
'„£ ta» are »«V";"„|;,/rn^''.oUon of the severn-ental ^^^'^^^^ ,, 
or attei.pt to .ntluonoe V .„„.ti,.tiv= jf "'f,.:" tdti.e«.nt. were 
lurtheranoe o£ a oo»P . . j. The £»«',""*'.'! ..t forth in the 
";' '""?": docifnte" in the infor.anf. f.le and 
given must oe uu«-i. 

°'-""' "*"'■« ™xo» o.nc:..^ -.,t-n-fa:tTo\i:^ 

advised that th..ineer.ati.n «h.oh th.,^P'/.„„, , irroe'p"" " ' 

ira^j"?hrtT.'mj^--r^^^^^^ 

i°!rr.'t'r„ornriri"nli"e'»" or atte.pt to innuenoe an, 
union. 



M^iifjsV; 



;v;iS,vS?^>''i: 







(f) 



FINANCIAL INSTITUTION EMPLOYEES. 



These 
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Part I . • nf the Right to 

^ K« briefed on the P^^o^^"®"^, „:u not knowinsly 
individuals r^^^Lt and advised that the FBI wxU no 
Financial Privacy ^^^^J%i„iates the provxsions o£ tna 
accept information wh.ch individuals must be 

(,) SCHOOL EHPLOYEES These xnd^- 

, . -.ed of the provisions of ^^^^^..f/.St^te reneriuy prohibits 
advised °*^'';^^i3y Amendment. This stat b ^^^^^^i^tg 
l^novm as ^he Buckley ^^^ ^^^.^ ^^P^^^H^ onUtudents oflthe 
educational ^;^^^^^";'^^ds which they "^^^'^^t" °"i the provisions of the 
information «""> "^j^^f^Unts must be *<i^^!^tnr is obtained 
institution Su'^h -fo;^.^^ ^^^^ ,,e providing ° ^ ___ 

law. even if Y^Z"l employment. — 

in6p?end^^ot_^^^r^^- y^ .^visions of the 

Ch) ACTIVE-DUTY HXUTMV. J^he P ,,. .^e 

posse Comitatus Act ^itle B-^f^;/, ^, ^'^ri'ltfth^rUe.nr accept 

lnd5v!^alf::i?3^i-thl^f „1^! -i:;t^thr^:visions Of the 

■_v,>r>r<» or intorin**-*-"' 
assistance oi 

Posse Comitatus Act. -^formants may only be 

another manner. <>See n _ ._...„, 






.J a currant or past particpant '■< ' En£or=.»e„t Oparat.o 



ly tne uek-c 



a°-t'r'.»-.i=,t---t;;fT.i"oi-: '"-'""»"•• 

raiHQ, Room A9AA, wii- relocated (source 

cooperation auC . k„ the »ltno,.. 



AU..(o.> •'"■"'V th. witno... 



Sur.oruTo:rr:trt:v.o,. 






■■"i^ 



m 




A If the soui»-« -- 

.. to the »itne.;. .«.> ■»"• »' """"" 
of source to i-no ^ 



.. is not a witness, relationship 
If the source is not a 
*F uitness. 
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t^ »,irth Social Security 
of birth, place of ^^^^J^'^f^ applicable). 
Prisons Register Number Ut app 



^- "!°i;'r:- ttrc.:rr»i --^ "' 



date 



Q 



1 ,™„>nf if unemployed, how 

source is subsisting, 

1^^^^''''''°^' , ^ f tareetCs) of investigation and 

7. Name(s) of target ^^> investigation. 



the 



, .„ the crime o; organization under inves...-^^- 

ir role m the crim y/.^ scope of the crimi 

; .,.„- g-^Signif icance and/or scope 



inal 
with 



8. Sign> 

activity and target(s). association 

9. source's relationship or 

w„>) under investigation, 
the target Cs) unaer ..,-,;«. source in 

-• rtirif llo^u^t fail^rJ "e being revested, 
investigation, including details ^^^^^,,,,, ,, source's 

11 Consideration of alternai. 
. .-^n of w;y they will not work, 
use and indication of why involvement m 

.tiiuertt^bti^rrPPro'd for WSP services, 
criminal activity subsequent 

. .nal't;volv;;;nt. and how source 
source's new criminal invo 

"""" activity. ^^ ^^^ ^^^^^^^ ^^^^ ^^^^^^ ^^^^^^^ ,„ „turn 

^or his/her cooperation. ^^^^^^,^ ^^^.^..^ 

15. Statement as zo w"«= 

ires him/her to testify. completed 

16. indication as to whether ^^^"^^^^^ ^i.^rict 



13. APP-^-^ «^ -!^^:L;riru::""- 



requi 



f..r which he/she was p 
testimony for wnic 
and sponsoring AUSA. 



laced in the WSP. 



)E source s 



17. If known, 
ince relocation. 



details about other agenci 
,le status of source 



ies' use 




^ (indicate whethe 



18. Probation or parol. .----^^^^^ commission 
r U.S. Probation Office a 
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j:t^.v 



should be notified) 



c 



cres to be taken to ensure 
19. Security measures to d 

. • •«,«1 risk to the pubUc 
source's safety and mxn.malr.sk Wy recorders. 

20 Use of electronic devices, body 
-- (cooperative witnesses ^^^^^ ^^ ^^^,,,.,,/ 

21. Name of case Agen«. 

„.p„„.m. for .afety ;« source. ^ ^,^^ ^^ 

22. Unsthof .ti..,»Pur«. 

7' '-"Th^B investigation. 

"Veeaod re6ar<l.n8 th.B ;„„,c.rat.di i£ ". 

23. «■•"■" 'r/iud80°h.uU b. =dvi..d. 

. .^lLur:n.'.ra/ra";u. .^at -;aU U.O., or 
tha FBI. b. t«»"'f '" C'uardod except tor h.»/har cm. P 
whether source ».U be u«g .„„„erated, v-heth.r a 

25 It the source, is '"="'" j' ^j activity. 
. ,-.„ "ill be necessary, upon co.pletion 

-'"" """"' ,, ^..her source is represented by counsei and 
Whether counsel concurs with activity ^^^^^^^^ ^^^ ^^^__ 

..fe^edUT/ Ufe' ;csecutor, irso ".... 

endorsed by '"'"'and ocltfon of prosecutor (cooperative 

telephone number ano 

only). „^Hvitv will require 

'"■ .ZTJr^ r^b'seruenr'^location. 
sub.is.ion of new «SP application __._„__,„„, 



29. 



• a. J 

.r« will be charged/indicted 
Whether the source will oe 



in this investigation. 




jf- 



Mr'n-OKS a«>ivicu*.s imfK T-^_A^^_°^,,f,U,5" , 

"-•-"S't^^drcr-trerTar^-lfco sent - ^^^ 

Office must -"^icaC ^^^^^^ ^^, ^ ''f.^^ftlinUg consent from 

his/her use. If ^"^ .j^ ^^ obtained. ^^ °^„^"' „ust state the 

such consent can or will b^.^^ t^^^'!'l, '""the absence of parental 

his/her P*^^"'^' '" "e of such an individual m the 

justification for use o 

consent. 






Sensitive 
PRINTED: 02/18/98 







PAGE 137 - '^O 



G 



Sensitive 

, ^i^tive Operations and Guidelines. 
Manual of Investigative up 

Part I 

^^ 1 Name of BOP employee. 

2* Location and Job title of employee. 

3 Necessity of utilizing the employee^n^^^ 

.. .Zr techniques are_ayailay.l,^n^-_P-^- ^ engaged 
investigatip^^^^^l^V^n-vS^ich the employee^ 

—required. D!^*^\'^%ength of time the emp oyee "^^^ ^^ ^^tact 
and the lo-t^^ion and lengt^ ^^^ ^^^^^^^^ T^i^'tside the institution 
Advise sP"^^^*^!^iL friends and associates outsio 
target (s) , ."l^^.^'^i/ investigation. 
Ln connection with tn investigation 

'- ^Tes^lr°orrXtfon°under investigation, 
.nd their role(s) in the crimes or g ^^^^^ ^^ ^^^^^^ ^^^ 

5. Security measures 



employee's safety 
witness. 




•«>, transfer wiU. <"^ "^V' ^* 

7. Whether a job.transre 

fon of the activity. 
necessary upon completi jeopardize the 

8. Whether the activity wiU J 

employee's family, and if so. how. ^^^^,,,,Cs) of any BOP 

personnel and phone numbers 

need to be discussed. personnel where the 

, f„ routine interviews of »f P"\„ furtherance of 
This does not J^tL^to pe^orm an operational role m fu ^ ^^ . 
employee is not asked to p 

an FBI investigation. ."pvatmeNT PROGRAMS. Federal 

(,) COUNSE^f^^f iSi^afs Tor ^e purpose of 
VKitfl the opening of these ^n^^^*''" ^^^ counseling of 

patients. 
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EFFECTIVE: 07/30/97 
3^.3^ ,..HE.S .0 I.O.H..SlCSee KIOG. ^^ ^ ^^l ^a.ents to 

tontajn theU,as.^ta.^e 1^5^^ ^^t.^d parent! liese requests 
[during the ^^»"l„i^^ysti£ying thelrequested pa^ commensurate 

I'and the ^-^-^-^[I'^^jZi^ilei to ensure that they ^^ ^i^ility 

' should be c osely scr" ^^^^^.^^1 ved. 

1 withlthe valuelof ^heU J management. 

^ rests with the f.eU ««^" ^„^ „penses must 

.. .... ..:^SrBisS^B^BP;:Z 

ASAC authority, and not £r^^l^^^ ^ ^T's useful to^ietermine who 
authority, lln "J^^^^^^ case fund. ^^ ^%""'d whether the expense 
informant or ^^^f^^^^^^nt of the P^V^^f'tJe informant, vmere the 
derived the pt^-ary ben ^^ "P^'^^'/^^in^ a benefit to the 

„as incurred as a d.rec ^^ ^°f/',""perating the informant, ^t 

payment is made £°^J^^ ^ ^i^ect result of °P"*„/ authority and not 
Informant or .s "»f f^^? the informant's case fund 
rttbrtaftrvfta:! authority.l ^^^^^^ ^^^^^^^,,^ 

C3) I- -,-raU Tylrn^toT informant un-ss -rong^ 
t^S--S935S"nlt t-b:^T:tcS^ .ent present., 
the absence of the SAC. confidentiality may ^ 

payment under SAC au ^^^ should be openj. ^ necessary to 

be paid a second time. / ^^ ^^.^^^ ^r^fi Lrposes. Payments to 
one-time P^y^^^J^^f^tat for security or t'^J^/^jf.id office informant 
niaintain an ^'^<^;;^i*^^f„,ces are charged to the ^^^^^ „e therefore 

one-time -nsy^^ol »o-^,.,, .^e number. Pay- 

budget usxng the =u^^^^,,y. I 
made from the case 
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Pai'^ ^ ACAr Imav approve 

1(5) The SAC or, in his/her «^^-r„:/"if£fr;ltion. the 
t« to an informant If or expenses ^^ ^"/J^'^l. basis up to 
payments tojan ^« „ information ?".^^^:"; i„ia incur expenses, 

iiiiirr ? . in -tUtions ^^-^J^r op" ftion orlin order to 
■PIPtrUl. inlconnection with »^^^f ^^/^^thorize paymentjof an 

iK^fUaUon for^^^^^^^ 
advance for these "penses p |^^^^ ^^^ ^'^^^''^^^ incurred by the 

ittrrpi,^.!^- .. .-v»=.. - r, r/:;..nu. in i»c-;f t.°!ea.. 

authority Uval. I .^Bg^.yment 

;r/S rt"-|ir^" "It- » aU.,u..t-.,..,l...- 
teletype must include: 



I 




(,) A specific request that an additional 
payment authority .be granted. ^ ^^^^^ ^^ ^^^^ 

Ch) iThe total --f^/,rcts expenses and total 
,or the current FY, broKen down by servic 

payments. 1 . .v,^ information or services 

Kc) Alconcise 8"™"*'^ .°^ ^^der |for which he/she 
I .. . Hv the nformait.lin chronological «J«-^' ^^;„,,y ,,,ould 
I provided ^y the ^^^^ ^""^^T iZ's^ the general nature of 

has been paiQ sii"." ^v,araeter of each case, ui^e » 
, -Llude the title and cha^c^^e^.,,, ^^ ^^^ Se'^^^ormation or 
' the information or "'^^^ /^^^ „ to the value of. the ^^ ^i^t^^ents 
investigation and^^stt^^^^^^ including s tat it cal^-^^ provided. U^. 
service P^^^he informant as a result °%the in ^ ^ paragraph 
f'^i-ftttv follow ns this information «f f ^^^.^^/i/.tion and the 
Immediately roi^" ^c «avtaents under the prior -« services 

showing the dates f /^f "7i^aed into the *»<'""^-! ^^^/the rei^^^ing 

rX'::t»"/S{^p;:raruMi'i» ^e f.Mf -..k .- 



1 
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1(7) 



A„v4liarv Office (AO) 
payments to Infomants by an Aux.Uary 



WH.» an in£or.ant provide, ••//.'r/.t^.^a^e"*: record 
v /h«r Office of Origin COO)., care ^^ 

other than his/her ^^^ \^£„,„,„t ■ , £ile number. Th.s 
each payment "smg tne 
accomplished xn one of two ^^^ 

(a) If the individual .s expected to^P^^^ ^^^.^^ ^ 

»e-ces or -ormati^^-^^uTthr^^^ reopen it at the^e^- 

time, close the intor — — T-^TnronTy"tem7orary 

-^^ Xb>--irthr individual .s^rovxd.ng o J^ ^^.^^ 

th« AO may make payment (s) th^o"» maximum 

assistance, the ^^ ^»y assigned by the 00 up t ^^ ^^ 

the informant s ^/l/ '^^f/^,. The AO must "^'^J ""'^^tro'ization 

.,.»i- authorized for me informant s aum"***- 

Tsure that payments do not exceed the 

level. ^„or>tfi will be charged 

<c) note -t -r-:.ricr2!nr- payment, 
to the informant budget of the 



I (8)1 Lump-sum payments 



irrr.rc:t ;Ta,gt. .;;».;»™^ ™.-^. - 

issues must be aflcr .._.._.;,.tion. 



I 




«f the investigation 
1 significance of the in 

i„tor«.nt. Th. f.Uo».« factor. 
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a 
\ for the initiation of the 

the informant, 
from other sources. 



.. Whether the in£o™.nt .« resp.n.lbU 

e case. 

,, Quality of the information furnished hy 

.. vn^ether the information was available 



a. Length of time Which the informant 

devoted toJ;he investigation,,,.. - - — ■ -^ 

e. Whether the informant part.cxpa 

o^.ansual monitoring activities, 
consensuai ».« Aeents were 

,f. Whether undercover Agents 

introduced by the informant. 



H; 1 informant or his/her family 
V-' h. 



. , . ^ for violence toward the 
g. Potential risk for vi 



continue hi./her n«r..l e.ploy..»t 



investigation. 



i. Whether the informant suffered any 
1 , result of his/her cooperation. 

1 financial loss as ^^^^^ ^^ ^^^^^^ ^^ ^^^^^^^^^ ^^^^,,,, 

.gained as a result of ils/her cooperation. 



» «"""'''' ^^ ^Utical accomplishments attributed 

J,, ^'^^'''•^'dbv this informant. 
^Jon or assistance provided by tnis 

I- u.. fVife informant, 
contributions by the m \ , is to testify, whether 

'■^ n If the informant is to te» 

„ ....... „> ..s-,'r. ■.sf.K.r.srev....-..- - •-••• 

f I I enforcement agencies m 
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J «hich he/she provided to the FBI. 1 



I 



l(9)|KeguUrPay . ^o receive regular 

Recotnmendations for if,°^"^^fj, prop osedl maximum 
I • F„il iustification anoi* k- r requests 

payments ^^-^^^.^fo'the in oiLntlon a regular ^-^^ ^^^fs", ^c'r . 
amount to ^«.P*tJ'°3;e information « /"^^^^^Jmitte^ by teletype to 
should contain the ^ame . ^^^^^^ ^%r °Jv thould specify the 

additional P^^^^f .^f.^ /egiur payment .^^^^^^^^^.^dl the 1 specific 
FBIHQ.I The request for res ,^^.,y ""^^^^^^^^tlr bisis rather,^ 

^^"^oL^wh^the nd^vltllshould he^a 4^^a^ 

gS^lS-^tbity. -XltteH nist one weeK prior to the 
, r.r"tirnT£ -rertly authorized period. 



1 



1 (10) iReceipts informant, 

(a) A receipt must be obtained from al ^^^ 

a. the time of eagpayment. h:^^^^^^:^^^ '^ 

the "itnessing Agent ^ =^««iP^"""'it /her absence, the ASAC. In 
Approval for n°t odi ^^^ ^„ ^^^'J'^l certification, signed 

P«««-\^"^rt"a receipt cannot be f^-^-^Ly he submitted a. 
the event that a re f ^^^^.i^g Agent, may Be 

by the P^y^^sAge'^t^^J t.l 

documentation for the p y» correction on 

,(b)llflit ^^^r^fetfaUd by the informantlusing 
a receipt, Isuch corrections must^^^ ^^ ^^^ ^^^^,. 
his/her code name initials. I ^^^^ ^^ 

l(c)lReceipts should be for«ard^^^^ ^^^^^^ ^ , 
..1. vv,- nrovisions of the uunr^^ to be maintainea 
accordance with the P^°^^* ^^ the request memo is 

copy of the "";f „:l^"f ile. I 

in the informant s ma ^^^^ ^^ ^ ^^^^.^^ 

ICd)lWhere payments *" " . i^h Receipt for „-^ 

informant andjlnfo . i ^^ ^^^ ^^y^^^t are funy 

the terms and tne 

recipient. ^^^ f a 

. , 1 (U)^^- "S r P^!ora;;.^inrUrSAC. or in his/her 

I I payment for services with the pr 



■■,& 









■■i*SI*3 
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^^'^ ^ .t.. care must be taken to 

Hues™ -HirSr/itr-s.;- - 

inEoroants, reter t I 
procedures, IPart I, 1 l**-^' 



1 



Q 



.IPart I. l-^"*-- o£ private 

lC12)llf private individu^^^;; ^e^P-^^ ,„ ,„, .ant as a 
• ^n«tries or insurance companies °"/^^ f^^^^^t, thpy^shpulAJ>^.-^--^— 
;: : ori^fH^^o^^iljf^J^erby^ iniXn^ln such 
^^Up-he Pertj^nent^ -^^^^^^^^ 

[he/she agrees SAC ^PP^^^^^^ ,,, "^.""^-fformant. the transaction must 
payments. It it is protect the 1"^'="^"*"^' .^^^ Ixhese 



|(13)llncome taxlconsiderationsl 



ome taxicuiio' 

(., lAlllinfo...nt..vho.receiv, co.pe-.ti»»^^^^^^^ '^, 

has encountered witn 

furnished to FBIHQ. received from 

' tl.. FBI o„ th. f'-""' '"fc! . tin «».l ^•— " "nir^ For. 1099 
I l.ourc.slfor per.on.1 "r» c„ !__, at^nci" fro. f a.nj ISS r^_^__^_ 

• informant, upon *»^8/^?^ ""^ 
1 iis/her income tolthellRS. 



1 




ome toltneii-iv-* .^ „e 

a«Stlp>.UtU„.lr.sarain. .a,..n» .a-. t»-.tn.p 

Ca) in »Ut. in wHicMan^"/o^»'jy.Ttne... 
.naivi-ual -a. ni%:.:^tr .Ur.'.rtH'.%ro^.ocUv. -Una»^-» ' 
FBIHQ will furnish «f J^P^^ .„J receipts and a set of ^«P „t,„e 

the trial witi taR.e k- 
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1. Correct full name. 

2, All aliases, code names, and symbol 
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numbers. 



3. First date of contact by your office. 



Ol 



I 



.- „.lance of advances. (See (b) •) 1 

\r- i^l«fflce. (See Qb>.; 
„<.H!bv anv other field|oEtice. i< 

trUl' in "hlchllh.! individual ... u..d. 

Cc, A.OV, intor..tion .hould .. ..b.itt.d b,| ._.^___ 

l(d)Wh.n an '»?«'°»f. ''I'J hi./i.r to en.ur. that th. 
„„.„ci.l c»"^" °» i:,'^i'.;Ht"t.r*oStU.tio». a. "...n.My .. 
informant has fulfilled ^^s/J^^ received FBI payments for s^'^^^'^^ ' 

brnn,.rt£t r3Lr.u-^ 
FtSHSrritr.nrorortr.-rt.ru^^^^^^^ 

Office. 1 ^;„„USee FCI Manual, 

|a5)lKeceipt of unemployment compensation! (See 

Part I, 13A-A.7(8)(a).)l 
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1 



1 



^ Ca) At ti.es. informants Wayle^^o^-^^ V ^l." 
,obs and become eligible for —f^^^Hr^.n sources of inco- as a 
CeUToUnt -S^^'^^i-^wenrromi n ation!lan informantlwho - ^e.ng 
prerequisite for "^employment compen informants must be 

%V. ?y ''•'1^0= TocatTa'/uU lit'^hlch »ay i.p.ct on the.. 1 
alerted to those local, req 

(,) Where state requires notificatjo-MFB l^^ ^ ,^ 

payments to informant' ftrorflte":^^ ,,„,Uer f^-nt^-iu in 
|of the i"*"'?^'^'' '*^! 'iod of unemployment compensation benefx | 
^payments during the P«r-^^^^^ 

order to protect his/ nei 



EFFECTIVE: 12/20/93 



C 



ADMINISTRATION OF INFORMANTS 




137-9 Aunj.i-.x- ^^^^ ^^^^ ^^^^^ ^^ 

(1) Each informant »"=t be assigne ^^ pseudonym 

is assigned to ^he ^" payment receipts. !*»* " ^..^d office 
•nr^; ",/i";rat.'"oe"K ^ .^o™.nt.. true „».. JJ -tsl-cioUe o. tHe 
"a^ent records. Car. .u.t be taken t .^f. true nan. , 
IVZ »a„. doe. not ten^ ° ^^^ „„i,„. to the ineor..nt. 
occupation, or infer „Uv.nt data 

. o) «pon the 0P«""8 »^,„" '"a'ntna^e.ent Sy.te. CCIHS) 

iHr:ear.ire.'irs^^^D^^^^^^^^ 

responsible for ensuring that tn 

" i^ done in a ti.ely .ann.r. 

(3) uponlentry in CIKS of the i.for.,t.onjr».^.^^ ^___^ 
opening .efol.ndS„ »»— -f^T.^e'^Snt W.a.h-C-eU^^^^^^^^^^^ 
I S".-'"""" irS; "^Ji.:tic.^nfori.tion Servic.. P vision^^,^^ 

EH5Uly^-r,rrny"9^ 

informant is closed, FBIHQ wtii 
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(See HIOG, 



Part II. 14-12. 3. A.) 

fart AJ-. * . J « «-Vinir svtnbol 

Uh.r. an intotmant furni.he. inf°'"»'" j, etc.), th. 
rnr.^nre%:°asor, a..UnaUon U ;. , ^^^,__C.^D. ^^^, ^^^^^ 

svmbol number previously ^'f'^^^'";; .j^ appropriate program 
designation. The utiii* .ource is unnecessary aitnous 

i^itbi™ roirArru'.err« a.—-- .....^- __ 

t^if iU other jxi.»ti»8„!>>a4»..- ^ . „ th. 

— '-\s, -t"ir'rii?i'::^.crtto»s;rcit"::r:h£t.«o„t..» 

onening memorandum into "MS. Isubsequ ^^.g/her true name. The 

c:r„r=ltlor-hI=h a.. „.t seeura.^ M.^co^^^ ^^^^^^^^ ,, .,,„„ 
informant's development and/ or p 

'''^*^^^'* -ther born or previously 

(6) If an informant was ^^^^^^er bo„ P^^^^^ ^^^^.^^^ 

sending a secur source. 

background check ot tne . .^ , ;. not 

•J n,ah an individual is not 
(7) It it is '"'<'"'°!'',.ht Uto b. i...diately cU.ed 

r„t'"orr ur. !t :rnt.-. ^^.f-- -'ira"trai'afd%h.th.r th. 

jf/th th. »P"'"\"";„^urr.d r„r futur. uB. by th. FBI. 

(8) open th. clo.ins «' t^l^u"? ' id-tity .a. .v.r 

--"%?.rTr:hr.t"!!./- - .:u.u^ 

TurLn "ihU .Uorandu. i. ^"//J^'L inf^aht'throush a F.e.do. 

Zl"Jl o£ i«£"-"°° '""li'tL L.»t that th. i»f»™'°' ^it , 

.f I„Eo™ati<.» "V'!f*:^;„id..t forth th. g.n.r.l natur. «.d'.:., 

'•!:''l?'.'at?.r" Xt-'ati:", in th. ...orandu.. 

subject matter oi fornant to be utilized 

(9) Where it is "^".""Xq ^^thft ieU 00 should furnish 



m^f: 



%i^& 

:"^? 







■% 
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ng 



'"' '. .od. ot tr.v.l «d any other inE»™ation ^J'f "'^.i^'^'.tw.ly 

'^■:£^:^ t;srco;:re"ton\^BXHo'o. ..n .... 

the information into CIHS. 

-1 Red regardless of 
(10) Hh.n.v,r an ^"■"'''trl.'initiat. i." SI •>•'»" ""' "" 

:t:iina?!r;^^V'e4 ■:: -.tf iS:^Hi.^;ra:.^n.. . 






EFFECTIVE: 06/08/9A 



Q 



137-10 



3-19.) 




»-*«ix to the development or 
(1) All correspondence "'f »».„.t b, transmitted by 
f„n of informant. a.onj Ei.Kl "!'"',„,;„., and extension o£ 
Tc" t..et,re. 1".. »?'»'^f „:rr.rtr a.: b"th;ir occupation a. .n 
•^eor-ant. «ho.e 0P„a Uon^ . »at/,^ , dccu-^^^^^^^^ 

ro^r in- 1- eUU omc. f iU jr/es o"- -nfniry cri.inai 
"d^Vi'o;iini,t.r.uit;r.^?,V.part cipstion in oxt^^^^^^^ 
tttwrty! a^d'Tnauthori.ed c^...n 1 actrvjtV^^ ^„ "^V^loT' 
::!rt!nr"o™ral: 'S^l «"\acco.p.nyin» in..rt.^or -^30^ 
reu'inl to inveatisativ, .aUera^J^-/^^ 

Surface mail and "^^P . informants should b«/"^" ^ informant 
resident *6«""f' "tetter identify or tend to identify »Yu security 
AU documents which either ice ' ^^a. by an Aftent. ^ii ^e 

.e-^i-ive witness must he nano ^» u^^-rarrvina sensitive 
or cooP^'^'r t/KA resolved in favor of hand carryi & 
concerns should d®/" 
information by an Agent. ^^_^^^ ^^^ ^^^^^ 

(2) All correspondence ^"^"B ^^"^'/^„ informant, or 



■■■'■.-1,^ 
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'"' ' .., th, ln«o™.nt.= .y^ol -.« caption a„. not un... . 
teletype under the inioim 

substantive case caption. ,.,,tive 

h ^« FBI investigaiive 
(3) All inJormation port iMntto^» ieWed, 

„,p„„.lUU U. -'"','^::;,t];erintrcT«s'»raU »?.«. ««„a,y 
evaluated, channelized, entereo 
action taken. 

« - :;t:ir;at!rir'tin: jsi3or.!"?«:rtwe 
irr uirat°"n.rrut:... on .-.c. _ __ _ ^ .. 

S>-.^-Of INSERTS '--Kfor»atio» pro-.o. .y an 

V ,h.t «lll not b.co.e tosti»ony »*»»"" i„£„r„anf. .y»l>»l 

ir.r.itr in«- T.. in..n -.u^«;-,;-X' ^ 

:ur'..°^tirif tLTn.«Lnt., sn.eU. an. a c»PV^^-^ter,n\»o o. 

infortnant's subfile. i.^ortnant's information 

(b) USE OF FD-302S " J^^^^"'^ ^^bject of testimony. 

:, of evidentiary value and ^^^I'^'l^'^l^Zlt the^ame manner a. if 
IS or BViw-i.. ^ r-ncorded on an ri^ .'"- Tv.fAo cooies or 

'^' '"irratirn r.. ':/.!':. £». a»V.=t^er ».tne.^ Thro.^cop^^^^ 

'ti: Fr30r«iU b. praparod. ^^'^^I'^^ ty Lat b. concalad on 

f/uin'ai F^^f -.r,,::'!; z:^> .""« » -/.rr, ,; "p»'f^ '» 
rjrrior'/.ort r n^o-nt ia^.0 ....u 

substantive £^1«- ^^^ Je prepared. 
FD-302 and copy should be prep 

- ORIGINAL FD-302 - 

- EXAMPLE - .-•,«>> 
(To be filed in informant's mam file) 

.OHK .. DOE. 123 Main Street. New YorK, New .or.. 
..rnished the following information: 

on March 12. 1984. he saw a green tractor 









r«SS'. 



■simm 
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. «rag. .t 789 West ""•.S'^"''' "'" 'J.^^ Carolina, and "or. , 

l^^e^hdTo ;:rSs,nrrar"s"u"t!%.iudaip.i.. .-..— 



;.^s&, 






« t r,'.-« File # Substantive File, 
investigation on 3/15/84 At f « Yor. C^JV-^. ^,,J,^ _3/16/8A_ 
By AGENT'S NAME'.typist s initxais_ 




- COPIES OF THE ABOVE FD-302 - 

- EXAMPLE - . . fK- 

tto .. Hied i-.t"-— i;i;.'ufti;%rj r.r 

substantive case £ile witnou 

■J J ^»iiahle information in the 
An informant, who. has provided reUable 
past, furnished the following .nformatxon. . ^ 

on March 12. l^^^' ^f;^,«,"ilit fotred^wt^h^L^er of 
bearing Pennsylvania license plate^ nth Street, New ^orK. New YorX 
cigarettes at a garage *t ^89^est li ^^^.^^.g^um. North CaroUna. 
,,t cases -"^f-.^/lnfL Xs « Maple Street. Ph.ladelph.a. ^ 
and were addressee to 
Pennsylvania. 



« .. rifx, File # Substantive File_ 
I„v.ati.ati.n on 3/15/8* At ».j;"\^,tlVctL't.i-_3/16/8._ 
By __AGENT'S NAME: typist s initiai*__ 




w po-^09 - f .">;Jf ,"JtU->.T„"«i". 'ir^ 

.Ha.t for.ins.rt. ?!H=;;. -.^J l.iJ.'/ulhnub.tintive^ea.. £iu. 
2098 must not accompany inserts r . . ^ f^r each FD-302. The 
rFD-209 must also be f,«P^"J^i%^302 into the informant's ma.n 
FD-209 is used in serializing the '"" ^ ^.^ true name), the 
me (original FI>-302 bearing thnfo^m^^ the informant only as 

if !nf:r2t)1ni"th^TuLtln^tive case file (cop. of F.-302 



"-^^i' 
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Part I - . ^ „ g FD-209 

FBI official." negative 

^rto Mi v>* used to document all negative 
(d) The PD-f 9 "^^J„^*iXr investigative 

activities, tnere i.» •» 

iiss.ii.in.tion control ttl.- ^^^ 

(6) I»£or»nt inf.r..ti.n """"^jl.'t.^'U any oth.r 
Xitl. in .pjtlcations ....cH;.«.J^^^ 
'.KrlnfoZ^f i:-:.t.""in tK. Lc»ent U co.^^ 

B.;roro:inr.t-r. r q i^:^^^^^^^^^^^^^ 

;hu:nutHt"r4!n:'n:xtT. tr.\neo„.nt.s in.o,..t.on .n t.. 
legal document. 

(7) Ch.,.ct.riz.ti.n. o« '»J^™°'.',:'."si^:t.'°.. „p4.t,d 

.t th. tiUnj oE ..ch 1«»1 ;?.j „„.6„ o£ th. Ug.l -."""fj:!., „„st 
intor».tion i. »«•'«■ J*' ";'* (from th. substontiv. .«"/''•'," 
containins »>. .=l..ra=t.r.Mt.on. Wro ^^.^ a„u.entat.on .. 

" ""Tr'tL^FD^i^ a""°ru..d in .upp.rt o£ .tat..t.cal 
indexed to the ¥D-i^t 

accomplishments. 



"'■^^^ 



% 




(8) 



,U positive information obtained from an informant 
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Part I . „• - .;>• ■ , -y " . ^. , 

J w-t, «at-t-ains to investigative 
operated by one field f/-/,.!"/ ^^^jte' «leiiately transmitted to 
Matters in another field office ^"f ^%f pD_209s with accompanying 
that field office. ^PP^P^f?!,:"' 'formation are to be sent to that 
inserts or FD-302s containing ^hat inEor ^^^ .^bstantive case 
n"t?o:!^^C:presTf"h:re%rtg:inrco:Lications must be maintained 

in^the informant's main file. FD- 

W Tho.. FD-209S »;,;==«j:»nS Tac:".: hi./h.r 
302. ar. to be .ent to the p.r.on.1 ''''^^^^^ „^.„ ,„ e„tir. . 
re,Une.,lin ^"""' '"J ::•„».!%•" 'on thereof, '« """'"l/i"^ - 

i:rth:r»:.l'o'.h:e,%h?"r.'sho„?. h. hi..-=«He. h, .» ^ent. 

te.por.rll, oper.t.. hy "' "f^f.^tined till h'. hand-=..rie. by a„ 
302. ih -hich th. i"£»"»°%'%it SAC of the inforaanf. 00 for 

^-^Liru-^in-r.^*'' »'-. -"""?.i5 r. :» fj.r:.n'tTatte,. 

roiMTdentity.the ^»-''=Jt„:',r':yirth"oo"v' teletype under th. 
^"Lirf ry.h'!'nUer' th.r'th, FD-302. are helns sent . 

■ _ • • 1 « aF anv true name 

^ '=' rrch"indl°toid:rtir;thein-:Lant .u.t h, 

FD-302 or other document which tenos 

done by secure facsimile. _,„t.. 

(,, .U -atUtics Obtained as a res.U^of^an^^ 

information should be ^^--^.^"..rrtfe informant's main file. The 
nothing attached. ^^JJ^^^^^^t^i?": case title, file number and 
rtfsUrcrmed! ^ourdinUxed to the ^0-237. 

Maintain that information. J^« .^f/^i^.^,, should be disseminated to 

classified. S"^"?V*""y;m file. (See 137-11 (4) (c) •) 
the proper substantive FCI/IT file. 






■% 
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,„.„ I«FOrm*i.I FILES *» INDICES CS.e HAOP. PTt II, 2-5.1.) 

,«n« is to be utilized for the 
(1) A separate ^"'i/""", ""i^.^^ Ues. indices and 
maintenance of all if--f,,^^:/ Set files! Where possible, all 
pending informant ^and "^^"f^^^.be maintained in this room or 
closed informant files =f "^^^^^t''°„^%ocked condition. All pending 
otherwise maintained J" ^/"^^^/^e maintained under the personal 
and closed informant files *"^^° !^_„ated by the SAC, Access to. 
authority of the SAC or a f/^^^f^'.^f personnel and this space should 
this room will be limited to necessary pe ^^ maintained on 

be locked at all times when ""^"ended^ A l°f,,„thorityjo. review 

rertons_.re,u.esti.ng„and.xevvewingi^ 

an "informant's file sh«'"i'^.^^"f f '^-1 Advisor, the case Agent, the 
Agent's supervisor, the P'^^^^/tlt Se Informant Coordinator, the 
tlternate Agent, the co-ase Ag nt the Info^^ ^^ ^.^^ ,,,, not 

CIKS Analyst and ""^J'^lf/^i/ express purpose of a file 'f'^Z^j'"^^ 
leave the room, except for f^lV'^^^^^Zth^^e columns for date. 
■ > nf fhe handling Agent, i-ofts •"" c-i^ " and "time file 

(» inawuuai -^rar:er.i»i"'ir.:i""i:",ns r.ir:. 

i„f.™ant. and '•""■f '« "".^tJirbrStun^ I» th. er"» "I' "'« 
the cK.s.1 infr»»t ^ '"l, •^^"rS-MS.) . Th.s. ti>" •" " "' 

r.va?";l»t Z :re"tlon «. t^. Ueor.ant. 

content, or ind.x to indicate ^^« //^ ' Si"up docu..nt . in th. ., 

th. £iU-, •^•.'"° ', ani.houtd not b. s.riali^d. Thi. Eor. should 
i°.^rdSU%r.ilatl".r?h: r.,.i«d in.o..ation chans.,. 

w Ml '"««-f .^ii;-.'rdara "irr.*".^iint.r„:d m 

action.. Ad.ini.t.at.v..^d;d.nt.ey.n.^ .tc. .urni.h.d hv th. 
rjo°ra:tni:rh:'Utain.d in th. suHae. 

(a) Main £H. itemal 

- Corr..pondenc.r.,u..ting approval to o,.„^ 

- lA file items (photograph, fingcrpn 

- Indices checks (Local and FBIHQ) . 



etc.) . 
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- KCTC inauirv and response. .•.:^- 

- CrlminT Justice Information Services D.vis.on^ 

^*P°'''^V - Local arrest records. 

- Credit checks. *♦•>,-. 

- FD-302S in which the identity of the 

informant has been "^^^^^J;^^^ .^ ^^^^y, the identity of the 
informant is "^^*^^'^'_ pi^209s used to claim statistical 

accomplishments. _ pj^^jQ^g uscd.as a cover pagejor above- — 

»entio"«^^^^°^*- _ p^209s containing administrative information 

fhat mav tend to identify the informant. 

that may tena _ payment request memos. 

- Draft request forms. 

- Siened payment receipts. 

- Request^ to FBIHQ for additional payment 

authority. _ ^^^^^^^.^ to FBIHQ for lump-sum payment 

authority. _ administrative-type correspondence. 

- Iny correspondence that identifies or tends to 

identify the informant^ Documentation authorizing criminal activity. 

(b) Subfile A items: 

- FD-302S in which the identity of the 
informant is concealed^ ^^^^^^^ ^^.^^ ^^^^^^^ identity of the 

informant. _ pjj_209s used as cover page for inserts. 

- Negative contact FD-209s. 

(c) Subfile B items: 

- Classified FD-302S in which the identity of 
the informant is ^^""^^jf;^^^^!^^ inserts which conceal identity 
of the informant. _ ^^^^^.^.^^ fD-2098 used as cover page for 
inserts. (See 137-10(10).) 



^ 



(5) Symbol number and code name. 
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b. advised of the sy.bol number and the '"■""!";.' „i,„i to the 
data entry in CIMS. | ""/'■^..""^t'.rc'tt^^niirtT, utilized in 
informant a. » •"•-' °^ '^ 'cod 'nal. ia'jtili.ed in place o£ the 
•i!:r:tnrnr e' n -thrfi.ld payment ied.er. 



(b) 



The informant is not to be advised of his/her 



G 



symbol number. 
— — (^ -The"prefix oftte'sy^bol nuober^should consist 

:iz =ri::'o:ir!rt!i;"Hrc:r.;f-' .n^:rt!:n IL t. 

informant is providing. 

rnl Although the informant may subsequently furnish 
information -^u^' - ;a"cha4e -^^^^i^ ':^ reTCJ 

ro'ird!tatt'UTp;ro^ !£ e=^^^^ 

CS. The utilization of the «""^^^^" 'Although suffix utilization 
derived from the source xs ";;"^"^"*^^^i',;:3^3 or other need exists, 
should be continued for administrative purposes 

(e) After FBIHQ has been advised °f /he permanent 
J u 4-..„ in rTMS and documented in tnc 

symbol number 1 through Jja entry - ^ mS and^^^^ communications 

opening memorandum "^^^^^^"^'ssAol number rather than the true 
should contain the ^'^^*"^"*"\^„f,j7° „. true name should not appear 
name. The informant's ^^J^^ """^J^^cure My communications 
on any communications "^^^^^J" "^'j^h the ^peri^ion or administration 

:f :i^!^frrm^n^-ul^b^c^?iord^nrer°^^^ .ssigned symbol number 

and not the substantive case caption. 

(f) The use of- symbol numbers should ^e "stricted 

to informants and'should not be used for any other investigative 

technique. 



(6) Indexing 



. (a) The informant's true name. ^1^"" *"^ °^f J 
^ L < j^^^A infn rTMR- A manual index is t 
identifying data are to be indexed into 

maintained in the =?«^^«*«f *f -^J^* 
prior to the establishment of CIMS. 



be 



cms. A manual index is to 
irthe'^'conild^ntial file room for those informants indexed 



^ 



-.S-,;;-^- 
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(b) No indexing to the general indices should be 
done from individual informant files. All such indexing should be 
done from substantive files. 

(7) Indices 

(a) All offices should maintain an alphabetical name 
index, a symbol number index, and a code name index for all informants 
not maintained in CIMS. These indices should be maintained as above 
in a separate and secure manner under the authority of the SAC or 
person designated by that official. 



(b) SACs should ensure that all necessary searching 
of these separate indices is conducted. 

(c) The result of a search of these indices, either 
positive or negative, should not be handled in a routine manner 
similar to a general indices review. Good judgment should be utilized 
consistent with security concerns. Notification of an informant 
reference should be coordinated' with the appropriate supervisor having 
responsibility for the mail being searched. 

(d) Other indices may be maintained in the 
confidential file room as deemed necessary by the office for 
convenience such as an index of informants in other divisions or an 
index broken down by activity or geographical area. Any such indices 
should be given the same security as the alphabetical, symbol number 
and code name indices. 

(8) A Form FD-675 entitled, "Supervisor's 60-Day 
Informant File Review Log" is to be placed immediately .underneath the 
FD-237 in the main informant file, it is to be used to document the 
Supervisor's review every 60 days as mandated by Bureau policy. It 
should not be serialized or destroyed. Place a new FD-675 on top of 
the old form if there is a need for additional certification space. 



;^^ 
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1 137-12 ON-SITE REVIEWS 

(1) To enhance the administrative efficiency of the 
Criminal Informant Program (CIP) at FBIHQ and in the ^ J^^ V^'^f '.?;! 
on-site review will be conducted periodically of the CIP of each field 

office. 

(2) The purpose of the on-site review is to afford the 
Criminal Informant Unit an opportunity to review the field CIP from an 
overall program perspective, by identifying areas which may need 
attention, and to provide Cip_wlt.h J:he_ results..of_the on->^te 

"TindrngsT EachTnfo^rmant's reliability and the action taken when 
reliability is in question are to be considered during the on-site 
review This on-site review should not only be concerned with the 
number of informants but also with the quality of information 
furnished, the priority of the investigative programs in which 
information is provided, and the degree of compliance with FBI and 
Attorney General policies and guidelines. An on-site "^"" =^°"1^,_ 
enable the Criminal Informant Unit to determine whether the field CIP 
is capable of supporting the investigative programs of the field 
office, to ensure the worthiness of each informant for continued 
operation, and to confirm that all informants are being operated 
within established operational parameters. 

(3) Prior to an on-site review, each field office should 
rate each informant utilizing the scale set forth below by individual 
investigative program based on information furnished and provide an 
aggregate overall evaluation for each informant. The evaluation 
should be based on both contributions consisting of statistical 
accomplishments and intelligence concerning investigative efforts.) 

EXCELLENT 

Furnishes information of high quality on a continuing basis which 
usually could not be obtained through other means and which 
con?ributes|significantly to the FBI' s [ investigative and intelligence 
gathering efforts. 

VERY GOOD 

Rezularly furnishes quality information which contributes measurably 
to ?he investigative and intelligence-gathering efforts of the Bureau. 




GOOD 
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Furnishes sufficient worthwhile information to remain active and 
qualified as an informant. 

FAIR 
I Furnishes I some [information of value for an extended period. 

POOR 

Informants in this category have furnished no information of value and 
consideration should be given to closing them. 

new'- 

Too new to evaluate. 




EFFECTIVE: 12/20/93 



137-13 1 ATTORNEY GENERAL'S GUIDELINES ON THE USE OF 
INFORMANTS 

KDAttorney General guidelines on FBI use of informants 
and confidential sources are included below in these 137 guidelines. 

(2) These guidelines on the use of informants and 
Confidential Sources are set forth solely for the purpose of '^'^ternal 
FBI ^utdan^e. They are not intended to. do not and -^ ^^^^J^^^^J^^ 
upon to create any rights, substantive or P!°?^<^""i'/"f "^""j,* ■ 
law bv any party in any matter, civil or criminal, nor do they place 
IZ limitations on otherwise lawful investigative and litigative 
prerogatives of the FBI. | 

"ATTORNEY GENERAL'S GUIDELINES ON FBI USE OF 
INFORMANTS AND CONFIDENTIAL SOURCES" 

"A. Introduction 

••(1) The courts have recognized that the government's use of 
informant, and confidential sources is lawful and often essential to 
the effectiveness of properly authorized law enforcement 
investigations. However! use of informants and confidential sources 
to assiffin the investigation of criminal activity may involve an 






■J 
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element of deception, intrusion into the privacy of individuals, or 
cooperation with persons whose reliability and motivation can be open 
to question. It is proper for the FBI to use informants and 
confidential sources in appropriate investigations, but special care 
must be taken to carefully evaluate and closely supervise their use, 
and to ensure that individual rights are not infringed and that the 
government itself does not become a violator of the law. Though 
informants and confidential sources are not employees of the FBI, 
their relationship to the FBI can impose a special responsibility upon 
the FBI when the informant or confidential source engages in activity 
where he has received, or reasonably thinks he has received, 
encouragement or direc tion for that_j|xtjjvij;y Jfromt^ 



"(2) To implement these guidelines, the FBI shall issue detailed 
instructions to all Special Agents responsible for dealing with 
informants and confidential sources. 

"B. Definition of Confidential Source, Informant, and Continuing 
Basis 

"(1) A confidential source, under these guidelines, is any 
person or entity furnishing information to the FBI on a confidential 
basis, where such information has been obtained as a result of 
legitimate employment or access to records and is provided consistent 
with applicable law. 

"(2) An informant, under these guidelines, is any other person 
or entity furnishing information to the FBI on a confidential basis. 

"(3) An informant or confidential source used on a "continuing 
basis" is one providing information or substantial operational 
assistance with some degree of regularity. This may be as infrequent 
as a few times per year, or as frequent as several times per week. 



"C. General Authority 

"(1) An informant or confidential source may be asked to provide 
information already in his possession, to provide information which 
comes to his attention, or to affirmatively seek out information, 
concerning criminal conduct or other subjects of authorized ' 
investigative activity. An informant or confidential source may also 
be asked to provide operational assistance to the FBI, including 
furnishing resources or facilities. 

"(2) The FBI may only use informants or confidential sources in 
furtherance of its authorized investigative activities and law 
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enforcement responsibilities. Informants J^Vth'/Fsf ^^IdTor' ""^ 
not be used or encouraged to commit acts which the FBI could not 
authorize for its Special Agents. 

"D. Required Findings of Suitability and Pertinence 
For Any Informant or Confidential Source Used on 
a Continuing Basis, Any Informant Authorized to 
Associate in Activities, Participation in Which 
Otherwise Would be Criminal, and Any Informant 
or Confidential Source Providing Substantial Operational 
Assistance in an Undercover Operation 

■ - 'Hir W inf^lSaSit "^T-^oSid^i^TsoIn^ 
information on a continuing basis, no informant may be author zed to 
as!ocUti in activities, participation in which otherwise would be 
crimiitl nor may any informant or confidential source be used to 
Tr "idt ;ub:tantial Operational assistance in an -dercover opera ion, 
unless the supervisory FBI official designated below has made written 
findings: 

"(a) that the informant or confidential source appears 
suitable for such use, and 

"(b) that the information likely to be obtained or the 
operational assistance to be provided is pertinent to authorized FBI 
investigative activity or law enforcement responsibilities. 

"Findings of suitability and pertinence «^*^\^J. ^f " ''^ ' ^„^ 

Headquarters official designated by the Director. 

"(2-) A finding of suitability should be preceded by a _ 

the P"""?"" ! , . .„j^ ^inquiry can use any lawful investigative 
Uc^n iue e« p matl'co^ers.'access to tax information, any technique 
requiring probable cause, such a. mail openings, nonconsensual .. 
electronic surveillance, or searches. 

"(3) In determining the suitability of an informant or 
confidential source. the'pBI shall weigh and consider the following 
factors: 
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"(a) the nature of the matter under investigation and the 
importance of the information or assistance being furnished; 

"(b) the seriousness of past and contemporaneous criminal 
activity of which the informant or confidential source may be 
suspected; 

"(c) the motivation of the informant or confidential 
source, including any consideration sought from the government for his 
cooperation; 

_.__"(d) the likelihood that, the information or assistance 

'which an informant or confidential source could provide is not 
available in a timely and effective manner by less intrusive means; 

"(e) the informant's or confidential source's reliability 
and truthfulness, or the availability of means to verify information 
which he provides; 

"(f) any record of conformance by the informant or 
confidential source to Bureau instructions and control in past 
operations; how closely the Bureau will be able to monitor and control 
the informant's or confidential source's activities insofar as he is 
acting on behalf of the Bureau; 

"(g) the risk that use of informants or confidential 
sources in the particular investigation may intrude upon privileged 
communications, or inhibit the lawful association of individuals or 
expression of ideas; and 

"(h) any risk that use of informants or confidential 
sources may compromise an investigation or subsequent prosecution, 
including court-ordered disclosures of identity which may require the 
government to move for dismissal of the criminal case. 

"(4) A preliminary inquiry and written determination regarding 
suitability and pertinence should be completed within 120 days from 
the date the inquiry began. FBI Headquarters may authorize one or 
more extensions beyond 120 days, stating in writing the facts and 
circumstances precluding an earlier determination. 

"(5) Determinations of suitability and pertinence shall be 
reviewed at least every 90 days by a field supervisor and at least 
annually by FBI Headquarters. 

"(6) If it is determined not to use a person or entity as an 



4 
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informant or confidential source, any information collected about the 
person or entity during the preliminary inquiry without the consent of 
the person or entity shall be promptly destroyed, unless it is or may 
become pertinent to authorized investigative activity or the person is 
a potential witness in a criminal prosecution. Any decision not to 
destroy all information about the person or entity shall be recorded 
with explanatory facts and circumstances in an investigative case file 
and shall be reviewed periodically by the SAC or designated field 
supervisor. 

"(7) At any time the FBI learns an approved informant or 
confidential source is no longer^jui^tabil^to^provide Jjifor^^^ 



"^^eTati'ona'l assistance, his relationship with the Bureau shall be 
promptly terminated. FBI Headquarters shall maintain records of 
informant and confidential source terminations, including a detailed 
statement of the reasons for each termination. These records shall be 
subject to periodic review by a designee of the Deputy Attorney 
General in a form suitable to protect the identity of the informants 
and confidential sources. 

"E. Required Instructions to 

"(1) Any Informant used on a Continuing Basis, Any Informant 
Authorized to Associate in Activities, Participation in Which 
Otherwise Would be Criminal, Any Informant or Confidential Source 
Suspected of Substantial Involvement in Unauthorized Past or 
Continuing Criminal Activities, and Any Informant or Confidential 
Source Providing Substantial Operational Assistance in an Undercover 
Operation: 

"Each such person shall be" advised that his relationship with the 
FBI will not protect him from arrest or prosecution for any violation 
of Federal, State, or local law, except where the FBI has determined 
pursuant to these guidelines that his association in specific 
activity, which otherwise would be criminal, is justified for law 
enforcement; and that in carrying out his assignments he shall under 
no circumstances participate in any act of violence, initiate or 
instigate a plan to commit criminal acts, or use unlawful techniques 
to obtain information (e.g., illegal wiretapping, illegal mail 
openings, breaking and entering, or criminal trespass). Such persons 
shall be readvised when necessary, at least annually, and at any time 
there is reason to suspect they are engaged in serious criminal 
activity. 

"(2) Other Confidential Sources Used on a Continuing Basis: 



-:^^- 
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"In the place of the instructions in paragraph E(l) above, each 
such confidential source shall be advised that he is not acting as an 
agent or employee of the FBI. that he should use only lawful 
techniques to obtain information, and that he should provide 
information only in accordance with applicable law. 

"(3) When the FBI learns that persons under investigation intend 
to commit a violent crime, any informants or confidential sources used 
in connection with the investigation shall be instructed to try, to 
the extent practicable, to discourage the violence. 

••(4) A written record shall_be_jiade.ln_eMh_inAq^ant._or. 

-VonTrdentiars'ourcTTrie of Vhe instructions noted above promptly 
after they are given. 
"F. Authorized Participation by Any Informant in Criminal Activities 

"An informant or confidential source shall not be authorized to 
engage eicepttn accordance with this paragraph, in any activity that 
3f ^onstiLte a crime under state or federal law if engaged in by a 
orivate person acting without the authorization or approval of an 
apjropriate government official. For purposes of this paragraph, such 
activity is referred to as 'otherwise criminal activity. 

"(1) A determination that participation by an informant in 

►u • « ...,-™;nal activities is justified shall be made only by the 
otherwise criminal acs-ivities ij» j"» c/os ^^AfiS hAinu 

supervisory FBI official designated in paragraphs F(2) and (3) below 
on the basis of his written finding that 

"(a) the conduct is necessary to obtain information or 
evidence for paramount prosecutive purposes, to establish and maintain 
crellSiUty or cover wi?h persons associated with criminal activity 
undtr investigation, or to prevent or avoid the danger of death or 
serious bodily injury; 




I 



•(b) 



this need outweighs the seriousness of the conduct 



involved. 



"(2) For purposes of these Guidelines there are two types of 
otherwise criminal activities - -extraordinary.' i'*:* ^hose 
involving a significant risk of violence, corrupt actions by high 
public officials, or severe financial loss to ».^-«tim. and 
■ordinary.' A determination that participation m "M^^J"' f n*"' t 
otherwise would be 'ordinary' criminal activities is justified as part 
of an informant's assignment shall be made by a field office 
supervisor or higher level official, and shall be recorded m writing 
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in advance of any such activity, except that oral approval may be 
given in an emergency situation where confirmed thereafter in writing 
as soon as possible. The SAC shall review all such criminal activity 
by informants at least every 90 days. 

"Determinations authorizing participation in such activities may 
conceirn a single instance of otherwise criminal activity or a 
specified group of otherwise criminal activities. 

"The written determinations shall be submitted annually to 
Headquarters for review, and shall be subject to review by a designee 

of thje_Deputy Att^rney_GeneraL_A'!L_a,J-MS_J.y^^ 

identity of the informants. 

"(3) A determination that participation in activities which 
otherwise would be 'extraordinary' criminal activities — is .justified 
as part of an informant's assignment shall be made only by the SAC and 
only after the SAC consults with and obtains the approval of the 
United States Attorney. The consultation shall be in a form suitable 
to protect the identity of the informant. The SAC's written 
determination and a record of the United States Attorney's approval 
shall be immediately forwarded to a senior Headquarters official 
designated by the Director, and to the Assistant Attorney General in 
charge of the Criminal Division or his designee, in a form suitable to 
protect the identity of the informant. 

"If the SAC reasonably determines that an emergency 
situation exists requiring informant participation in activities which 
otherwise would be extraordinary criminal activities before approval 
by the United States Attorney can with due diligence be obtained, in 
order to protect life or substantial property, to apprehend or 
identify a fleeing offender, or to prevent the imminent loss of 
essential evidence, the SAC may approve, the participation on his own 
authority but shall immediately notify the United States Attorney, the 
appropriate senior Headquarters official, and the Assistant Attorney 
General in charge of the Criminal Division or his designee. In such 
an emergency situation the SAC shall attempt to consult by telephone 
with a senior member of the United States Attorney's office before 
approving participation. 

"(A) Upon approving any participation in otherwise criminal 
activity, the FBI shall repeat to the informant the instruction 
specified in paragraph E(l). 



"The FBI shall also seek, to the extent practicable, to 



provide: 
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"(a) that the adverse effect of the activity on innocent 
individuals is minimized; 

"(b) that the informant's participation is minimized and 
that the informant is not the primary source of technical expertise or 
financial support for the activity in which he will participate. 

"(c) that the informant's participation in the activity is 
closely super.vised by the FBI; and 

" (d) that Jhe J^nf ormanL_does_jioL. dir.?^t ly prof i t Jr om hi s — 
"^i^Tcipatiori in the activity. 

"(5) Any proposal by a confidential source to engage in 
otherwise criminal activities in order to gather i"f°^»f i?"^^^"*" 
the status of that individual from confidential source to informant, 

"G. Notifying Appropriate Authorities of Unauthorized 
Criminal Activity by Any Informant or Confidential 
Source 

"(1) While carrying out an FBI assignment, an informant or 
confidential source bears a relationship to the FBI such that his 
participation in any unauthorized activity in connection with the 
assignment associated with criminal activities, even of a minor 
character, should be carefully scrutinized and severely regarded. 
Hence, whenever a Special Agent learns that an informant or 
confidential source has participated in a criminal activity in 
lTleclTon\it^ an FBI assignment which was not -^horized pursuant to 
the procedures of paragraph F of these guidelines, the Spec al Agent 
shaU notify a field office supervisor. The supervisor sha 1 make a 
determination whether to notify appropriate state or local law 
enforcement or prosecutive authorities of any violation «^ 1^" ^J'^ 
shall make a determination whether continued use of the informant or 
confidential source is justified. In exceptional circums ances where 
notification to state or local authorities is determined to be 
inadvisable, or where any request or recommendation is made Jo state 

or local authorities to delay or forego «"f°««"«"\«t^°"' ^^* f ^he 
shall promptly notify the Assistant Attorney General in charge of the 
Stminal Division or hi. designee of the facts and circumstance, 
concerning the informant's or confidential source's violation of law. 
what notification or request has been made to state or local law 
enforcement or prosecutive authorities, and the J^PJ^^^^jJ^ ""°"^' 
what use will be made of any information gathered through the 
violation of law, and whether continued use will be made of the 



•i.' ''f')'! 
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informant or confidential source. 

"(2) Informants who are in a position to have useful knowledge 
of criminal activities often are themselves involved xn a crxminal 
livelihood. It is recognized that in the course of using an informant 
or confidential source, the FBI may receive Umited information 
concerning a variety of criminal activities by the informant or 
confidential source, and that in regard to less serious participation 
in criminal activities unconnected to an FBI assignment. ^^ »ay be 
necessary to forego any further investigative or enforcement action in 
order to retain the source of information. However, whenever a 
Special Agent learns of the commission .of a serious crime by an ._. 
informant or confidential source, he shall notify a field office 
supervisor. The supervisor shall make a determination whether to 
notify appropriate state or local law enforcement or prosecutive 
authorities of any violation of law and shall make a determination 
whether continued use of the informant or confidential source is 
justified. In circumstances where notification to state or local 
Lthorities is determined to be inadvisable, or where any request or 
recommendation is made to state or local authorities to delay or 
forego enforcement action, the FBI shall immediately ;;?tify the 
Assistant Attorney General in charge of the ^—na Division or his 
designee of the facts and circumstances concerning the informant s or 
confidential source's violation of law. what notification or request 
has been made to state or local law enforcement or prosecutive 
authorities, and the supporting reasons, and what use will be made of 
any information gathered through the violation of law. A 
deLmination to then continue, use of the informant or confidential 
source must be approved by the Director or a senior Headquarters 
official after consultation with the Assistant Attorney General m 
charge of the Criminal Division or his designee. 

"(3) Each FBI field office shall immediately notify FBI 
Headquarters whenever it learns of participation by an informant or a 
confidential source in a serious act of violence, even when 
appropriate state or local law enforcement or prosecutive authorities 
have been notified. Detailed records shall be maintained at 
Headauarters regarding each instance of informant or confidential 
source parUcipation in a serious act of violence, and these records 
shall be subject to periodic review by a designee of the Deputy 
Attorney General in a form suitable to protect the identity of the 
informants and confidential sources. A determination to continue use 
of the informant or confidential source must be approved by the 
Director or a senior Headquarters official, after consu tat ion with 
the Assistant Attorney General in charge of the Criminal Division. 
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"(4) In determining whether to notify appropriate state or 
local law enforcement or prosecutive authorities of criminal activity 
by FBI informants and confidential sources, the FBI shall consider: 

"(a) whether the crime is completed, imminent or inchoate; 

"(b) the seriousness, of the crime in terms of danger to 
life and property; 

"(c) whether the crime is a violation of federal or state 
law, and whether a felony, misdemeanor, or lesser offense; 



"(d) the degree of certainty of the information regarding 
the criminal activity; 

"(e) whether the appropriate authorities already know of 
inal activity and the informant's or confidential source's 



the crim 
identity; 



activity. 



"(f) the effect of notification on FBI investigative 



"(5) Under no circumstances shall the FBI take any action to 
conceal a crime by one of its informants or confidential sources. 

"H. Informants and Confidential Sources Under the Obligation 
of a Legal Privilege of Confidentiality or Affiliated 
with the News Media 

"(1) A person who is under the obligation of a legal privilege 
of confidentiality or who is affiliated with the news media may be. 
used as an informant or as a confidential source only after express 
approval in writing by the Director or a designated senior 
Headquarters official, except that a field office supervisor may 
approve one-time receipt of information not collected at the request 
of the FBI where the particular information is unprivileged. 

"The FBI shall promptly give written notice, or oral notice 
confirmed in writing, to the Assistant Attorney General in charge of 
the Criminal Division or his designee of any such Headquarters- 
authorization. The notice shall include sufficient information to 
allow meaningful review, and shall set forth the reasons why the 
individual should be used as an informant or confidential source. 

"(2) Any such person approved as an informant or confidential 
source shall be advised by the FBI that in seeking information from 
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him, the FBI is not requesting and doe. not advocate J"^^^/^^*"^ ^ 
legll obligation of confidentiality. A """^V L Lv!ce has teen 
in the informant or confidential source file when the advice ^^as been 
^iven! ?h!s advice shall be provided before accepting information on 
a continuing basis. 

•■(31 If despite the advice to th. in{oriiia»t_ or confidential _ ... 
eource^Lt ll^^tW^n of privilesed infor-etien j', -J '.,u..te o. 

J - ♦■-J v.« nffors to orovide information that is priviiegeo u* 
Ci ; ;rivi sed tSe'offer shall not he accepted -1"" » f" - 
office suMtvi.o? determines that serious conse,uences would »■}"',.. 

or severe property aamage. « j.b|^w*v . _, i i,_ nrnmntlv 

?he circumstances that warranted its acceptance shall be promptly 

forwarded to FBI Headquarters. 

"If the information is spontaneously provided by the informant or 

-ir I r,rr:^rtrin-L^^^^ 

ttet the standard serious consequences, "■•/"^""f '""nHhat the 

the conduct of any investigation. 

..(A) Regardless of state law. the procedures of this section 
must be followed for any licensed physician, any P«"°" **^^"«J/° 
practice law in a court^f a state, any practicing clergyman, and any 
member of the news media. 

"I. Infiltration of Organization Activities by Informants 
or Confidential Sources Used on a Continuing Basis 

cours'::"not 1^^.^;^ ^;^^::^^''^>^s^r^- »' 
! nr-'iiTrd^tratrrrs:?' JL'priircj :? n;:iu tionaii. 

of affiliations with legitimate organizations in order to gather 
Information concerning the activities of individual members. .^ 

"In particular, when, to obtain information, 

"(a) an informant or confidential source will make use of 
formal affiliation with an organization that has a predominantly 
legUimate purpose, and the informant's or confidential source's 



^J 
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formal affiliation wiU give him continued access to nonpublic 
information related to the legitimate purposes of the organization, or 

"(b) an informant or confidential source will make use of 
formal or informal affiliation with an organization that is 
predominantly engaged in political activities, 

the determination to use the person as an informant or confidential 
source on a continuing basis shall be made by the ASAC or SAC. 

"(2) In determining whether the use of such an affiliated 
person as an informant or confidential source -on a. continuing basis . is-- 
appropriate. the ASAC or SAC should consider: 

"(a) the likelihood of responsible behavior by the 
informant or confidential source during the course of his 
organizational membership; 

"(b) the ability of the FBI to focus the informant's or 
confidential source's reporting on members of the organization 
involved in criminal activities and to minimize adverse impact on 
innocent members of the organization; and 

"(c) whether the use of the informant or confidential 
source might inhibit free association or expression of if^" J'y 
Innocent members of the organization in the future, or hinder the 
ability of the organization to function effectively. 

"(3) In approx^ing the use of such an affiliated W"on as an 
informant or confidential source on a continuing basis the ASAC or 
SAC shall establish procedures, recorded m writing, to "^"^^^^^^^ 
acquisition, retention, and dissemination of information that does not 
re?aJe to tke matter under investigation or to any other authorized 
investigative activity. 

"(4) Nothing in this paragraph limits the authority of the FBI 
to conduct otherwise proper investigations of il^^S^timate 
organizations or organizations engaged in un awful "tivities. See 
the Attorney General's Guidelines on Criminal Investigations of 
Individuals and Organizations, and on Domestic Security _ 
Investigations." I (See MIOG. Introduction, Section 1-3 for updated AG 
Guidelines.) | 
"J. Minimization in Domestic Security Investigations 

"In approving use of an informant or confidential source to 
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infiltrate a group under investigation as part of a Domestic Security 
Investigation, or in recruiting a person from within such a group as 
an informant or confidential source, an FBI Headquarters official 
shall establish procedures, recorded in writing, to minimize any 
acquisition, retention, and dissemination of information that does not 
relate to the matter under investigation or to any other authorized 
investigative activity. 

"K. Persons Represented by Counsel 

"Whenever an individual is known to be represented by counsel in 

a particular matter ,_the ?BI_.shaU_fo,l.low_appiicable_law_ and____ ___ 

"Department procedure concerning contact with represented individuals 
in the absence of prior notice to their counsel; The SAC or his 
designee and the United States Attorney shall consult periodically an 

applicable law and Department procedure. 

"L. Coordination with United States Attorneys and Other 
Federal Prosecutors. 

"In any matter presented to a United States Attorney or other 
federal prosecutor for legal action (including prosecution, grand jury 
investigation, application for a search warrant, or application for a 
wiretap) , where the matter has involved the use of an informant or a 
confidential source in any way or degree, the FBI shall take the 
initiative to provide full disclosure to the federal prosecutor 
concerning the nature and scope of the informant's or confidential 
source's participation in the matter. 

"If the FBI deems it necessary to withhold certain information to 
protect the informant's or confidential source's identity from 
possible compromise, it shall inform the prosecutor of the general 
nature of the information that is being withheld. 

"M. Compensation for Informants and Confidential Sources 

"(1) The FBI may pay informants and confidential sources a 
reasonable amount of money or provide other lawful consideration for 
information furnished, services rendered, or expenses incurred in 
authorized investigative activity. No payment of money or other 
consideration, other than a published reward, shall be conditioned on 
the conviction of any particular individual. 

"(2) In investigations involving serious crimes or the 
expenditure of extensive investigative resources, the FBI may 
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compensate informants or confidential sources «ith an extraordinary ^ 

pZent in excess of $25,000. The Attorney General shall be informed 

of any such extraordinary payment as he deems necessary. 

"(3) Where practicable, compensation agreements with informants 
c-j-»*-,«i ennrpes in connectioh with a significant fBi. 
:L"«t« .; a » h.n ;°ovlde th.t co.p.n..tion »ni d.p.«J on 






J^. Reservation, __— ■ —- 

"These guidelines on the use of informants and confidential 
These &";«^^^"^ J ti,^ purpose of internal Department of 
ZlTcl :"d : e tL; i^l'no? inten5ed%o. do not. and may not be 
IZuTuTon to create any rights, -bstantive ^r P-ce ura ^^^ 

:f ?i:r:i:c:\irH^.?:?^SnrL-tCJ r:;^^ 

litigative prerogatives of the Department of Justice. 



-"'*v^S 



^^ 



EFFECTIVE: 12/20/93 



1 137-14 IREVISED AND MOVED " SEE 137-A (16) THROUGH (19)] 



EFFECTIVE: 12/20/93 



137-15 I DELETED I 



EFFECTIVE: 12/20/93 
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138-1 



1 BACKGROUND INVESTIGATION - INTERNATIONAL ORGANIZATIONS 

This classification, formerly entitled "Loyalty of 
Employees of the United Nations and Other ^f i^^^/^J;;'^^^^;^:^ ,, the 
Organizations (LEUN)." was deleted in ^^sca Year 1990 J^ ^J^^ °^/^* 
fact the FBI no longer conducts _tJ>ese^iJLYe_s,t.igatioj>s,_Pre.yii^^^^^ 
-f^s t UaUons T^^^^^ stemmed from referrals from the 

employees of the United Nations and other international 
organizations. \ 



EFFECTIVE: 10/25/89 
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1139-1 



STATUTES 



Title 18, use, section, 2510 "U 2512 2513 (^^1.1;=^/^^ 

90-351, 0,»ibu. Cri.. Control and ?"« ""t^ltuL rivac^ "t of 

. ,■ T cio-^nn 1-ViA Electronic Communications ri.iv»».jf 
??86) Tlti:*?! use! s':t"nl05 (Co-unication. *ct of 1 «, a. 
ir.'d;J;"tt"..«,.isC,--Soctio. 501,..-(PanaUi.. for v.olat.on.T.tl.-- 

47, use, Section 605). 



Definitions (See MIOG, Part 




EFFECTIVE: 11/23/87 

139-1 1 Title 18, use, Section 2510 
I, 264-2. A.) 

(1) WIRE COMMUNICATION - Any aural transfer made in whole 
i^j.; wi.Rc, V. F^-:iii-ies for the transmission of 
or in part through the "" °^„ "^'^^tfe, or other like connection 
communications by the aid of "^"•/;^!^; ° reception (including the 
between the point of origin -^^^^^^° ^^^ Lrfu'rnished or operated 
use of such connection in a switcning « ^ facilities for 

!=triir:i:ir.:ii:%ur4roe%"cH'"™"-"-- 

,ft in 11 n-rynfino that radio communications 
jSee MIOG. Part II. lO-lO'^ •? "°'^"f I^e included within the 
'transmitted over cordless ^^leP^ones are inclua ^^,^^,,^ ^y 

definition of "wire communication and are tne 

Title III. I 

^V :rro%ntotcUiion*°unr.r "cu::t"n:l.":'tifyin. such 
C"ltio„: b^ttSch t.™ doe. not inolud. any electronic 

communication; 

(3) ELECTRONIC COMMUNICATION - An^ t""«f«%°^ ^^^nS; 

signals, writfng. images, sounds data or -^^e ^^^^Jr ma n^ti^ " 

transmitted in "^'ol Votoo^otUa syste^thLt affecU interstate or 
ft photoelectronic or photooptical system v. 
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foreign commerce. "Electronic communication" is also ^P-i^|=^^^y ^^ 
1%-JIa i-« *>«rliid6 a wire or oral communication. Any and all forms or 
'liuroAl "^untcatlo^:. unU.= .p.ci£ic=U, ex..pt.d, ar. subject 
to the provisions of the statute. 



18, use. 



For additional definitions refer to Chapter 119 of Title 



EFFECTIVE: 06/03/96 



1^0-1 2 Title 18, use, Section 2511 - Interception and Disclosure 
of Wire, Oral, or Electronic Communications Prohibited 

This section prohibits the interception and disclosure of 
• - «^ai or electronic communications except as otherwise 
:;:Vi"cl\ly ^l^T»'Z\n Ch,pur U? »« ntl. is. use. A„y P«,o« .. 
in violation if that person- 

(1) intentionally intercepts, endeavors to intercept or 
procures any other person to intercept or endeavor to intercept, any 
wire, oral or electronic communication; 

(2) intentionally uses, endeavors to use or procures any 
^h.r nerson to use or endeavor to use any electronic, mechanical or 

iZr Se":: t: intercept any oral communication, in circumstances 
detailed under this Section of Title 18, UbL, 

(3) intentionally discloses, or endeavors to disclose, to 
any other person the contents of any wire oral -/^^^ "^--.^..i.^ 
communication, knowing or having reason to know tn« tne 

^a. obtained through the interception of a wire, oral or electronic 
communication in violation of this subsection, or 

(A) intentionally uses or endeavors to use, the contents 
of any wire, oral or electronic communication, knowing "having 
of any «^>^e' information was obtained through the 

I^rercepJioHf a'wirt: of.i or electronic communication in violation 
of this subsection. 




EFFECTIVE: 11/23/87 
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I 139-1.2.1 Exceptions 

(1) It shall not be- unlawful under this chapter for an 

are used in the transmission of a wxre, oral or electronic 
are usee in une i. disclose or use that communication in the 

communication, to intercept, disclose or "" _ activity 

\,^»»i r-niirfifi of his/her employment while engaged in any activity 



c 




Refer to Section 2511 for specific exemptions. 

(i) It shall not be unlawful under this chapter for an 
1 \l aaent of the Federal Communications Commission, 

tr hr;o::ri°ro:;sr.rh°=/Slr'Xioy»."t ana i„ di=ch.... oe th. 

m tne iioriu*x v .^....^i^, ^xpreised bv the Commission m the 
m^«i't-nrinff resoons ibi 1 it les exerciseo oy '•"'= ■-« ,. • „ 
monitoriiig icofw-'"-'" _.^- /t tic/- ^^ ,"nhai-/«on!' a Wire or 

(3) It shall not be unlawful und.r this chapter £or a 
eerson acting under color of law to intercept a wire oral or 
n::Uo"^L.unicati.„ Where such person .^epart,^to_^th.^^^^_^ 

communication or one of the parties to 
prior consent to such interception; 

(A) It shall not be unlawful under this chapter for a 
person not acting under color of law to -Percept a wire, oral or 
Lectronic communication «^"^« -^^^J«:r,^\L^ro^i cl'jion has 
communication or Where ^^.^^^^^/^r unless such communication is 

any state; 

(5) It shall not be unlawful under this chapter or 
Chapter 121 of Title 18, USC. for any person- 

(a) to intercept or access an electronic .... 
communication made through an electronic "^^-^^^t^^^^.^fi^'Lces ib e 
configured so that such electronic communication is readily 
to the general public; 
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(b) to intercept any radio communication which is 
transmitted- 

1 by any station for the use of the general 
\ u^ll aircraft, vehicles, or persons in 

public, or that relates to shxps, aircraft, ve 

distress; 

2 bv any governmental, law enforcement, civil 

\-i II nnblic safety communications system, 

defense, private ^-^ "f/^^;," ^jl L !Me\o the general public; 
including police and fire, readily ace 

3 by a 8tation_operating_on..an authorized- -_ 

general mobile radio service; or 



system; 



4. by any marine or aeronautical communications 
(c) to engage in any conduct which- 



G 




1. is prohibited by Section 633 of the 
Communications Act of 1934; or 

•) is excepted from the application of Section 
. :• t^fof 1934 by Section 705(b) of that 
705(a) of the Communications Act of 1934 by ce 

Act * 

(d) to intercept any wire or «l«-tronic 
communication the\ransmission f^^^J^^f 3ratir;;'conrumer electronic 

interference to any ^^^f ^ ^ J,r,^'ro'identify the source of such 
equipment, to the extent necessary 
interference; or 

(e) for other u.or. ot th. "f '^•'.^'^J^t'^uUz.. 

encrypted; 

(6) It .h.ll not b. unl.»£ul uni.r this ch.pt.r- 

U) to u.. . P.n r.gi.ter o, a trap .nd t„c.^,W^^ 
J c:^^A fnr the ourposes of Chapter ^uo 
ii: ZlnlVTo r." r'elu-r. an^trip Ld trao. ..vie..)-, or 



•J > ^F aipctronic communication 
(b) for a provider of electronic 



Sensitive 
PRINTED: 02/18/98 




Sensitive 



G 



Manual of Investigative Operations and Guidelines 
Part' I 



PAGE 139 - 5 



service to record the £act that a wire or electronic connnunication was 

"Hiated or completed in order to protect -f P^J^J^^^' J^f ^r 
p.ovider furnishing^service towar thpomple .on 0^ t^ 

electronic communication, or a user ot lhol b* , 
unlawful or abusive use o£ such service; 

(7) A person or entity providing an electronic 
communication service to the public shall not intentionally divulge 
tSHoitents of any communication while in transmission on that 

ervHe to any person or entity other than an addressee or intended 
recipient 0? such communication or an agent of such addressee or 

intended recipient ;_ — . 

(8) A person or entity providing electronic communication 
service to the public may divulge the contents of such communication 

(a) as otherwise authorized in Title 18, USC, 
Section 2511 (2) (a) or Section 2517; 
I (b) with the lawful consent of the originator or any 

I addressee or intended recipient of such communication) 

(c) to a person employed or authorized, or whose ^ 
facilities are used, to forward such communication to its destination, 
or 

(d) which were inadvertently obtained by the service 
provider and which appear to P*"^'^^!:.'.!.!*:!."!!!"^'" "' * '"""'' 



such divulgence is made to a law enforcement agency. 



EFFECTIVE: 11/23/87 




139-1 3 Title 18, USC, Section 2512 - Manufacture. Distribution, 
Possession, and Advertising of Wire. Oral 
or Electronic Communication Intercepting Devices 
Prohibited 

Except as otherwise specifically provided in Chapter 119 
of Title 18, use. this section prohibits any person from 
intentionally- 

(1) sending through the mail or sending or carrying in 
interstate or foreign commerce, any electronic, mechanical or other 
i^ilce Knowing or Lving reason to know that the design of such 
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device renders it primarily useful ^-^^f^^/^^f/.^.^L'fo^nuni cat ions; 
surreptitious inter(ieption of wire, oral or electro 

(2) manufacturing, assembling. PO^^^j^J °^ Tealln^tr'' 
electronic, Mechanical or other device Knowing^ 

rr^^L-r rilir.:1eif k^^u^Klh^ .ail or^ransported in 
interstate or foreign commerce; or 



(3) 



publication any advertisement of- 



pl^ ing_in. «.y news i^per . ._Mgazine . 3^db a l_or_p t^ 



N.^— ■■'■ 



(a) any electronic, mechanical or °ther device 
\uj *"y desien of such device 

knowins or having .r.a.on to I"""" '*»' '^' ^'' ^Jh" .u„optitiou. 

(b) any other electronic.- mechanical or other 
aevice. Where suci advertisement Promotes th use of^such^dev.ce 

the purpose of the ^^"^^f ^JX'i^;"',:":^-^; reason to know that such 
electronic communications Knowing or^ ^^.^g^^ transported in 
advertisement will oe sent nnuu.6 
interstate or foreign commerce. 



EFFECTIVE: 11/23/87 




I 



139-1.3.1 Exceptions 

It shall not be unlawful for- 

(1) a provider of wire or electronic communication 

-t::t°wit ^^v;^^^^^ z^j^t^^^^^^s 

^providing th^wire'or electronic communication; or 

(2) an officer, agent, or -P^o^ee of or a P-- -der 
contract with, the United "ates a sta a poHtical^.^^^ ^^^^^^^ 
thereof, in ^^e nprma cou s the a Uvi ^^ ^^^^ ^^^^^^^ ^^^ ^^.^^ 

a state, or a ?^^J^J"^.^jf^r foreign commerce, or manufacture, 
send or carry in ^"^erstate or "^* 8 mechanical, or other device 
assemble, possess, or sell ^"y^^^^^^^^he design of such device 
knowing or having reason to know that the design o 
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139-1. A 



Title 18 use. Section 2513 - Confiscation of Wire. Oral 
or E?ect;onic communication Intercepting Devices 



•J _ 4■t,^^ an-u electronic, mechanical 
n^ This section provides that any ®^«*=^^°" ' 

. • JIa «Lt carried, manufactured, ..assembled, 

or .other. deyice^used,,-s.ent,„carriea._ ^^ ^^^^ Sections 

possessed, sold or *<i^"t"^'*/" J^^'fei to the United States. 
2511 or 2512 may be seized and forfeited Co tne ^ 

(2) The FBI has been delegated authority to i-titute^^^^ 
civil forfeiture P^^^^^^^s pursuant to Se on 25 3 The^^^^^^ ^^ 
and Abandoned Property "--^^^jf^^^^.^iftu proceedings (judicial 
^:d^:irtt^:ti::r:o:du:ttd^-"o^lunction with this violation. 



EFFECTIVE: 11/23/87 



139-1.5 



Title 47. use. Section 605 - Unauthorized Publication or 
use of Communications 



Except as.authorized b^ChapUr 119 ntle^l^ USC.^no^^ 

person receiving, assisting n ^«=«^^^^|; .^^^^^ication by wire or 
in transmitting any interstate «^/"«;«^„^° contents, substance, 
radio shall divulge or P"bljBh the ^^^f^^^^^/^^ ^^thorized channels 
purport, effect or meaning thereof, except tnr g 
of transmission or reception 

(1) To any person other than the addressee, his/her 
agent, or attorney; 

(2) TO a person employed or authorized to forward such 
communication to its destination; 

(3) To proper accounting or distributing of^^"" f ''''' 
«-.«Knr centers over which the communication may be 

various communicating cenuers 

passed; 




(A) 



To the master of a ship under whom that person is 
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(5) In response to a subpoena issued by a court of 
competent jurisdiction; or 



(6) 



On demand of other lawful authority. 




K K 'r.. authorized by the sender shall intercept any radio 

No person not ^"'^^.J^J^^^^rJubli h the existence, contents. 

communication *"^/^^"J«^ °%P meaning of such intercepted 
substance purport effect or meanxg^ ^^^ ^^.^^ ^^^.^^^^ ^^^^^ 

communication to ^'^^.P^'^^^"* "? ? _ ^^y interstate or__foreign.„,_ 

.shaU_rec|iYe_^r_A|J^st in ^ f ^^^^^^^cation (or any information 
communication by radio and use «^*^^° ^^ ,^^ ^he benefit 
therein contained) for his/her °*™ " havine received any 
of another not entitled thereto No person having ^^^^^^ ^.^^ ^^^ 

intercepted radio """""^"J^^^.^^^ ^^^^^eaning of such communication 
contents. ^fll^^/^^'.^'Zllt', har ^ch c^Ziication was intercepted, 
rair^ruIeTr-pufurre^xistence. contents, substan^^^^ 

effect, or meaning of such ^-^ " ^h^reiHo^nrained) for his/her 
rb:::fir:f £0^ tt nef-rof another not entitled thereto. 



EFFECTIVE: 11/23/87 



I 139-1.5.1 Exceptions 

(1) This section shall not apply to the receiving, 
divulging publishing or utilizing ^ -tents^of ^any^radio^ ^^ ^^^ 
communication which is ^ransmictea jy y . ^^ which is 

radio operator; 

(2) This section shall not apply to the interception or 
• t hv anv indWidual or the assisting of such interception or 
Tereipt. of aVsai^Uite cable programming for private viewing if 




% 



(a) 



the programming involved is not encrypted; 



(b) a marketing system is established and the 
individuals receiving such programming have obtained authorization for 
private viewing under that system. 
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EFFECTIVE: 11/23/87 



139-2 



POLICY 



c 




• I. «* roUflhle information concerning an 
(1) Upon receipt °^"^J^°;%'""„g „ithin the 139A or 
interception of "--i^^^^^.^oprraU United aL^ Attorney (USA) 
139B classificaUon. the JPP^^P^^-^^^.^t^ preliminary investigation 
should be notified. The USA may r q • t„_vie„s of complainants, 

be conducted. Such should consist f J^f ^^^;%'„„tact_with.-the 

v!ctims_and.up_.to_thr.ee_witnesses. along with jonta^^^^^^^ .^^.^^^^ 

"telephone company, when ^PP^^^^J;^ j^^i^^e interviews of subjects, 
otherwise, investigations f °"\f f ^^ ;"^t, „f the case. USA is 
USA will review results ^"'^^^^^^^".f^i^^Ii^estigation and initiate 
authorized by DOJ to request full field inve g 
prosecution and forfeiture. 

that the contents of ^^i^^aUy ^-ntercepte unlawfully 

disclosed. Before ANY disc osure or use IS ma ^^^,,^ ^, 
intercepted communication, the ^^^^J ^^^^^^ .^^^ ^^jted States 
consulted, and the concurrence ^^^^^^^^^"^ermissible disclosure and 
Attorney's office obtained ^"^J°^"f,f„f ;3,irs depending on caselaw 
use of illegally intercepted informat on var P^^ ^.^^^ ^^^ ^^^^ 

controlling in the particular judicial aisc 
Section 2517. j 

, (3) , Allegations j^lving federal state^or^local^P^ 
officials as subjects or ^J<=^;»%"'„^'h Investigation. Evidence 
Such matters «<l"i" .P""?^„!"J and eflecUve manner. The same 
should be collected in a ^ J^^^^ J^^„'^f Jhat a federal, state or local 
applies tomatters where It s alleged t ^ .^^^ concerning an 

government agency is the ^^^t^"- . ^' ion not otherwise described in 
interception of """^'J^^'^^^^^^^i^i^'uy a declination policy should 
ll^'^^'fST' w ^Itr^rap; orriatHsffor nonpriority matters to 
5:c!udf refp:-: to su^aSle^gations involving domestic marital 
disputes. 
, , (.) lupon receipt of reliable j^^-^f i-^^thrnlc^^r 

' interceptioi of "----^^^ej^N^nnU a effort should be made 
139D classification <S^f;;^^/^5tvU;. Investigations should be lim ted 
to assess the "^nies thith mlnuf^ture equipment or mod fy existing 
rom^:rriira::Trarir equipment to facilitate the theft of 
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communication signals by others. Resources should not be expended in 

the investigation of end users. These matters should be presented 

early for an initial prosecutive opinion and thereafter closely 
followed with the USA. 

I (5) j Allegations involving the interception of cable, 
satellite or electronic communications for significant commercial gain 
are classified as priority matters. Significant commercial gain is 
defined as the manufacture, sale or advertisement to sell any device 
the design of which renders it primarily useful for the surreptitious 
interception of protected or encrypted communications, wherein Che 
revenue 'accruing .to the subject. exceeds $25,000. __A11 _other 
allegations involving interception of communication/signal theft 
matters are classified as nonpriority and should be covered in a 
declination policy with the USA. 

j (6) I Significant allegations involving the theft of 
industrial or corporate proprietary information obtained as a result 
of the illegal interception of business electronic communications 
should be classified as Fraud By Wire (196 classification) or ITSP 
matters (87D classification) in lieu of handling under the IOC 
classification whenever applicable. 





1 (8) 1 Sgf ntijihomaybe^^ 
.prosecutionl laimpiSipt^^^ |P^J to- 

w J 1 ett I onsSto.^thel^pJ 



^•»flJ^S?ed. with, the appropriate .v^:;^^!^ 
jf matters on cro8 8-examinationj;:whi«s« 



^p|^^^|^^ionableJtiti«;^r^^' rul^ii£^f.:ev^^|^ 

1(9)1 Attorney General Order No. 919-80, dated 12/18/80, 
sets forth procedures to be followed by officers and other employees 
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o£ the Department when served with a -^?--ortaInerii'Sojl!ret or 
produce or disclose material or ^-^^^^^J^^^J^^t^^l^ :;tes! Should 
Official information in the P°"«";,^%°%;^/,:;^,t7over objection, to 
Agents Who are -^nesses be co.pe 1 d by the -rt.^^^^^ J.^^ 

give testimony concerning their '^"''?';"*^ . k- ^in their official 

testimony might -^-^ -^^^f ,tus" th re p^ct to «nfidential 

possession or contained in DOJ files ^^"^^ ^^ ^ ^^^^^al Order No. 

investigative techniques P^f -^^^^^^Jti^'thrgovernment ' s 

919-80 should be invoked. ^"/?P"Pf^'^'^* ' that the Attorney General 
prosecuting. attorney ^^ould advise the court that th^^ ^^ ^^^^^ 

has prohibited disclosure of «"f . ^"f ^^^^^f^^ national .security„and 

... because, revelation thereof _woul3e^-^^ to^^ ^^^^^^,^ , , , 

ItlTeJelople^trinlarcrse where\his problem might present itself. 
(See MIOG, Part II, 6-1.) 

conducted in .b.onc. »^ ."'J" '"^dJot b. notified ot receipt of 
-ir-Ut"lIe:rr"n:"e; "ct't„»et.„cee e«i.t that „o„td .a.. U 
desirable to notify FBIHQ. 

:::;eU°ult:=: -one'fof :ro«.ful pu,p.o.e Cco^ie^ion Of c„.e or 

I '"' ' I (12) I surreptitious '"'-'"i,-„:x^i'rvi:;:?irend 

'fu tr:Lti:;r.!tK°USr'inT.lr:arr'"arc:Si--, of ot-er 
fo^iSle inJ::c:;Uon Of co»unic,tion. violation.. 

. ^„., ..i-u ^z^ :r-isL-i:?ri: rr-oitt-or 

this chapter. 




EFFECTIVE: 06/03/96 
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INVESTIGATIVE PROCEDURE 



139-3 

conviction*. 



initiated- 



(2) 



In case, where £ull-£ield investigations are 



„ia) Evidence. «ust.e^bUined. to, rove^t^^ 

-;in-au-t»rorTzed-"Interception. use or disclosure of 

/'v^ Tn 139A and B matters both parties to the 
(b) In 139A f'^* " t^d to ensure that neither 

intercepted "^-""t^rnT.tters^on. should ensure that 
consented. On If C and D "J^^^^/fV^te knowledge and intent on the 
rt""f'tht^;fe:t'tf "ome^tre statute. This primarily appUes to 
retailers and advertisers. 



'gidentify subjects. 



(c) .Consider use of physical sur, . *^;,. - 



r s -'^r*. • «kotorraohs of instalUti.ei|fand3siBi^ 

-'^ . . ..J PrnresBinZ UniL^^^^^^^BP. . 



"obtain photographs o£,.ins«i.-K^r-r »"'*-' 

-. . V rtd for iobiisslon to the Electronic Surve 

of equipment used tor spoBii.»» Processing Unit^^-ppgaapr'. 

tol owe £ -7 -J! this manual) :!J^4ip*?, " ■ 

Section 13-6./ ot tnis w-j^^^^j^ 



the 
^fo 




- «, ..•«., 9513 in close cooperation and consuitaviw 

use, Section Z3iJ in c».vo« r 

(See 139-1. A.) 
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EFFECTIVE: 11/24/97 



I 139-4 MISCELLANEOUS 



(1) Notwithstanding any other prov. .on thxs.t^^ ^^ 
section 705 or 706 of the ^o-unxcations Act of 193A ^^ ^^^^^^ .^ 

unlawful for an ^^^j"^' ^f J, U^^l du" to conduct electronic 
the normal course °f^^;^(^^^///i;"toi of the Foreign Intelligence 

ji^::i}i:::: ::t"S"8:!a!"utho.ized _hy_that . Act 

(2) Nothing contained in t^i^^f^^^^^-^rbelfered^'to' '' 
Section 705 of the Communications Act of 934 shal^^^ ^^ ^^^^.^^ 

affect the acquisition by the V^J^^^Ji^^" ^r foreign communications, 
intelligence j"^^--^ f, Jir^fer^irttd^In accordance with 
or foreign ^"J^^^^f^"" "^j ^w involving a foreign electronic 
otherwise ^PP^^^^J^/ utitizinl a means other than electron c 
communications ^V'^^^V "^^ g^.^f on 101 of the Foreign Intelligence 
surveillance f/f/"^^8^\'a pro^dures in this chapter and the 
Surveillance Act of 1978, ana P"^"^^ .q^q ^^^ ^e the exclusive 
Foreign Intelligence Surveillance Act of 1978 sha^ ^^.^^ ^^^ ^^ 

.eans\y ^'f^r;^^^^^:^^^ wlr^ and oral 
such act, and the intercepLioi 
communications may be conducted. 



EFFECTIVE: 11/23/87 

j 139-5 VENUE 

, Wherever an offense is committed, begun or completed, 

EFFECTIVE: U/23/87 
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1139-6 REPORTING PROCEDURES 

(1) Advise FBIHQ. by appropriate teletype, the same day. 
When openin/pHority cases involving pubic fj-^- ^^ /S^/jt I^al 
state or ^ocal government agenc. s In such_«atte ^.^^^^^ ^^^^ ^^ ^^^ 
and three cop.es) must be sent to W^ ^^^^^^ .^^^^^^ ^ 
opening o£ the case ^h^^^^ . ^„^ initial investigative steps 
predicating the case USA ^^P^^^^^^^^^j^tions are at the discretion 

TZ'lfct af ?ir:: t: l;;. FBIHQ a cUsing - ;;- -r^er" - 
,or all investigations j^vov.ngpbl.^ ._._. 

-SKStgatiS^^Htf-estigative H^ 
disposition of the investigation. The USA s OP^^ .^^ ^^ould 

wheL that o«i«.'^«^j-;,^";ro;ma?i;nrcrp atnt, through plea 
be detailed from indictment. ^"^^^'J^^'^^ °^„"„;, ^s appropriate, 
acceptance, trial disposition, and/or sentencing, as w 

(2) Upon receipt of complaints alleging violations not 
uT- -.ff,,.talB and/or Rovernment agencies, FBlHg snouia 
involv ng P;^J^!/"^^^^ ti""J; b/„ore expeditious means if good 
promptly notified by ^irtel, or oy ^ circumstances, 
judgment so dictates, based^on the specific ^^ ^^^ ^^ ^^ ^^^.^^ 
Questionable status should contain recommeno ^^^ ^^^ 

desired. If no i^^est gat ive action is -J^^f ^^^^^ ^„ ,,,„ ^osed. 
initial airtel should -'^J" ^^^'^^^ .^^^^.^^Ug^tion is requested, 
confirm USA's opinion ^V^if,'^ J^/ , J^/^.^ to'pBIHQ for dissemination 
investigative results snouio o ,./.,. orosecutive summary report. 
to DOJ, Criminal «'-^'-;. ^^J T.TtmAZl be £or»arde.. If 

forwarded to FBIHQ. 1 



EFFECTIVE: 11/23/87 



139-7 



PENALTY - MAXIMUM 




(1) Title 18, use. Section 2511 - fine or five years' 
i.p.Uonment or both In ^^^t^i^^l^ 18:1sc!^rct!on^25ll"f:r^ 
^;-l^irc!%u::tr":h;ren:i:inLt an; civh penalties apply. 

(2) Title 18. use. Section 2512 - fine up to $10,000 or 
imprisonment up to five years or both. 
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(3) Title A7, use, Section 605 - for first offense, fine 
up to $25,000 or imprisonment up to 1 year or .both For ^"^"J^^f 
offenses, fine up to $50,000 or imprisonment up to 2 years or both. 

In accordance with the above sections, there is a sliding 
scale of penalties in conjunction with the nature of the offense and 
nUngen? upon other conJributing factors. The above code sections 
should be referred' to for specific penalty considerations. 



15 



EFFECTIVE: 11/23/87 



t 



139-8 



t 



I COMPUTATION OF POTENTIAL ECONOMIC LOSS PREVENTED (PELP) 
VALUES IN SIGNAL THEFT MATTERS 




EFFECTIVE: 08/27/90 
1139-91 CHARACTER - INTERCEPTION OF COMMUNICATIONS 

EFFECTIVE: 08/27/90 

139-10 SUBCLASSIFICATIONS 

See MAOP, Part II, 3-1,1, "FBI Classifications and 
Subdivided Classifications." 




EFFECTIVE: 10/18/95 
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SECTION UO. I OFFICE OF PERSONNEL MANAGEMENT - REFERRAL; 
EMPLOYEES; - OTHER] 
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1/n 1 TFNERAL INSTRUCTIONS REGARDING GOVERNMENT EMPLOYEE 
''°'' SEcSy RE?ERRAL INVESTIGATIONS (140A AND 140C) | (See 
MIOG, Part I, 46-l.Xl (3) .) 1 

These instructions supplement those contained in Part II. ^ 
S e ction 17 _of_this J^^Dyib ____- — ."- 

(1) The first group of investigations in this category 
V 1. p^«m nPM or other Government agencies wherein a 
stems from "f«"*;«„^"!°been receded regarding the applicant's or 
^"^;''''^°^:tlt?; "o th^Government Is described in Section 8(d) of 
employee's loV^^ty to the ^°^«^. ^ ^^^^ ^^e 151 classification 

'°t';i?scal1rar 1590 ^riginatrftla) Peace Corps (ACTION-OPM) . (b) 

s^u^ti^^tifi I ^r>'^:^^^^^^ ^-c! 

rMr"(e)":s? Tmrcr ;/l"i::::aLSt Asen^y (ACDA-OPKy.^- (f) 
Ss 'information Agency (USIA-OPM) and -« "^f jj^;;"^/,,!:^;^^ ''" 
298 and other PubUc laws when an ^Uegat. on has-been received^ ^^^ 

regarding the applicant s I^V^J'^y " "J receipt of a referral, 

handled on * ^-J<^""J-|o fl^c of ^^e G^enera C;uns:ilof the 
I FBIHQ forwards 10 thelOf ice the^^^_^^ _^ ^^^^ ^^ ^^ ^ ^^^ 

Department of Jutice. where a ^^ ^^ ^^^^^^ ^^ ^ ^^^^^^^ ^^^„ 

ifoS" ageicy U rrceiv:d':n the field level, the "<?u-^ing agency 
rouirb:'rnfLmed that these ^-^^^^jf/^rar^hrh ad^u r^^rs level, 
correlated at FBIHQ and the request ""^^.^J.*^ 'J^^^Jt FBIHQ will 

MIOG, Part I, 151-1.) | 

(2) If substantive information described in Section 8(d) 
„f EO 10450 is received from complainant, or is located in office 
of EO lO;^" " ,^ ^^ during other investigation, include such 
^i ' Toi in Im?o FBIHQ for dissemination to 0PM or interested 
agercrinvent'Serae"« FBI full field investigation. 

d) If derogatory information requiring no FBI 
investigation is received (Section 8(a) (1) of EO 10450) , submit LHM 
Jo F^Q suitable for dissemination and also consider local 
dissemination to concerned agency. 
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EFFECTIVE: 09/09/94 

lAO-1.1 Preliminary Inquiries 

When a Name Check received at FBIHQ from 0PM or other 
When a "*"^ .. - individual with same or similar 
Government agency -d^dentiyof^-d^^ available in FBIHQ files, a 

name cannot be resoivea tru pn^Ho This will consist.of 

f:::rZ\lll:t\l"l d.t.™ln. identity and si^oifcanc. of 
available information. 



G 



EFFECTIVE: OA/19/91 



lAO-1.2 



Interviews 



TF n«ked whv individual is being investigated in|OPM 
•. r.Eerral least! tate that under an EO Government employees 
security "ferrallcase. s Federal employee security 

or applicants are checked as part ^ checked under this 

program. Mr., Mrs., Miss, or ns. 



progr 
program 



EFFECTIVE: 04/19/91 



140-1.3 Dissemination of Reports 

Tf ^ reauest is received in the field for copies of|OPM 

1 •^;::,T.XrZ <>^l^ S^fE«rNtnS» op|?hkse|eepokts should be 

MADE. 




EFFECTIVE: 04/19/91 
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\ 140-1'.4 Full Field Investigations of Army, Navy and Air Force 
Civilian Personnel 

(1) At inception of investigation, appropriate office 
should notify intelligence representative of interested department 
that investigation is being conducted by FBI under EO 10450. However, 
no local dissemination of reports or investigative results should be 
made without prior specific FBIHQ approval. 



field office. 



(2) Notification may be in any form most convenient to 



""^ " (3) Office file must show notification given and what 

information furnished. 



EFFECTIVE: 04/19/91 



o 



140-2 (GENERAL INSTRUCTIONS REGARDING SUITABILITY REFERRAL 
INVESTIGATION (140B) 

A second group of investigations in this category also 
stems from referrals from 0PM or other Government agencies wherein a 
suitability background investigation is being requested concerning key 
employees. No question or allegation of the applicant's or employee s 
loyalty to the Government has surfaced. 

These instructions supplement those contained in Part II, Section 
17 of this manual. | 



EFFECTIVE: 04/19/91 




140-3 



[SUBDIVIDED CLASSIFICATIONS 



(1) 140A - Office of Personnel Management - Referral (Key 
Government Employees) 

(2) 140B - Office of Personnel Management - Employees 
(Key OPM or Government Employees) 

(3) 140C - Office of Personnel Management - Other (Other 
Government Employees) j 
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EFFECTIVE: 04/19/91 



I 1 140-4 1 ' PRIVACY ACT - REQUIREMENTS 



(1) When interviewing individuals under this 

Classification for information ^"-^0 ir^rpr edu^^ 
activities, the interviewing Agent must follow ^ ,L 
described In Part I. 190-5 (2) and (3) of th.s manual. 

(2) When interviewing. an- individual to !°li^^^.---r;; 
—^*'^ — 7 „i-v,or ^han the interviewee Uhereoy 

information concerning someone f f ;/^^*^/^^,,,„,tion) , the 

classifying that ^-<»^^jd"f„" ?he procedure relating to promises of 
interviewing Agent must follow the proceau 6 
confidentiality as described m Part I, 190 7 of tn s 







EFFECTIVE: 04/19/91 



1 140-5 1 



CHARACTER -| OFFICE OF PERSONNEL MANAGEMENT - REFERRAL; 
EMPLOYEES; - OTHER 1 



EFFECTIVE: 04/19/91 
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SECTION 141. FALSE ENTRIES IN RECORDS OF INTERSTATE CARRIERS 



141-1 STATUTES 

Title 47, use, Section 220(e) ; Title 49. USC. Section 



20(7) 



(b); Title 49, use, Section 20(7) (£) 



EFFECTIVE: -06/26/91- 



G 



lAl-l.l Title 47, Section 220(e) 

Violations by employees of telephone, telegraph and radio 
companies 

EFFECTIVE: 06/26/91 
lAl-1.1.1 Elements 

^^, p„s.„ .ho .hall f'ii''}^\:^:::/jiVLzi7.^T 
r%'h"r s:ih"L'i:r;«To": :ir„uirjirr.ur„. .utuate. 

„oord, or »'»»"»J^: °%:5^:f i r^ci fc L"tt, record., or 
of the carrier ..." 



EFFECTIVE: 06/26/91 
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141-1.1.2 Other Provisions 

1(1)1 The carriers covered are telephone, telegraph, and 
radio companies engaged as common carriers for hire in interstate or 
foreign commerce; those engaged in radio broadcasting are not deemed 
to be common carriers. Title 47, USC, Section 153(h). 

1(2)1 Jurisdiction over violations by the carriers to 
contravene provisions of this section rests with the Federal 
Communications Commission. 

t 1 (3) 1 The Bureau has investi^gative jurisdiction only over 

-violaBons by- employees who attempt" to defraud the employing carriers. 



(A) I Note that this statute defines the violation as a 



misdemeanor . 



EFFECTIVE: 06/26/91 



141-1.1.3 Investigative Procedure 

These cases will arise out of embezzlements by employees 
of the interstate carriers who attempt to conceal their shortages by 
failing to record transactions, reporting them falsely, or ^V 
destroying records. The exact nature of the records used by the 
c^rHrnhould be ascertained in order that the Specia Agen^ can 



require the 
examine the 
InsfitiitiSil 





EFFECTIVE: 06/26/91 



141-1.1.4 Policy 



If prosecution has already been initiated in the state 
courts for embezzlement or similar offenses the investigation should 
be held in abeyance pending a decision of the^USA as to 
whetherlhe/shelwill authorize prosecution m Federal court. 
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141-1.2 Title 49, Section 20(7) (b) 

Violations by employees of railroads, etc. 

EFFECTIVE: 06/26/91 



c 



141-1.2.1' Elements 

"Any person who shall knowingly and willfully make, cause 
to be made, or participate in the making of. any false entry xn any 
annual or other report required under this section to be filed, or in 
jraccount of any book of accounts or in any records or -moranda 
keot by a carrier, or required under this section to be kept by a 
lessor or oJher p;rson, or who shall knowingly and viUfu ly destroy. 
mutiUte alter, or by any other means or device falsify the record of 
any uch'ac oun s. records, or memoranda, or who shall knowingly and 
wUlfully neglect or fail to make full, true, and correct entries in 
sich account!, records, or memoranda of all facts and transactions 
appertaining to the business of the carrier, lessor, or person, or 
sEatrkioi!Lly and willfully keep any accounts, records, or memoranda 
^o^ ary t the rules, regulations, or orders of the Commission with 
respect thereto, or shall knowingly or willfully file with the 
Commission any false report or other document... 



EFFECTIVE: 01/31/78 



\ 



141-1.2.2 Other Provisions 

The carriers covered are railroads, pipeline companies, 
express companies, sleeping car companies, and suburban ^^^tric 
tines Such carriers must be engaged in interstate commerce to come 
i thl; ?h: paragraph. The paragraph does not "-^r!^",:^,: ^^jS 
lines motor freight lines, or bus companies. It is contemplated that 
few ';«« will come to the Bureau's attention except those arising out 
of irregularities by employees of railroads. 



Note that this statute defines the violation as a 



misdemeanor. 
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141-1.3 Title A9. Section 20(7) (f) 

Violations by special agents, accountants, or examiners of 
Interstate Commerce Commission 

EFFECTIVE: 01/31/78 . 



lAl-1.3.1 Elements 



"Any special agent, accountant, or examiner who knowingly 
and willfully divulges any fact or information which may come to his 
knowledge during tht course of any examination or inspection made 
under authority of this section, except insofar as he may be directed 
by the Commission or by a court of judge thereof .... 

EFFECTIVE: 01/31/78 

141-1.3.2 Other Provisions 

Very few cases will arise concerning violations of this 
particular subsection. However, since the Criminal Division of the 
Department has advised that this subsection is within the Bureau s 
iur!sdic?ion! the pertinent subsection is quoted above. Note that 
iubsetuoir;, c. d. and e of Section 20(7) are not within the 
Bureau's jurisdiction. 

According to the Antitrust Division of the Department, the 
««rH« "anv snecial agent, accountant, or examiner" refer to agents, 
:«o;nt;nL:'or eiaSner; in the employ of the Interstate Commerce 
Commission. 

Note that this statute defines the violation as a 
misdemeanor. 
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EFFECTIVE: 01/31/78 



141-2 



PENALTIES 



(1) Title 47, Section 220(e) - A fine of not less than 
$1,000 nor more than $5,000 or imprisonment for a term of not less 
than one year nor more than three years, or both (misdemeanor;. 

(2) Title 49, Section 20(7) (b) - A fine of not more than 

$5^00 or_imprisonj5ent_for M^^^^^ ' 

(misdemeanor) . 

(3) Title 49, Section 20(7) (f) " A fine of not more than 
$500 or imprisonment for not exceeding six months or both 
(misdemeanor) . 



G 



EFFECTIVE: *01/31/78 

141-3 CHARACTER - FALSE ENTRIES IN RECORDS OF INTERSTATE 
CARRIERS (FERIC) 



EFFECTIVE: 01/31/78 




% 
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142-1 STATUTE 

Title 49, use, Section 1 (7) 



EFFECTIVE: 01/31/78 




142-1.1 Elements 

Free transportation for passengers prohibited; exceptions: 

"No common carrier subject to the provisions of this 
chapter, shall, directly or indirectly, issue or give any interstate 
free tUket, f;ee pass, or free transportation for passengers, except 
to !t employees, its officers, time inspectors surgeons. Phy^-^^^s 
and attorneys at law., and the families of any of the fo"8-ng. to the 
executive officers, general chairmen, and counsel of employees 

rganizlti^" when' such organizations are authorized and Je-|-^^ ^^ 
represent employees in accordance with the provisions of the Railway 
[aSor let;" (Sections 151-163 and 181-188 of Title 45) "to minis ers 
tf religion, traveling secretaries of railroad Young Men's Christian 
IssociaUon;. inmates'of hospitals and charitable -<i «l«--y""y 
institutions, and persons exclusively engaged in charitable and 
eleeiosynary workj'to indigent, destitute and home ess P-sons a d to 
such persons when transported by charitable ^o^^^^^ies or hosp tals 

and the necessary agents employed in -^V^S^'hI' untler Soldters 
of the National Homes or State Homes for Disabled ^''^""^f^f^^"^^^^^*' 
and of Soldiers' and Sailors' Homes, including those about to enter 
Td ?hose returning home after discharge; to necessary caretakers of 
Uvestock. poultry! milk, and fruit; to employees on sleeping cars, 
express c^rs, and to linemen of telegraph and telephone companies; to 
railway mall-service employees and persons in charge of the mails when 
on dutv and traveling to and from duty, and all duly accredited agents 
^^d officers of tirS. S. Postal Service and the Railway Mail Service 
and postal inspectors while traveling on official business upon the 
exhibition of their credentials; to customs inspectors, and 
Immigration officers; to newsboys on trains, baggage agents, witnesses 
attending any legal investigation in which the common carrier is 
interested, persons injured in wrecks and physicians and nurses 
attending such persons: Provided, that this provision shall not be 
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construed to prohibit the interchange of passes for the officers, 
agents, and employees of common carriers and their families; nor to 
prohibit any common carrier from carrying passengers free with the 
object of providing relief in cases of general epidemic, pestilence, 
or other calamitous visitation: And provided further, that this 
provision shall not be construed to prohibit the privilege of passes 
or franks, or the exchange thereof with each other, for the officers, 
agents, employees, and their families of such telegraph, telephone, 
and cable lines, and the officers, agents, employees and their 
families of other common carriers subject to the provisions of this 
chapter: Provided further, that the term "employees" as used m this 

paragraph sh all inc lude furloughed, pensioned, and superannuaUd — 

"employeesTTersons who have become disabled or infirm in the service 
of any such common carrier, and the remains of a person killed m the 
employment of a carrier and exemployees traveling for the purpose of 
entering the service of any such common carrier; and the term 
"families" as used in this paragraph shall include the families of 
those persons named in this proviso, also the families of persons 
killed, and the widows during widowhood and minor children during 
minority of persons who died, while in the service of any such common 
carrier." 




EFFECTIVE: 01/31/78 



1A2-1.1.1 Other Provisions 

"Jurisdiction of offenses under this provision shall be 
the same as that provided for offenses in Sections 41, 42, and 43 of 
Chapter 2 of this Title." 

Venue: "Every violation of this section shall be 
prosecuted in any court of the United States having jurisdiction of 
crimes within the district in which such violation was committed, or 
through which the transportation may have been conducted; and whenever 
the offense is begun in one jurisdiction and completed in another it 
may be dealt with, inquired of, tried, determined, and punished in 
either jurisdiction in the same manner as if the offense had been 
actually and wholly committed therein." 

Violations of the above statute come within the Bureau's 
primary investigative jurisdiction. 
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EFFECTIVE: 01/31/78 



142-1.1.2 Investigative Procedure 

Most violations of this nature are brought to the 
attention of the Bureau by special agents of the ^^'•j?"%";^^"*;j: 
Usually these individuals have made a complete ^"vestigatxon of the 
alleged violation and are in possession of all pertinent J"^s. 
Accordingly, much investigative effort can be eliminated by contacting 

the available data they have compiled. 



EFFECTIVE: 01/31/78 



C 



142-2 



PENALTIES 



Any common carrier violating this provision shall be 
deemed guilty of a misdemeanor and for each offense, on "nviction. 
shall pay to the United States a penalty of not less than $100 nor 
more tSan $2,000. and any person, other than the persons «;;=/Pted in 
this provision, who uses any such interstate free ticket, free pass, 
or free transportation shall be subject to a like penalty. 



EFFECTIVE: 01/31/78 



142-3 



CHARACTER - ILLEGAL USE OF A RAILROAD PASS 




EFFECTIVE: 01/31/78 
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I 
SECTION 143. INTERSTATE TRANSPORTATION OF GAMBLING DEVICES 



143-1 



STATUTES 



Title 15. use. sections H^l. IJ^VthU \^l^ was 
1176. 1177. 1178. 1179 1180. fJ-^/r,,fc ve 1 " -62'following 
originally 1-2-51 and further «»«"^f J^i^^iM^^piblic Law 87-840). 
passage of the "Gambling Devices Act of 1962^^PuD^i^ ^^ 



EFFECTIVE: 01/31/78 



143-1.1 Section 1171 Definitions 
"As used in this chapter- 



"(a) The term 'gambling device' means - 



V-,: 



^ch£„. or n.ech.„ical device s» """^"j, l^ H^fjZ .„ deUv.r. 

chance, any money or property; or 

"f2) anv other machine or mechanical device 
(including, but no?L:i ed to.^roulette wheels and s».lar^de^ 
designed and manufactured P"""^^^ ^''^ "'Luver. as the result of 
gambling, and (A) «*^i«=^"'^^" ^^f Chance any ^oney or property, or (B) 
the application ^^^V^Tnerson may become entitled to receive, as 
^.j;;resurt"rr:p;ircattororr:Lment of chance, any money or 

property; or 

"(3) any subassembly or essential part intended to be 

constituent part. 

..(b) The term 'State' includes the District of Columbia. 
^ Puerto Rico, the Virgin Islands, and Guam. 
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"(.>> The tern. 'Possession of the United States' «"""» ^"y 
.il nnitllstates which is not named in paragraph (b) of 
Possession of the United S>tates 

this section. 

"U) The term -interstate -^f "^f th^nired SratL and 
commerce (1) between any State -^/-////^^i^^^'ofurbetween points 
any place outside of such State or ^""J^^^^^J' grates but through any 
in the same State or Possession of the United 
place outside thereof. 

(e) The term ' intrastate commerce' means commerce wholly.. 
- within -one -st^te^ Possession of the United States. 



EFFECTIVE: 01/31/78 



G 



143-1.2 



Section 1172 - Transportation of f f^^^^l^^^^rdf ^' 
unlawful; Exceptions; Authority of Federal Trade 
Commission 



"It Shall be unlawful knowingly to transport any gambling 
It snail DB . ^^ District of Columbia, or a 
device to any place in a State, ^he Distr ^^ ^^^^ ^^^^^^ 

Possession of the United States f^°»^«y ^p"vided, That this section 
the District of Columbia. ;j/f^^«^/,^°;- ^^^ Jg device to a place in 
shall not apply to transportation oijnyj^ >^ exemption of such 

any State which ^as enac ed a law P-^J^^^'^^ ^^ ^ .„ 
State from the P"vis.ons °^ ^h- ^/ ^ ^^,,^ ,,,h subdivision is 
subdivision of a State if tne aua exemption of such 

located has enacted a 1^«.P"^;^^"« '°^ section! nor shall this 
subdivision from the P'^°;:j!^°"; °' ''^^'.ed or de igned for use at and 
section apply to ^"V ^-"''^^"I^^J^i" TstlbUshmenf s where betting is 
transported to, any i;«""J/t!w^' (Nevada land New Jersey are [the 

I legal under applicable State ^^*^% , ;r^„.i ' g) ; I "Provided further. 
on?ylstateslwhichlhave|so f ff/ J '^^^^^.tln iter state or foreign 

' That it shall not be "^1^"^"\^° '"^Itfte in which the transported 
commerce any gambling «i«^^«, f ° ^^^.fted as lawful in a statute of 

Commission Act, as amended (15 USC Al iS; . 




-t 
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EFFECTIVE: 06/10/88 

U3-1.3 section 1173 ; «-.»'""°»„f. rKiro'd""^"^^^*!:"'' 
?™s::s;L°:rru.2:r:-Tvrc.:; Mte,.tio„ o« «™b«. or 

rossessiuii wt „ , T- fc«:„-- Tn^npction and Access to 
Marks on Devices; False Entries, Inspection ano 

Records 

"(a) (1) It shall be unlawful for any person engaged in 

-s^i^h^siness in any way affect -t "tate or^l^ ^^^^^^ ^^^ 




s^i^h^siness in any way affect ;•««"-- llfendar year, unless after 

manufacture any ^--^''-^J^'''''''l,tZTr\TJr "Id Sefore t;e date on 
November 30 of the preceding calendar V^^^' *"\° registered with the 
which such device is -nufactured such Pe"on ^a -6-te^^^ ^^^^ 
Attorney General under this subsection, regaraiess 
devicHver enters interstate or foreign commerce. 

"(2-) It shall be unlawful for any person during any 
„U„aa. ,oa/fo ei;. "in tK. WsUos. o. -•|',;-.,r."„: 1":^^;= 

buying. "'""«•.""'"«; '':;:5\::i::'°horit'. .hip., « d.iiv.r. 

any ganbUng devxc, tf in .uoh °V""^^%„j„j„„4 i„to interstate or 
any such device ''"""i"' 'f ' 'j^,^ „ ^ate ot the Gambling Device. Act 

rar.:g'i^t.t:r„t?ftsn»:;nry'oi;.:L^:iir/?h"..b;ection. 

•'{3^ It shall be unlawful for any person during any 
c,i.n.a. y.a/fo o^^ag. in the -•/-•„^^;:?Ubi:no'/rb '"^^^i 
buying .eUingU..;ng using « °»|^- Ve "Jt or receive, any .uch 
any gaobling <•«""•'';" ""," tran.norted in inter.tate or foreign 

r d te'orwhfcnrbu fr ^^^ t:^Z^.^r... has 
registered witi the Attorney General under this subsection. 

"(4) Each person who registers with the attorney General 
pursuant to thii subsection shall set forth i^-J^J^^" "( °the'^ 
Jis name and each trade name under which he J^;%5^J^"^'/;,,^;„ion of 

address of each of his Pi^^/Z^^^^^^f^V^^Hf business in any State 
the united States (C) the address of a PUce o ^ ^^ ^^^.^^^^ 

or Possession of the "'^^ed States in wnic ^^ ^^ ^ ^ ,,y him 

is located, where he will keep all recoros rcqu 
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by subsection (c) of this section, and (^^ ^-V^c^'htlnJ^ds'tf " 

paragraph (1). (2). or (3) of this subsection f jf !^« ^"^^^^f 

engage in during the calendar year with respect to which such 
registration is made. 

"(b) (1) Every manufacturer of a gambling device defined 
, w,N r Sfts ^e n,.. fi-rfit section of this Act shall 

h"do» tusln..., and th. date .£ ..nuf.ctur. of auch dev.«. 




trade name under which he does business, and the date ot man 
of such device. 

"(c) (1) Every person required to register under 

u ^- r=Wf this section or any calendar year shall, on and 
subsection (a) of this section or a y 

after the date of such registration or the J;"^^;y/„,„th for all 

(whichever last occurs). 'J^^'^'^*^" !/r(°)^^y gl^Sltng device 
periods thereafter in such year of-- (A) each 8^"j;^"8„. . ^ 
manufactured, purchased, or otherwise "'^-"J,^^^ ,*^^^' i^^'^^u^tody, 
gambling device owned or possessed ^^^ ^^^^^J"^ f ,^ p;:Ay him in"^ 
and "(C) each gambling device sold, delivered, or snippe 
intrastate, interstate, or foreign commerce. 

"(2) . such record shall '^ow- "(A) in the case of each 

.... mhling --/--1hriS:t?:;n^:l^ii. U i^i^Lft^^e 
first section of this Act, i-ne mi-ui •»•«»«. /.\/t\ ^f n,;e aoetion: 

'«'"!,".•£ s;r?.r:.s.::':r.!:r.:s2 : s™ :; ■ ; 

acauired and the name and address of the =*'''''®''' *"^ JJr . ^his 
«f anv such gambling device described in paragraph (1) (O "^ ^his 
^^b'ctlon! the nam! and address of the buyer and consignee thereof 
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and the name and address of the carrier. 

"(d) Each record required to be maintained under this 

section shall be kept by the person "^"i"f ,^f "f ^.^'.hts sectiin"or 
designated by him pursuant to subsection (a) (A) (C) of this section tor 
a period of at least five years from the last day of the calendar 
month of the year with respect to which such record is required to be 

maintained. 

"(e) (l)It shall be unlawful (A) for any person during any 
period in which he is required to be "^istered under subsection (a) 
of this section to sell, deliver. .or_sMP_.^n-^nt"«taM'-^^^~«^*^-*'^^'- 
-iH^fio^^- o-r own. possess, or have in his -stody any 
gambling device which is not marked and numbered as required by 
subsection (b) of this section', or (B) for any person to remove. 
oMiteraL, or alter any mark or number on any gambling device 
required to be placed thereon by such subsection W- 

"(2) It shall be unlawful for any person knowingly to make 
or cause to be made, any false entry in any record required to be kept 
under this section. 

"(f) Agents of the Federal Bureau of ^"^".^Jeation shall, 
,f anv Dlace designated pursuant to subsection (a) (A) (C) «£ t*^^%^ . 
cSn'trany e?-n re'quired to register by sub sect on a) o. his 
► • ., =1- all reasonable times, have access to and Che rigni. lo copy 

r.Ls,l by »y p.r.on re.i.t.red „nd« such "|"« ;.<»\^°,f ™ 

r'.?:u-crt„"En;;'.: h"? ci-r?:;.'". sH!a^;:v:iy:dicuo„ to 

uL' In"rLr o^p.l.ing production o£ .uch record, fo. in.pect.on or 
copying. 




EFFECTIVE: 06/10/88 

1A3-1.A Section 117A - Labeling and Marking of Shipping Packages 

"All gambling devices, and all packages containing any 
such when shipped or transported shall be plainly and clearly labeled 
^^mlrked so that the name and address of the shipper and of the 
consignee, and the nature of the article or the contents of the 
packiS mly be readily ascertained on an inspection of the outside of 
the article or package." 
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EFFECTIVE: 01/31/78 



143-1.5 Section 1175 - Specific Jurisdiction in which 

Manufacturing, Selling, Repairing, etc.. Prohibited 

"It shall be unlawful to manufacture, recondition, repair, 
sell, transport, possess, or use any gambling device in the District 
of Columbia, in any Possession of the United States, within Indian 
country as defined in Section 1151 of Title 18 (of feUSC) or within 
the special maritime_and_Xerr.Lt.p_rjAl._Jurisdij:tio.n_,P^^ 



"irdef'ined in Section 7 of title 18 (of the USC) 



EFFECTIVE: 01/31/78 



G 



143-1.6 



Section ,1176 Penalties 



"Whoever violates any of the provisions of Sections 1172, 
1173, 1174 or 1175 of this Act shallbe fined not more than $5,000 or 
imprisoned not more than two years, or both." 



EFFECTIVE: 01/31/78 




143-1.7 Section 1177 - Confiscation of Gambling Devices and Means 
of Transportation; Laws Governing 

"Any gambling device transported, delivered, shipped, 
manufactured, reconditioned, repaired, sold, disposed of, ««ived 
possessed, or used in violation of the provisions of this Act shall be 
seized and forfeited to the United States. All provisions of law 
relating to the seizure, summary and judicial forfeiture, and 
condemnation of vessels, vehicles, merchandise, and baggage for 
violation of the customs laws; the disposition of such vessels, 
vehicles, merchandise, and baggage or the proceeds from the sale 
thereof; the remission or mitigation of such forfeitures; and the 
compromise of claims and the award of compensation to informers in 
respect of such forfeitures shall apply to seizures and forfeitures 
incurred, or alleged to have been incurred, under the provisions of 
this Act, insofar as applicable and not inconsistent with the 
provisions hereof: Provided, That such duties as are imposed upon the 
collector of customs or any other person with respect to the seizure 
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and forfeiture of vessels, vehicles, merchandise, and baggage under 
the customs laws be performed with respect to seizures and forfeitures 
of gambling devices under this Act by such officers, agents, or other 
persons as may be authorized or designated for that purpose by the 
Attorney General." 

EFFECTIVE: 01/31/78 



143-1.8 Section 1178 Separability of Provisions 



~ "^ "If any provision of this Act or the application thereof 
to any person or circumstance is held invalid, such invalidity shall 
not affect other provisions or applications of the Act which can be 
given effect without the invalid provision or application, and to this 
end the provisions of this Act are declared to be severable." 



G 



EFFECTIVE: 01/31/78 



143-1.9 



apply— 



Section 1179 Exceptions 



"None of the provisions of this Act shall be construed to 




"(1) to any machine or mechanical device designed and 
manufactured primarily for use at a racetrack in connection with 
parimutuel betting: 

"(2) to any machine or mechanical device, such as a 
coin-operated bowling alley, shuf f leboard, marble machine (a so-called 
pinball machine), or mechanical gun, which is not designed and 
manufactured primarily for use in connection with gambling, and (A) 
which when operated does not deliver, as a result of the application 
of an element of chance, any money or property, or (B) by the 
operation of which a person may not become entitled to receive, as the 
result of the application of an element of chance, any money or 
property, or 

"(3) to any so-called claw, crane, or digger machine and 
similar devices which are not operated by coin, are actuated by a 
crank, and are designed and manufactured primarily for use at 
carnivals or county or state fairs." 
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EFFECTIVE: 01/31/78 

143-1.10 Section 1180 Effective Date 

"The amendments made by this Act shall take effect on the 
sixtieth day after the date of its enactment," (December 17, 1962) 

EFFECTIVE: 01/31/78 

143-2 ELEMENTS 

EFFECTIVE: 01/31/78 



143-2.1 Section 1172 

(1) A gambling device covered by the Act, subassembly, or 
essential part thereof is transported into any state, District of 
Columbia, or possession of the U.S. 

(2) The state has not exempted itself from provisions of 
this act and this section does not apply to any gambling device 
transported to any licensed gambling establishments where betting is 
legal under applicable state law, or 

(3) The state in which the gambling device is transported 
in interstate or foreign commerce has specifically enumerated as 
lawful by state statute the gambling device so transported. 

EFFECTIVE: 01/31/78 
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143-2.2 Section 1173 

(1) Failure of manufacturer to register with the Attorney 
General. 

(2) Failure during any calendar year of any person 
engaged in business of repairing, reconditioning, buying, selling, 
leasing, or using gambling devices to register with the Attorney 
General if he sells, ships, delivers, buys, or receives such device 
knowing it will be introduced into interstate or foreign commerce. 

________ (3) Fai lur e of person re q uired to re giste r to set forth ^ 

(a) His name and each trade name under which he does 



business. 



(b) Address of each place of business in any state. 



(c) The address of where he will keep all records 
required to be kept by Section 1173. 



calendar year. 



(d) Each activity he intends to engage in during the 



(4) Failure of manufacturer to number seriatim each 
gambling device so manufactured and permanently affix on each device 
such number, his name, trade name if different, and date of 
manufacture. 

) 

(5) Failure of any person engaged in business of 
repairing, reconditioning, buying, selling, leasing, or using any 
gambling device to number seriatim each gambling device and 
permanently affix on each device such number, his name, trade name if 
different, and date of manufacture. 

(6) Failure of every person required to register to 
maintain record by calendar month of - 



acquired. 



(a) Each gambling device manufactured, purchased, or 




rl 



(b) Each gambling device owned, possessed, or 
I in[his/her| custody. 

(c) Each gambling device sold, delivered, or shipped 
in intrastate, interstate, or foreign commerce. 
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(7) Failure to maintain records required to be maintained 
at the required location for a period of five years. 

(8) Unlawful for person required to be registered to 
sell, deliver, or ship in intrastate* interstate, or foreign commerce, 
or have in custody any gambling device which is not marked and 
numbered as required or to remove, obliterate, or alter any mark or 
number on any gambling device required to be placed thereon. 

(9) Unlawful to make or cause to be made any false entry 

in any record required to be kept under _this Section. 

EFFECTIVE: 06/18/87 

143-2.3 Section 1174 

(1) To ship or transport any gambling device. 

(2) The gambling device or package containing the device 
is not clearly labeled or marked showing the name and address of the 
shipper and consignee and nature of the article or the contents of the 
package from an inspection of the outside of the package. 

EFFECTIVE: 06/18/87 



143-2.4 Section 1175 

(1) To manufacture, recondition, repair, sell, transport, 
possess, or use any gambling device. 

(2) In the District of Columbia, in any possession of the 
U.S., within Indian country, or within the special maritime and 
territorial jurisdiction of the U.S. 



EFFECTIVE: 06/18/87 
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1A3-2.5 



Section 1177 



(1) A gambling device may be seized if this device is 
trans- ported, delivered, shipped, manufactured, reconditioned, 
repaired, sold, disposed of, received, possessed, or used in violation 
of the statute. 



(2) The seized gambling device shall be forfeited to the 



U.S. 



j (3) The FBI has been delegated authority to institute 
civil administrative forfeiture proceedings pursuant to Section 1177. 



Thie Forfeiture and Abandoned Property manual contains the step-by-step 
procedure to be followed for seizures and civil forfeiture proceedings 
(judicial and administrative) conducted in conjunction with this 
violation. I 



Cj 



EFFECTIVE: 06/18/87 



143-3 



EXCEPTIONS 



Section 1179 sets forth exceptions concerning certain 
machines or mechanical devices which are exempted from provisions of 
this Act. 



EFFECTIVE: 06/18/87 



143-4 



INSPECTION OF RECORDS 



Section 1173 authorizes that Agents of the FBI shall at 
all reasonable times have access to and the right to copy any of the 
records kept by a person required to register. In case of refusal of 
any person so registered to allow inspection in copying such records, 
the U.S. district court for the district in which such place is 
located shall have jurisdiction to issue an order compelling 
production of such records for inspection or copying. 



EFFECTIVE: 10/16/90 
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1A3-5 POLICY 

(1) Section 1177 of the statute provides that gambling 
devices transported, delivered, shipped, manufactured, reconditioned, 
repaired, sold, disposed of, received, possessed, or used in violation 
of the provisions of the Act shall be seized and forfeited to the U.S. 
This wording of the statute makes it mandatory that these gambling 
devices be seized; however, as a matter of policy the facts of each 
case should be discussed with the USA for his/her opinion and 
authorization for the seizure of the gambling devices. 

(2) Deleted 



(3) Gambling devices on board foreign vessels entering 
U.S. ports constitute a violation of Title 18, USC, Section 1172. The 
Department has requested that any violation developed on the part of 
foreign ships be presented to it for an opinion as to prosecution 
prior to the seizing of any gambling devices. Any violations 
developed in this regard should be immediately referred to FBIHQ for 
presentation to the Department for a decision. 

(4) Leads to check the records of the Attorney General to 
determine if a person required to be registered is so registered in 
accordance with the provisions of Public Law 87-840 should be set out 
for the WashingtonJMetropolitan| Field Office, 

(5) When investigations indicate a possible violation of 
Section 1173 (registration section), the facts should be presented to 
the USA as early as possible to determine if the activity of the 
individual or company involved would fall within the purview of the 
registration section of the statute. 

(6) Gambling wheels (a device sometimes known as a wheel 
of fortune), commonly utilized at fairs and carnivals, are designed 
primarily for use in connection with gambling. The interstate 
transportation of such devices would be in violation of Title 15, USC, 
Sections 1171-1180. When complaints are received concerning gambling 
wheels, develop the facts and promptly contact the USA for his/her 
prosecutive opinion. 

(7) Any information developed concerning the existence of 
gambling devices which are not in violation of the interstate 
transportation of gambling devices statute but whose existence may 
constitute a violation of state law should be referred to responsible 
local authorities having jurisdiction. 
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(8) The interstate transportation of gambling devices 
statute (Public Law 906, 81st Congress), when mentioned in responding 
to press inquiries or in making press releases, should be described as 
the Johnson-Preston Act. 



EFFECTIVE: 10/16/90 



143-6 



INVESTIGATIVE PROCEDURE 



(1), The development and utiHzation of adequate 



confidential informants and sources of information covers 
essential to tl 




(2) The appearance of gambling devices in an area or any 
noticeable increase in the prevalence of these machines should be made 
the subject of an immediate investigation to determine if a violation 
of the act has occurred in connection with these devices. 




(A) Title 15, use. Section 1172, specifies that it shall 
not be unlawful under this section to transport in interstate or 
foreign commerce any gambling device into any state in which the 
transported gambling device is specifically enumerated as lawful in a 
statute of that state. Each office roust be fully aware of state 
statutes applicable to gambling as they relate to definitions of 
gambling devices which are lawful under the state law. The office 
having within its territory the state capital is responsible for 
following this matter and in those instances in which a state is 
covered by more than one field office coordinating the results with 
other offices having jurisdiction within the state. FBIHQ should also 
be advised of any changes in state statutes which would make specific 
gambling devices lawful under state statutes. 






EFFECTIVE: 10/18/88 
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143-7 VENUE 

(1) The Department has advised that venue for failure to 
register would in all probability be in the District of Columbia. 
When omission to act constitutes a crime, the venue is the 
jurisdictional locality where the act should have been performed. 

(2) Where the offense consists of the failure to file a 
document, it is committed in the place where the document should have 
been filed, and not elsewhere. 

(3 ) The Pep art me nt has further ad vi sed c on cerning venue 

that the failure to register may be prosecuted in any district in 
which the person required to be registered committed any act in 
violation of the statute, such as transported, delivered, shipped, 
manufactured, reconditioned, repaired, sold, disposed of, received, 
possessed, bought, leased, or used. Prosecution may be entertained 
for transporting gambling devices in any district from which the 
devices were transported, through which they were transported, or into 
which they were transported in violation of the statute. 

EFFECTIVE: 10/18/88 

143-8 I REPORTING PROCEDURES 

(1) In 143A cases involving LCN members and/or 
associates, or 143B cases involving other organized crime groups 
(i.e., Asian organized crime, Sicilian Hafia, etc.), submit an airtel 
to FBIHQ within 60 days of opening the case. This communication 
should include facts predicating the case and sufficient 
identification data on the subject (s) for indexing purposes. 

(2) A progress letter should be submitted every 180 days 
restating the predication and summary of the investigation. 

(3) The results and/or summary of investigation should be 
reported by airtel. 

(4) In 143C cases, no reporting to FBIHQ is required.] 
EFFECTIVE: 10/18/88 
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I 1 143-9 1 CHARACTER - INTERSTATE TRANSPORTATION OF GAMBLING DEVICES 



EFFECTIVE: 10/18/88 
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SECTION 144. INTERSTATE TRANSPORTATION OF LOTTERY TICKETS 



144-1 STATUTE 

Title 18, use. Section 1301 

EFFECTIVE: 01/31/78 




144-1.1 Section 1301. Importing or Transporting Lottery 
Tickets 

"Whoever brings into the United States for the purpose of 
disposing of the same, or knowingly deposits with any express company 
or other common carrier for carriage, or carries in interstate or 
foreign commerce any paper, certificate, or instrument purporting to 
be or to represent a ticket, chance, share, or interest in or 
dependent upon the event of a lottery, gift enterprise, or similar 
scheme, offering prizes dependent in whole or in part upon lot or 
chance, or any advertisement of, or list of the prizes drawn or 
awarded by means of, any such lottery, gift enterprise, or similar 
scheme; or knowingly takes or receives any such paper, certificate, 
instrument, advertisement, or list so brought, deposited, or 
transported, shall be fined not more than $1,000 or imprisoned not 
more than two years, or both." 

Note: Punishment provision was rewritten to eliminate 
reference to punishment under the former section for a second offense. 



EFFECTIVE: 01/31/78 
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VIOLATIONS 



(1) Bringing into or causing to be brought into the U.S. 
any lottery ticket, advertisement of, or list of prizes dravm or 
awarded by means of such lottery. 

(2) Knowingly depositing or causing to be deposited with 
any express company or other common carrier any such lottery ticket,' 
advertisement, or list of prizes for carriage in interstate or foreign 
commerce. 



c 



(3)_ Carrying any such lotter y tic ket ,_ advertisem ent , or ___ 

list of prizes in interstate or foreign commerce." 

(4) Knowingly taking or receiving or causing to be taken 
or received any lottery ticket, advertisement, or list of prizes which 
have been so brought, deposited, or transported as outlined above. 

• 

The word "carries" contained in (Title 18, USC, Section 
1301) in effect makes the interstate or foreign transportation of 
lottery tickets by any means whatsoever a criminal violation. The 
terms "interstate commerce" and "foreign commerce" are defined in 
Title 18, USC, Section 10. 



EFFECTIVE: 01/31/78 



144-3 



JURISDICTION 



(1) Title 18, USC, Section 1301, is within the 
investigative jurisdiction of the Bureau. Title 18, USC, Section 
1302, is within the investigative jurisdiction of the U.S. Postal 
Service. 

(2) Section 1305 of Title 19, USC, which is included in 
the Tariff Act of 1930, also prohibits the importation of lottery 
tickets into the U.S. Violations of Section 1305 are within the 
jurisdiction of Customs authorities. 



EFFECTIVE: 01/31/78 
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